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Daily Open Source Infrastructure Report 
 

21 November 2014 
 
Top Stories 

• Nearly 100,000 gallons of water was allegedly released by vandals following several 
reports of open fire hydrants in Dickinson, North Dakota, November 16. – Dickinson Press 
(See item 23)  
 

• Police shot and killed a gunman on Florida State University campus after he opened fire at 
the university’s Strozier Library November 20 injuring three students.   
– WCTV 6 Thomasville  (See item 24)  

 

• An accident involving two George County school buses November 19 sent 21 students to 
area hospitals for minor injuries when the two busses collided on Mississippi Highway 26 
in Lucedale, Mississippi. – WALA 10 Mobile (See item 26)  

 

• Heavy snow caused a roof to collapse at a christmascentral.com warehouse in 
Cheektowaga, New York, November 19 that also resulted in a natural gas leak, prompting 
the evacuation of the neighboring Garden Gate Health Care Facility.  
– Buffalo News (See item 41)  
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Energy Sector 
 

1. November 20, WSAZ 3 Huntington – (Kentucky) Crews working to remove leaked oil 
after fire at Kentucky Power substation. Firefighters controlled a fire at Kentucky 
Power’s Baker substation in Louisa November 20 following a transformer explosion. 
Crews removed over 3,000 gallons of non-PCB lubricating oil that leaked into a nearby 
ditch at the substation and were monitoring the blaze that was estimated to continue 
burning for several hours. 
Source: http://www.wsaz.com/news/headlines/Kentucky-Power--283301241.html 

 
[Return to top] 

 
Chemical Industry Sector 

 Nothing to report 
 
[Return to top] 
 
Nuclear Reactors, Materials, and Waste Sector 

2. November 20, Palm Beach Post – (Florida) Feds increase oversight of FPL’s St. 
Lucie nuclear power plant. The U.S. Nuclear Regulatory Commission announced 
November 20 that it is increasing its oversight of the St. Lucie Unit 1 reactor in Jensen 
Beach due to violations linked to plant operator Florida Power & Light’s failure to 
ensure that the reactor’s auxiliary building was watertight. The operator agreed to take 
corrective actions to repair flood seals, increase inspections of flood protection features, 
and revise flood response procedures.  
Source: http://protectingyourpocket.blog.palmbeachpost.com/2014/11/20/feds-
increase-oversight-of-fpls-st-lucie-nuclear-plant/  

 
[Return to top]  
 
Critical Manufacturing Sector 

3. November 19, U.S. Department of Labor – (Virginia) OSHA finds shipyard workers 
repeatedly exposed to life-threatening safety and health hazards at Norfolk, 
Virginia, facility. The Occupational Safety and Health Administration cited Colonna’s 
Shipyard Inc.’s ship repair facility in Norfolk November 19 for 12 safety and health 
violations following a May 2014 inspection that revealed unguarded manholes and 
other fall risks, defective equipment, and electrical hazard exposures. Proposed 
penalties total $101,000. 
Source: 
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEA
SES&p_id=27033 

 
4. November 19, U.S. Consumer Product Safety Commission – (National) AP Specialties 

recalls Power Bank chargers due to fire hazard. AP Specialties announced a recall 

 

http://www.wsaz.com/news/headlines/Kentucky-Power--283301241.html
http://protectingyourpocket.blog.palmbeachpost.com/2014/11/20/feds-increase-oversight-of-fpls-st-lucie-nuclear-plant/
http://protectingyourpocket.blog.palmbeachpost.com/2014/11/20/feds-increase-oversight-of-fpls-st-lucie-nuclear-plant/
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=27033
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=27033
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of about 172,000 Power Bank device chargers due to the potential for the chargers to 
overheat, posing a fire hazard. The chargers were distributed as promotional items at 
trade shows, industry conventions, and meetings between November 2013 and August 
2014.  
Source: http://www.cpsc.gov/en/Recalls/2015/AP-Specialties-Recalls-Power-Bank-
Chargers/ 
 

5. November 19, Associated Press – (National) VW recalls 442,000 cars to fix 
suspension problem. Volkswagen initiated a recall for 442,000 model year 2011-2013 
Jetta and 2012-2013 Beetle vehicles due the potential for the vehicles’ rear trailing 
arms to fracture suddenly if they are damaged in a crash and not repaired correctly.  
Source: http://abcnews.go.com/Business/wireStory/vw-recalls-442000-cars-fix-
suspension-problem-27019667 
 

6. November 19, U.S. Department of Labor – (Connecticut) Fire at Vernon, 
Connecticut, precision machining and fabricating facility sparks OSHA 
investigation. Soldream Inc. was cited by the Occupational Safety and Health 
Administration after an inspection prompted by a dust collection system fire in May 
identified 20 safety and health violations at the company’s Vernon facility. Proposed 
fines totaled $59,290.  
Source: 
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEA
SES&p_id=27030 
 

7. November 19, U.S. Department of Labor – (Georgia) Nissin Brake Georgia Inc. cited 
for serious safety violations. The Occupational Safety and Health Administration cited 
Nissin Brake Georgia Inc., for 11 safety and health violations at the company’s Rock 
Spring facility following a June inspection. Proposed fines totaled $53,000.  
Source: 
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEA
SES&p_id=27027 

 
 For another story, see item 8 
 
[Return to top]  
 
Defense Industrial Base Sector 

8. November 19, U.S. Department of Labor – (Alabama) Mobile, Alabama-based 
shipbuilder cited for serious safety and health violations. An Occupational Safety 
and Health Administration inspection of the Austal USA LLC facility in Mobile 
initiated by a complaint in May identified 12 safety and health violations at the facility, 
including worker exposure to falls and copper fumes. Proposed fines totaled $41,500.  
Source: 
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEA
SES&p_id=27018  
 

 

http://www.cpsc.gov/en/Recalls/2015/AP-Specialties-Recalls-Power-Bank-Chargers/
http://www.cpsc.gov/en/Recalls/2015/AP-Specialties-Recalls-Power-Bank-Chargers/
http://abcnews.go.com/Business/wireStory/vw-recalls-442000-cars-fix-suspension-problem-27019667
http://abcnews.go.com/Business/wireStory/vw-recalls-442000-cars-fix-suspension-problem-27019667
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=27030
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=27030
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=27027
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=27027
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=27018
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=27018
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For another story, see item 3 
 

[Return to top]  
 
Financial Services Sector 

9. November 19, WXII 12 Winston-Salem – (North Carolina) ‘Striped hoodie bandit’ 
still wanted after High Point, Asheboro bank robberies. The FBI asked for the 
public’s help in providing information on a suspect known as the “Striped Hoodie 
Bandit” responsible for three bank robberies in North Carolina, with the most recent 
occurring November 18 at a Sun Trust Bank branch in Huntersville.  
Source: http://www.wxii12.com/news/striped-hoodie-bandit-still-wanted-after-high-
point-asheboro-bank-robberies/29825564 

 
 For another story, see item 39 
 
[Return to top]  
 
Transportation Systems Sector 

10. November 20, North Salem Daily Voice – (New York) Two-car accident in Southeast 
leaves seven hospitalized. Seven people were injured November 19 after 2 cars 
collided at the intersection of Routes 6 and 22 in Southeast, New York, which led to the 
closure of westbound Route 6 and southbound Route 22 for approximately 4 hours 
while authorities investigated and cleared up the scene.      
Source: http://northsalem.dailyvoice.com/police-fire/two-car-accident-southeast-leaves-
seven-hospitalized  
 

11. November 20, Lower Hudson Valley Journal News – (New York) Man killed crossing 
Saw Mill Parkway. The Saw Mill River Parkway reopened to traffic after multiple 
unrelated vehicle accidents shut down various parts of the roadway for nearly 6 hours 
November 19, including an accident in Dobbs Ferry that resulted in the death of a 
pedestrian. 
Source: http://www.lohud.com/story/news/local/2014/11/19/accidents-saw-mill-river-
parkway/19297877/  
 

12. November 20, Associated Press – (California) Flight diverted to LAX after medical 
emergency. A Qantas flight from Dallas to Sydney, Australia, was diverted to Los 
Angeles International Airport in California November 20 due to a medical emergency 
on board. The sick passenger was transferred to a local hospital for treatment while 
passengers were given hotel accommodations. 
Source: http://abcnews.go.com/Health/wireStory/flight-diverted-lax-medical-
emergency-27052020 
 

13. November 19, WITI 6 Milwaukee – (Wisconsin) Suspicious object discovered on  
Delta flight headed to Atlanta from Milwaukee; plane returns to gate. A Delta 
Airlines flight from Milwaukee, Wisconsin, to Atlanta was forced to return to General 

 

http://www.wxii12.com/news/striped-hoodie-bandit-still-wanted-after-high-point-asheboro-bank-robberies/29825564
http://www.wxii12.com/news/striped-hoodie-bandit-still-wanted-after-high-point-asheboro-bank-robberies/29825564
http://northsalem.dailyvoice.com/police-fire/two-car-accident-southeast-leaves-seven-hospitalized
http://northsalem.dailyvoice.com/police-fire/two-car-accident-southeast-leaves-seven-hospitalized
http://www.lohud.com/story/news/local/2014/11/19/accidents-saw-mill-river-parkway/19297877/
http://www.lohud.com/story/news/local/2014/11/19/accidents-saw-mill-river-parkway/19297877/
http://abcnews.go.com/Health/wireStory/flight-diverted-lax-medical-emergency-27052020
http://abcnews.go.com/Health/wireStory/flight-diverted-lax-medical-emergency-27052020
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Mitchell International Airport November 19 after a suspicious item was found in a seat 
while the plane was taxiing out. Passengers were de-planed and authorities cleared the 
plane after investigating.  
Source: http://fox6now.com/2014/11/19/suspicious-object-discovered-on-delta-flight-
headed-to-atlanta-from-milwaukee-plane-returns-to-gate/  

 
[Return to top]  
 
Food and Agriculture Sector 

14. November 20, KGW 8 Portland – (Washington) 2-alarm fire at Vancouver dairy 
farm. A 2-alarm fire at an Andersen Dairy-owned farm in Vancouver November 20 
caused a barn’s roof to partially collapse and destroyed hundreds of thousands of 
dollars’ worth of alfalfa used as cattle feed. About 50 cattle were removed from the 
structure and no injuries were reported.  
Source: http://www.kgw.com/story/news/local/vancouver/2014/11/20/2-alarm-fire-at-
vancouver-dairy-farm/19324445/ 
 

15. November 20, Associated Press – (South Dakota) No cause yet for fire at Mitchell 
elevator. Chemicals and other debris are being removed from a fertilizer and chemical 
storage building at a CHS Farmers Alliance grain elevator complex in Mitchell 
following a November 19 fire that destroyed the structure. The cause of the fire is 
under investigation and authorities reported that the air quality was being tested and 
there was no danger to the public. 
Source: http://www.argusleader.com/story/news/crime/2014/11/20/cause-yet-fire-
mitchell-elevator/19320295/ 
 

16. November 19, WHBQ 13 Memphis – (Mississippi) Man rescued from grain storage 
bin. Rescuers worked for more than 4 hours November 20 to extract a man who 
became trapped when he slipped and fell into a grain storage bin at a farm in 
Waterford. Crews used chainsaws to make relief cuts around the bin and release 
soybeans before the man could be rescued. 
Source: http://www.myfoxmemphis.com/story/27430130/man-stuck-grain-bin 
 

17. November 19, U.S. Department of Agriculture – (Pennsylvania) Pennsylvania firm 
recalls pork products due to misbranding and undeclared allergens. The Food 
Safety and Inspection Service announced November 19 that K. Heeps, Inc. issued a 
recall for about 2,902 pounds of Stryker Farm-branded bratwurst and bangers products 
due to undeclared soy lecithin caused by misbranding. The products were distributed to 
restaurants and retailers in Pennsylvania by a single vendor. 
Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-
alerts/recall-case-archive/archive/2014/recall-080-2014-release 
 

18. November 19, U.S. Department of Agriculture – (California; Pennsylvania; Texas) 
California firm recalls sausage products due to misbranding and undeclared 
allergen. The Food Safety and Inspection Service reported November 19 that Sapar 
USA, Inc., doing business as Fabrique Delices, issued a recall for about12 pounds of 

 

http://fox6now.com/2014/11/19/suspicious-object-discovered-on-delta-flight-headed-to-atlanta-from-milwaukee-plane-returns-to-gate/
http://fox6now.com/2014/11/19/suspicious-object-discovered-on-delta-flight-headed-to-atlanta-from-milwaukee-plane-returns-to-gate/
http://www.kgw.com/story/news/local/vancouver/2014/11/20/2-alarm-fire-at-vancouver-dairy-farm/19324445/
http://www.kgw.com/story/news/local/vancouver/2014/11/20/2-alarm-fire-at-vancouver-dairy-farm/19324445/
http://www.argusleader.com/story/news/crime/2014/11/20/cause-yet-fire-mitchell-elevator/19320295/
http://www.argusleader.com/story/news/crime/2014/11/20/cause-yet-fire-mitchell-elevator/19320295/
http://www.myfoxmemphis.com/story/27430130/man-stuck-grain-bin
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2014/recall-080-2014-release
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2014/recall-080-2014-release
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sausage products due to misbranding and undeclared nonfat dry milk. The product 
yields a production date of November 6 and was sold through distribution centers in 
California, Pennsylvania, and Texas to retail and institutional outlets. 
Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-
alerts/recall-case-archive/archive/2014/recall-081-2014-release 
 

19. November 19, U.S. Environmental Protection Agency – (Connecticut) EPA settlement 
reduces risk of ammonia releases from North Haven, Conn. cold storage facility. 
Bozzuto’s Inc., entered into a settlement with the U.S. Environmental Protection 
Agency and agreed to pay $124,181 to resolve alleged violations of the Clean Air Act 
including the improper handling of anhydrous ammonia at the company’s cold storage 
warehouse in North Haven. Bozzuto’s also spent more than $500,000 to bring its 
facilities in North Haven and Cheshire into compliance with federal regulations, and 
voluntarily installed an ammonia detection system and computerized automatic 
shutdown control system at the sites. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/596e17d7cac720848525781f0043629e/d42a0
322b303bd2885257d95005bb404!OpenDocument 
 

20. November 19, U.S. Department of Labor – (Nebraska) OSHA cites Double Dutch 
Dairy after worker fatally injured by front-end loader in Shelby, Nebraska. 
Double Dutch Dairy was cited by the Occupational Safety and Health Administration 
for 4 serious safety violations revealed during an inspection of the company’s Shelby, 
Nebraska, facility following a June 2014 worker fatality. The investigation revealed the 
driver of a front-end loader had an obstructed view which led to a second worker being 
fatally struck-by the equipment. 
Source: 
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEA
SES&p_id=27024 

 
[Return to top] 
 
Water and Wastewater Systems Sector 

21. November 20, Kalamazoo Gazette – (Michigan) Approximately 24,000 gallons of 
sanitary sewage overflows near pumping station in Richland. An estimated 24,000 
gallons of wastewater overflowed from a sanitary sewer near the Gull Lake Sewer and 
Water Authority’s main pumping station in Richland November 18 when a cleaning 
tool dislodged a large amount of debris during the maintenance and cleaning of a 
pressure pipe south of the lift station. The debris were removed and the pumping station 
resumed operations. 
Source: 
http://www.mlive.com/news/kalamazoo/index.ssf/2014/11/approximately_24000_gallo
ns_of.html  
 

22. November 19, Northwest Florida Daily News – (Florida) Sewage spill triggers 
advisory. An advisory against swimming, boating, or any other significant contact with 

 

http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2014/recall-081-2014-release
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2014/recall-081-2014-release
http://yosemite.epa.gov/opa/admpress.nsf/596e17d7cac720848525781f0043629e/d42a0322b303bd2885257d95005bb404!OpenDocument
http://yosemite.epa.gov/opa/admpress.nsf/596e17d7cac720848525781f0043629e/d42a0322b303bd2885257d95005bb404!OpenDocument
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=27024
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=27024
http://www.mlive.com/news/kalamazoo/index.ssf/2014/11/approximately_24000_gallons_of.html
http://www.mlive.com/news/kalamazoo/index.ssf/2014/11/approximately_24000_gallons_of.html
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Garnier’s Bayou was issued by the Okaloosa County Health Department November 19 
until further notice after a sewage spill sent an estimated 100,000 gallons of untreated 
wastewater into the bayou near the west end of the Shalimar bridge due to a 
construction accident. 
Source: http://www.nwfdailynews.com/local/sewage-spill-triggers-advisory-document-
1.403323  

 
23. November 18, Dickinson Press – (North Dakota) Dickinson Police investigating fire 

hydrant vandalism that released 100,000 gallons of water. Nearly 100,000 gallons 
of water was allegedly released following several reports of open fire hydrants in 
Dickinson, North Dakota, November 16. Authorities are searching for the suspects 
involved and are investigating leads. 
Source: http://www.thedickinsonpress.com/content/dickinson-police-investigating-fire-
hydrant-vandalism-released-100000-gallons-water 

 
[Return to top]  
 
Healthcare and Public Health Sector 

 See item 41 
 
[Return to top]  
 
Government Facilities Sector 

24. November 20, WCTV 6 Thomasville – (Florida) Three students shot at FSU library, 
gunman killed by police. Police killed a gunman who shot at officers after opening 
fire at the Strozier Library at Florida State University in Tallahassee November 20 
injuring three students. Authorities cleared the scene after several hours and continue to 
investigate the incident. 
Source: http://www.wctv.tv/home/headlines/Dangerous-Situation-Reported-at-FSU-
283300801.html 
 

25. November 20, Associated Press – (Michigan) 3 children hurt in Michigan school bus 
crash. Three students were transported to an area hospital with injuries after their 
school bus slid off an icy road in Cheboygan County’s Inverness Township and landed 
in a ditch November 19. 
Source: http://www.freep.com/story/news/local/michigan/2014/11/20/michigan-school-
bus-accident/19314725/ 
 

26. November 19, WALA 10 Mobile – (Mississippi) 21 students sent to hospital in school 
bus accident. An accident involving a George County school bus that was rear-ended 
by another county bus along Mississippi Highway 26 in Lucedale November 19 caused 
21 students to be transported to area hospitals due to injuries. 
Source: http://fox10tv.com/2014/11/19/21-students-sent-to-hospital-in-school-bus-
accident/ 
 

 

http://www.nwfdailynews.com/local/sewage-spill-triggers-advisory-document-1.403323
http://www.nwfdailynews.com/local/sewage-spill-triggers-advisory-document-1.403323
http://www.thedickinsonpress.com/content/dickinson-police-investigating-fire-hydrant-vandalism-released-100000-gallons-water
http://www.thedickinsonpress.com/content/dickinson-police-investigating-fire-hydrant-vandalism-released-100000-gallons-water
http://www.wctv.tv/home/headlines/Dangerous-Situation-Reported-at-FSU-283300801.html
http://www.wctv.tv/home/headlines/Dangerous-Situation-Reported-at-FSU-283300801.html
http://www.freep.com/story/news/local/michigan/2014/11/20/michigan-school-bus-accident/19314725/
http://www.freep.com/story/news/local/michigan/2014/11/20/michigan-school-bus-accident/19314725/
http://fox10tv.com/2014/11/19/21-students-sent-to-hospital-in-school-bus-accident/
http://fox10tv.com/2014/11/19/21-students-sent-to-hospital-in-school-bus-accident/
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27. November 19, Times of Trenton – (New Jersey) Trenton police search for man in 
theft of 23 iPads from elementary school. Authorities are searching for a suspect 
November 19 believed to be connected to the theft of 23 iPads from the Monument 
School in Trenton. 
Source: 
http://www.nj.com/mercer/index.ssf/2014/11/police_searching_for_man_in_connection
_with_theft_from_trenton_school.html 

 
 [Return to top]  
 
Emergency Services Sector 

28. November 20, WRC 4 Washington, D.C. – (California) Married police officers plead 
guilty to running drug network. Two former San Diego Police officers pleaded guilty 
November 19 to running and operating a hydrocodone distribution network in the 
county, filling as much as 150 prescriptions from various doctors, in addition to charges 
alleging they burglarized homes while on duty.  
Source: http://www.nbcwashington.com/news/national-international/Married-SDPD-
Officers-Jennifer-Bryce-Charpentier-Plead-Guilty-to-Drug-Charges-283269401.html 
 

29. November 19, WAVY 10 Portsmouth – (North Carolina) Dare County Justice Center 
reopens after bomb threat. The Dare County Justice Center in North Carolina was 
evacuated for approximately 4 hours November 19 due to a phoned bomb threat. Police 
cleared the scene after nothing suspicious was found. 
Source: http://wavy.com/2014/11/19/dare-county-justice-center-evacuated-due-to-
bomb-threat/ 
 

30. November 18, Edmond Sun – (Oklahoma) Personnel remove 2,100 water spill in co. 
jail. A 20-year old copper pipe and a radiator coil burst on the second floor of the 
Oklahoma County jail November 17 causing 2,100 gallons of water to spill into the 
south side of the jail where the administrative offices are located, damaging equipment 
and knocking out several security cameras. 
Source: http://www.edmondsun.com/news/local_news/personnel-remove-water-spill-
in-co-jail/article_e8b8ca24-6f79-11e4-a4b3-43552248417f.html 
 

31. November 19, Shawnee News-Star – (Oklahoma) Cut phone lines issue affect 
residents, County 911 center. Emergency 9-1-1 and phone service for the area of 
Hardesty and Gordon Cooper Drive in Pottawatomie County was disrupted for nearly 5 
hours November 18 due to cut fiber lines.  
Source: http://www.news-star.com/article/20141118/NEWS/141119671/-1/sports  
 

[Return to top] 
 
Information Technology Sector 

32. November 20, Threatpost – (International) Attackers using compromised Web plug-

 

http://www.nj.com/mercer/index.ssf/2014/11/police_searching_for_man_in_connection_with_theft_from_trenton_school.html
http://www.nj.com/mercer/index.ssf/2014/11/police_searching_for_man_in_connection_with_theft_from_trenton_school.html
http://www.nbcwashington.com/news/national-international/Married-SDPD-Officers-Jennifer-Bryce-Charpentier-Plead-Guilty-to-Drug-Charges-283269401.html
http://www.nbcwashington.com/news/national-international/Married-SDPD-Officers-Jennifer-Bryce-Charpentier-Plead-Guilty-to-Drug-Charges-283269401.html
http://wavy.com/2014/11/19/dare-county-justice-center-evacuated-due-to-bomb-threat/
http://wavy.com/2014/11/19/dare-county-justice-center-evacuated-due-to-bomb-threat/
http://www.edmondsun.com/news/local_news/personnel-remove-water-spill-in-co-jail/article_e8b8ca24-6f79-11e4-a4b3-43552248417f.html
http://www.edmondsun.com/news/local_news/personnel-remove-water-spill-in-co-jail/article_e8b8ca24-6f79-11e4-a4b3-43552248417f.html
http://www.news-star.com/article/20141118/NEWS/141119671/-1/sports
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ins in CryptoPHP blackhat SEO campaign. Researchers with Fox-IT identified a 
group of attackers using compromised WordPress themes and plugins to deliver a piece 
of malware dubbed CryptoPHP that engages in fraudulent search engine optimization 
(SEO) operations. The malware can also inject content into sites using the 
compromised plugins and themes, update itself, and perform other tasks.  
Source: http://threatpost.com/attackers-using-compromised-web-plug-ins-in-cryptophp-
blackhat-seo-campaign/109505  

 
33. November 20, Securityweek – (International) Developers fix XSS vulnerability in 

jQuery Validation Plugin script. The developers of the jQuery Validation Plugin 
issued a fix for a vulnerability present in the plugin’s demo code that could have 
allowed an attacker to engage in session hijacking using a reflected cross-site scripting 
(XSS) attack. The code appeared to be first reported in 2007.  
Source: http://www.securityweek.com/developers-fix-xss-vulnerability-jquery-
validation-plugin-script 
 

34. November 20, Threatpost – (International) Angler exploit kit adds new Flash exploit 
for CVE-2014-8440. A security researcher reported that the Angler exploit kit has been 
equipped with an exploit for the CVE-2014-8440 vulnerability in Adobe Flash that can 
be used to take control of target systems. The vulnerability was patched by Adobe 
November 11 but unpatched systems remain vulnerable.  
Source: http://threatpost.com/angler-exploit-kit-adds-new-flash-exploit-for-cve-2014-
8440/109498 
 

35. November 20, Threatpost – (International) Drupal patches denial of service 
vulnerability; details disclosed. Researchers who identified a denial of service (DoS) 
vulnerability in the Drupal content management system published details of the 
vulnerability that could also expose user names following the release of a patch by 
Drupal November 19 to close the vulnerability.  
Source: http://threatpost.com/drupal-patches-denial-of-service-vulnerability-details-
disclosed/109502 
 

36. November 19, Securityweek – (International) Chrome 39 includes 42 security fixes, 
disables fallback to SSL 3.0. Google released version 39 of its Chrome browser, 
closing 42 security issues, 11 of which were rated as high-severity, adding features, and 
disabling fallback to SSL 3.0 which could be exploited in POODLE attacks.  
Source: http://www.securityweek.com/chrome-39-includes-42-security-fixes-disables-
fallback-ssl-30 
 

37. November 19, Network World – (International) FTC gets federal court to shut down 
$120M tech support scam. The Federal Trade Commission (FTC) announced 
November 19 that a federal court granted its request to temporarily shut down two 
telemarketing operations that allegedly defrauded consumers out of more than $120 
million by convincing them to grant the marketers remote access and deceiving them 
into paying for services and products to solve nonexistent computer problems. The 
companies involved include PC Cleaner, Boost Software, and Inbound Call Experts, 
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and the defendants are the targets of separate cases filed by the FTC and the State of 
Florida.  
Source: http://www.networkworld.com/article/2849636/security0/ftc-gets-federal-
court-to-shut-down-120m-tech-support-scam.html 
 

38. November 19, Softpedia – (International) Privilege escalation risk fixed in Android 
Lollipop, lower versions vulnerable. A researcher who identified and reported a flaw 
in the Android operating system that could allow an attacker to execute arbitrary code 
released a proof-of-concept for the vulnerability following the November 3 release of a 
patch that closes the vulnerability in Android Lollipop (also known as Android 5.0). 
The vulnerability is still present on previous Android versions.  
Source: http://news.softpedia.com/news/Privilege-Escalation-Risk-Fixed-in-Android-
Lollipop-Lower-Versions-Vulnerable-465407.shtml 
 

39. November 19, Threatpost – (International) Citadel variant targets password 
managers. Researchers with IBM Trusteer notified the makers of the nexus Personal 
Security Client, KeePass, and Password Safe password managers that a new variant of 
the Citadel malware is targeting the three services in an attempt to steal users’ logins 
and passwords.  
Source: http://threatpost.com/citadel-variant-targets-password-managers/109493 

 
Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: http://www.it-isac.org  

 
[Return to top]  
 
Communications Sector 

40. November 19, WINK 11 Fort Myers – (Florida) Police search for cell phone tower 
copper thieves Officials are searching for the suspects responsible for stealing more 
than $100,000 worth of copper from Lee County cell phone towers over the course of 
three months dating back to August.   
Source: http://www.winknews.com/Local-Florida/2014-11-19/Police-search-for-cell-
phone-tower-copper-thieves  

 
[Return to top] 
 
Commercial Facilities Sector 

41. November 19, Buffalo News – (New York) Cheektowaga warehouse roof collapse 
forces evacuation of nearby nursing facility. Heavy snow caused a roof collapse at a 
christmascentral.com warehouse in Cheektowaga November 19 resulting in millions of 
dollars in damage to the structure and its contents. The collapse also caused a natural 
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gas leak that prompted the evacuation of Garden Gate Health Care Facility. 
Source: http://www.buffalonews.com/city-region/cheektowaga-warehouse-roof-
collapse-forces-evacuation-of-nearby-nursing-facility-20141119 
 

42. November 19, Long Beach Press-Telegram – (California) Long Beach police sting 
operation targeting shoplifters, thieves results in 72 arrests. Police arrested 72 
suspects from November 13-15 on charges including felony grand theft and robbery in 
connection with a retail theft operation that targeted more than 30 businesses across 
Long Beach. 
Source: http://www.presstelegram.com/general-news/20141119/long-beach-police-
sting-operation-targeting-shoplifters-thieves-results-in-72-arrests 
 

43. November 19, Zanesville Times Recorder – (Ohio) Ohio apartment complex fire 
displaces 70 people. About 50 residents were displaced from Building B of the 
Stimens Apartment complex in Mansfield, Ohio, following a November 19 fire that is 
believed to have started in a furnace before it spread to a second furnace and the 
structure’s attic. About 20 additional residents were temporarily displaced from 
Building C at the complex after crews cut electric and gas service to the building. 
Source: http://www.zanesvilletimesrecorder.com/story/news/state/2014/11/19/ohio-
apartment-complex-fire-displaces-people/19295723/ 
 

44. November 18, KDKA 2 Pittsburgh – (Pennsylvania) Six sought in retail theft ring 
targeting Lowes Stores. A McCandless man was arrested and charged and police are 
searching for six additional suspects in connection with a theft ring that targeted four 
western Pennsylvania Lowes stores since October. The suspects allegedly loaded carts 
with expensive merchandise and walked out of the stores without paying, then later 
returned the merchandise for a refund. 
Source: http://pittsburgh.cbslocal.com/2014/11/18/six-sought-in-retail-theft-ring-
targeting-lowes/ 
 

[Return to top] 
 
Dams Sector 

45. November 18, Associated Press – (Washington) Reservoir behind Wanapum Dam to 
begin filling. The Grant County Public Utility District announced that the Wanapum 
Dam in Ephrata could resume normal operations by May 2015 after a 65-foot crack 
was discovered in its spillway in February, prompting authorities to lower the reservoir 
behind the Columbia River dam to 26 feet and ban the public from the shoreline for 
safety. Thirty-five anchor cables will be drilled into the bedrock for strength and 70 
anchor bars will be bolted into the spillway to repair the crack. 
Source: http://www.komonews.com/news/local/Reservoir-behind-Wanapum-Dam-to-
begin-filling-283124671.html 
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