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Top Stories

Operations on the Primm Pad near West Union, West Virginia, were halted September 30
after Antero Resources notified officials of a gas influx September 23 when the drill for
one well collided with a second well. — West Virginia MetroNews (See item 1)

A fire destroyed a manufacturing facility housing a metal finishing company and a metal
etching company in Seattle September 30, prompting a response from a chemical
containment team. — Associated Press (See item 4)

Four individuals were indicted for allegedly stealing over $100 million worth of
intellectual property from game developers and the U.S. Army by compromising company
and government user accounts to gain access to the data. — V3.co.uk (See item 35)

A hail-producing storm that moved across Colorado September 29 caused an estimated $4
million in damage to more than 850 vehicles at an auto dealership in Englewood, and
damaged several homes and a restaurant in the area. - KCNC 4 Denver (See item 42)
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Enerqy Sector
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1. September 30, West Virginia MetroNews — (West Virginia) DEP halts a drilling

operation in Doddridge County after accident. The West Virginia Department of
Environmental Protection ordered operations on the Primm Pad near West Union to
halt September 30 after Antero Resources notified the agency of a gas influx September
23 when the drill for the Stella 1h well collided with the Callie 2h well causing a
release of methane gas. Four personal wells and two existing gas wells were found to
have been affected in an initial investigation.

Source: http://wvmetronews.com/2014/09/30/dep-haults-a-drilling-operation-in-
doddridge-county-after-accident/

Chemical Industry Sector

2. September 30, Waco Tribune-Herald — (Texas) Officials investigate repeated blazes

at paint recycling plant. Officials are investigating a suspected electrical fire that
broke out inside a recycling area of the Southern Enterprises of Envirocare paint
recycling facility near Bruceville-Eddy September 30, causing some paint thinner to
ignite and produce a black cloud of smoke above the facility. A shelter-in-place order
for schools in the area was lifted after about 2 hours.

Source: http://www.wacotrib.com/news/fire/firefighters-battle-blaze-at-chemical-
plant/article_6d2fbc9f-5443-55fe-8270-e4e3e2f9e27c.html

For another story, see item 4
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Nuclear Reactors, Materials, and Waste Sector
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3. September 30, Associated Press — (New Mexico) $240 million WIPP recovery plan

aims at 2016 reopening. The U.S. Department of Energy released a recovery plan for
the Waste Isolation Pilot Plant (WIPP) in New Mexico designed to clean up the nuclear
waste facility and resume operations as early as 2016. The recovery plan estimates a
cost of $240 million to $549 million for the facility.

Source: http://www.abgjournal.com/470886/news/feds-to-unveil-cleanup-plan-for-
nuke-waste-dump.htmi

Critical Manufacturing Sector

4. September 30, Associated Press — (Washington) Large fire burns, releases chemicals

in Seattle. A large fire destroyed a manufacturing facility housing a metal finishing
company and a metal etching company in Seattle September 30. Both firms generate a
large quantity of hazardous chemical waste and a chemical containment team was
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working to collect water from the firefighting efforts for safe disposal.
Source: http://abcnews.go.com/US/wireStory/large-fire-burns-releases-chemicals-
seattle-25877612
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Defense Industrial Base Sector

Nothing to report
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Financial Services Sector

5. September 30, U.S. Securities and Exchange Commission — (International) Court
imposes injunctions and monetary sanctions of nearly $30 million against former
CEO and CFO of Electronic Game Card. A federal judge issued an order imposing
$29.6 million in sanctions against the former CEO and CFO of Electronic Game Card
based on U.S. Securities and Exchange Commission charges that the two individuals
allegedly used fraudulent means and fake contracts to increase the value of the now
bankrupt company’s stocks. The two allegedly used entities based in Gibraltar that they
secretly controlled to sell shares and collect more than $12.3 million in proceeds.
Source: http://www.sec.gov/litigation/litreleases/2014/Ir23099.htm

6. September 30, KSWB 5 San Diego — (California) Couple pleads guilty to real estate
investment fraud. A San Diego real estate investor and his wife pleaded guilty
September 30 for their role in a mortgage fraud scheme that caused between $2.5 and
$20 million in losses and tax fraud. The couple recruited straw buyers, inflated the
value of properties, disguised the sources of down payments, and hid skimmed profits
from the Internal Revenue Service.

Source: http://fox5sandiego.com/2014/09/30/couple-pleads-quilty-to-real-estate-
investment-fraud/

7. September 30, Bay City News Service — (California) Foster City man sued by SEC for
alleged fraud in ATM investment scam. A Foster City man and his company
Transactions Unlimited, operating as ATM Plus, was charged September 29 by the
U.S. Securities and Exchange Commission for allegedly operating the company as a
Ponzi scheme that obtained around $12 million from 160 investors using fraudulent
statements and documents. The man was also previously indicted by the Santa Clara
County District Attorney’s Office on several fraud and theft charges.

Source: http://www.mercurynews.com/crime-courts/ci_26634716/foster-city-man-
sued-by-sec-alleged-fraud
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Transportation Systems Sector
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October 1, Long Island Newsday — (New York) Police: Long Island Expressway
reopens in Jericho after accident. Eastbound lanes of the Long Island Expressway in
Jericho reopened to traffic October 1 after being closed for more than 6 hours following
a multivehicle crash that resulted in a fuel spill. Two people suffered minor injuries but
did not need to be hospitalized.

Source: http://www.newsday.com/long-island/nassau/police-accident-closes-eastbound-
long-island-expressway-in-jericho-1.9452970

September 30, Reuters — (National) U.S. orders airlines to replace cockpit displays
on 1,300 Boeing airplanes. The U.S. Federal Aviation Administration ordered airlines
to replace cockpit display units made by Honeywell International Inc. on more than
1,300 Boeing 737 and 777 aircraft due to concerns of inference from Wi-Fi, cellular
devices, radar, and satellite communications. The replacement of all Honeywell unit
displays within 5 years is estimated to cost nearly $14 million.

Source: http://www.msn.com/en-us/news/us/us-orders-airlines-to-replace-cockpit-
displays-on-1300-boeing-airplanes/ar-BB6HacW

September 30, WITI 6 Milwaukee — (Wisconsin) Fatal wreck that shut down all lanes
of US 45 SB cleared, lanes reopen to traffic. One person was killed when two cars
collided on US Highway 45 in Milwaukee September 30 and shut down a portion of
southbound lanes for nearly 6 hours.

Source: http://fox6now.com/2014/09/30/breaking-wreck-forces-closure-of-southbound-
us-45-at-north-ave/

September 29, Riverside Press-Enterprise — (California) San Bernardino Mountains:
Hwy. 18 head-on wreck kills 2. A portion of Highway 18 north of Upper Waterman
Canyon was closed for 5 hours September 28 when two cars collided head-on, killing
both drivers and injuring a young passenger.

Source: http://www.pe.com/articles/closure-750975-bernardino-mountains.html

September 29, KSNV 3 Las Vegas— (Nevada) 1-15 repairs to take 2 weeks and cost
$1.4 million. A Nevada Department of Transportation official stated that it could take
up to 2 weeks and cost $1.4 million to complete repair work on Interstate 15 in the
Mesquite area that was damaged by heavy rains and flooding September 26.

Source: http://www.mynews3.com/content/news/story/I-15-repairs-to-take-2-weeks-
and-cost-1-4-million/YdqEsaCzIECP93G4slAaAw.cspx

September 29, Associated Press — (West Virginia) Two train cars fall into New River,
spills soybeans. Crews continued to clean up a train derailment September 29 after a
CSX train headed to Rocky Mount derailed two railroad cars into the New River and
spilled soybeans onto the river’s banks. No injuries were reported and minor traffic
delays are expected as cleanup continues.

Source: http://woay.com/News.aspx?nid=13723

September 27, Las Vegas Review-Journal — (Nevada) San Francisco bound JetBlue
diverts, lands safely in Vegas. A JetBlue flight carrying 139 passengers en route to
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San Francisco from Ft. Lauderdale landed safely at McCarran International Airport in
Las Vegas September 27 when a smoke-indicator light turned on. The Clark County
Fire Department inspected and cleared the aircraft.

Source: http://www.reviewjournal.com/news/las-vegas/san-francisco-bound-jetblue-
diverts-lands-safely-vegas

Food and Agriculture Sector
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October 1, Avoyelles Parish Journal — (Louisiana) $1/4 million stolen goods
recovered; two charged. Avoyelles officials arrested 2 suspects in connection with a
theft operation involving more than $250,000 of stolen heavy equipment, farm
machinery, and vehicles from at least 5 parishes in Louisiana since 2013.

Source: http://www.avoyellestoday.com/index.php/news/1479-1-4-million-stolen-
goods-recovered-two-charged

October 1, WFIE 14 Evansville — (Indiana) Fire crews put out Gibson Co. grain bin
fire. Firefighters extinguished a fire that broke out September 30 inside a grain bin
holding about 75,000 bushels of corn at a Wabash Valley Grain facility in Gibson
County. Residents in the area were informed of a voluntary evacuation due to the
possibility of an explosion caused by grain vapors.

Source: http://www.14news.com/story/26666617/fire-crews-put-out-gibson-co-grain-
bin-fire

September 30, Los Angeles Times — (California) Intruder uses golf club to kill 920
Foster Farms chickens. Fresno County officials reported September 30 that at least
one person pulled back a fence to break into a Foster Farms chicken shed in Caruthers
September 20 and killed 920 chickens with a golf club. Authorities asked for the
public’s help in finding the responsible parties.

Source: http://www.latimes.com/local/lanow/la-me-foster-farms-chickens-Kkilled-
20140930-story.html

September 30, WAFF 48 Huntsville — (Alabama) Cameras aid in arrest of brothers
accused of stealing farm equipment. Three brothers were arrested and charged for
their involvement in a theft ring which netted more than $7,500 worth of farm
equipment and scrap metal from farms in Colbert County, including one farm that was
targeted at least 6 times.

Source: http://www.waff.com/story/26670038/cameras-aid-in-arrest-of-brothers-
accused-of-stealing-farm-equipment

September 30, U.S. Department of Agriculture — (Texas) Recall notification report
063-2014 (Ground Beef Chub). The Food Safety and Inspection Service announced
September 30 that Sam Kane Beef Processors, LLC, issued a recall for about 2,633
pounds of ground beef chub product due to the possibility that it may contain blue
plastic particles caused by a manufacturing error that involved a rubber glove. The
product was distributed to retailers in Texas for further processing.


http://www.reviewjournal.com/news/las-vegas/san-francisco-bound-jetblue-diverts-lands-safely-vegas
http://www.reviewjournal.com/news/las-vegas/san-francisco-bound-jetblue-diverts-lands-safely-vegas
http://www.avoyellestoday.com/index.php/news/1479-1-4-million-stolen-goods-recovered-two-charged
http://www.avoyellestoday.com/index.php/news/1479-1-4-million-stolen-goods-recovered-two-charged
http://www.14news.com/story/26666617/fire-crews-put-out-gibson-co-grain-bin-fire
http://www.14news.com/story/26666617/fire-crews-put-out-gibson-co-grain-bin-fire
http://www.latimes.com/local/lanow/la-me-foster-farms-chickens-killed-20140930-story.html
http://www.latimes.com/local/lanow/la-me-foster-farms-chickens-killed-20140930-story.html
http://www.waff.com/story/26670038/cameras-aid-in-arrest-of-brothers-accused-of-stealing-farm-equipment
http://www.waff.com/story/26670038/cameras-aid-in-arrest-of-brothers-accused-of-stealing-farm-equipment

20.

Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-
alerts/recall-case-archive/archive/2014/rnr-063-2014

September 29, Morganton News Herald — (North Carolina) Case Farms issued notice
of violation in connection with sewer spill. The Morganton Water Resources
Department issued Case Farms a notice of violation in connection with a September 12
sewage backup that affected six shops in Tannery Square in North Carolina. An
investigation by authorities revealed that heavy rains overwhelmed Case Farms’
treatment system causing storm water and chicken parts to flow from the chicken
processing facility into the city’s sewer system.

Source: http://www.morganton.com/news/case-farms-issued-notice-of-violation-in-
connection-with-sewer/article 9955f21e-4827-11e4-a417-0017a43b2370.html

For another story, see item 13
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Water and Wastewater Systems Sector
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October 1, Associated Press — (Tennessee) Tenn. city fined for dumping raw sewage
in river. The city of Sneedville was issued $101,000 in fines by the Tennessee
Department of Environment and Conservation for dumping raw sewage into the Clinch
River between January 2014 and May 2014. The city’s mayor stated that the city
contracted a plant operator and is making repairs to the city’s sewage system.

Source: http://www.wbir.com/story/news/local/claiborne-hancock-grainger-
union/2014/10/01/tenn-city-fined-for-dumping-raw-sewage-in-river/16527123/

September 30, Florida Today — (Florida) Turkey Creek swimming, fishing advisory
still in effect. An advisory remained in effect for city residents in Palm Bay to limit
contact with Turkey Creek after an estimated 5.7 million gallons of semi-treated
wastewater overflowed and discharged into the creek September 24 due to heavy rains.
Utilities personnel are working with State health and environmental officials to monitor
water quality.

Source: http://www.floridatoday.com/story/news/local/environment/2014/09/30/turkey-
creek-swimming-fishing-advisory-still-effect/16471489/

September 30, Omaha World-Herald News Service — (lowa) $950,000 EPA penalty
hangs over closed Griffin Pipe factory. Griffin Pipe Products LLC, an lowa-based
company, agreed to pay a civil penalty of $950,000 in a settlement with the U.S.
Environmental Protection Agency for air and water violations. The company allegedly
discharged untreated wastewater into the city of Council Bluff’s wastewater collection
system between April 2007 and April 2008 illegally and violated its stormwater permit
in March 2011.

Source: http://www.omaha.com/money/epa-penalty-hangs-over-closed-griffin-pipe-
factory/article 8c772749-f69f-5fa0-97b6-84c04f06cdce.html

For additional stories, see items 1 and 20
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Healthcare and Public Health Sector

24. October 1, Jersey Journal — (New Jersey) Lost disc with Jersey City Medical Center
patient data is finally found, hospital says. Jersey City Medical Center-Barnabas
Health officials reported that a missing CD containing the personal data of patients was
delivered by UPS in September after it was sent to an outside firm that reviews medical
billing data in June. New Jersey patients were notified that none of their personal
information was breached after the CD was delivered still sealed in its original
packaging.

Source: http://www.nj.com/jjournal-
news/index.ssf/2014/10/lost_disc_with_jersey city med.html

25. September 29, WFTV 9 Orlando - (Florida) Veterans contract Legionnaires’ disease
from VA facility’s water. Health department officials found traces of the bacteria that
causes Legionnaires’ disease in the water at the Orlando Veterans Affairs Community
Center in Lake Nona after receiving reports of three veterans contracting the bacteria in
July. The water system is undergoing changes while restricted access was placed on
showers and bathrooms.

Source: http://www.wftv.com/news/news/local/veteran-dies-after-contracting-
legionnaires-diseas/nhX6Y/
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Government Facilities Sector

26. October 1, Chicago Tribune — (lllinois) FBI: Former SIU student threatened to blow
up dormes, kill students. Federal court documents that were unsealed October 1
charged a former Southern Illinois University at Carbondale student after he made
bomb threats and mailed threatening letters between September 2012 and October
2013, claiming he was going to bomb buildings at the university and shoot staff and
students unless he received $50 million.

Source: http://www.chicagotribune.com/news/local/breaking/chi-sui-death-threats-
20140930-story.html

27. October 1, New England Cable News — (New Hampshire) Bomb threat closes 2 NH
schools. Authorities are investigating after Lurgio Middle School and Bedford High
School in New Hampshire were closed October 1 when high school administrators
received an emailed bomb threat. Police reported to the sites to conduct searches
related to the threat.

Source: http://www.necn.com/news/new-england/Bomb-Threat-Made-at-NH-School-
277725451 .html

28. October 1, WBTV 3 Charlotte — (North Carolina) 7 children and driver hospitalized
in bus crash. Seven students and the bus driver were injured in an accident involving a
West Marion Elementary School bus that crashed after avoiding an oncoming car in
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McDowell County October 1.
Source: http://www.whbtv.com/story/26675858/children-and-driver-hospitalized-in-bus-
crash

October 1, WLKY 32 Louisville — (Kentucky) Classes to resume Wednesday after
shooting at Fern Creek HS. Police took a Fern Creek High School student into
custody several hours after he shot and injured another student on campus in Louisville
September 30, prompting a lockdown and evacuation of the school. Classes resumed
October 1 after authorities determined the attack was targeted and the two students
knew each other.

Source: http://www.wlky.com/news/police-respond-to-reports-of-shots-fired-at-fern-
creek-high-school/28334228

September 30, MLive.com — (Michigan) GRPS’ Campus Elementary will reopen
Wednesday after power outage forced closure. Classes will resume October 1 at
Campus Elementary School in Grand Rapids after the school was forced to close
September 30 due to a power outage caused by an electrical short that blew fuses.
Phone and computer service was also temporarily disrupted district-wide for Grand
Rapids Public Schools when the generator failed to start.

Source: http://www.mlive.com/news/grand-
rapids/index.ssf/2014/09/grps_campus_elementary will_re.html

September 30, Elyria Chronicle Telegram — (Ohio) Admiral King Elementary closed
Wednesday due to possible gas leak. A gas odor prompted the closure of Admiral
King Elementary School in Lorain October 1 after the school was evacuated September
30 due to the smell of gas. Utility crews reported to the site to investigate.

Source: http://chronicle.northcoastnow.com/2014/09/30/admiral-king-elementary-
closed-wednesday-due-possible-gas-leak/

September 30, DNAinfo Chicago — (lllinois) Riot Fest caused $182K in damage to
Humboldt Park, repairs start this week. Riot Fest organizers will pay $182,000 to
restore and repair Humboldt Park in Chicago after the concert event of 160,000 people
September 12 — 14 caused extensive damage to the grounds.

Source: http://www.dnainfo.com/chicago/20140930/humboldt-park/riot-fest-caused-
182000-damages-humboldt-park

September 30, WBZ 4 Boston — (Massachusetts) Arson suspected in old Quincy City
Hall fire. The renovation of Quincy’s old City Hall in Boston was delayed 8 to 9 weeks
after a September 30 fire damaged the entire building. Authorities are investigating and
believe the fire was likely caused by an individual using a torch in an attempt to
remove pipes from the building.

Source: http://boston.cbslocal.com/2014/09/30/arson-suspected-in-quincy-city-hall-fire/

For another story, see item 35
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Emergency Services Sector

34.

| Return to top]

September 30, Herald of Everett — (Washington) 911 service restored in Darrington,
Oso. Emergency 9-1-1 service was down for approximately 2 hours in areas of Oso and
Darrington affecting roughly 2,500 residences after fiber-optic cables were damaged
September 30.

Source: http://www.heraldnet.com/article/20140930/NEWS01/140939923

Information Technoloqy Sector
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39.

October 1, V3.co.uk — (International) Four hackers accused of $100m US military
software and gaming IP theft. Four individuals were indicted for allegedly stealing
over $100 million worth of intellectual property from game developers and the U.S.
Army including data from yet-to-be-released games and training software used to train
helicopter pilots. Two of the accused pleaded guilty and reportedly used a SQL
injection attack to steal the usernames and passwords of employees and software
developers in order to gain access to the data.

Source: http://www.v3.co.uk/v3-uk/news/2373278/four-hackers-accussed-of-usd100m-
us-military-software-and-gaming-ip-theft

October 1, Softpedia — (International) Xsser mRAT, advanced spyware for iOS,
discovered. Researchers with Lacoon Mobile Security identified a new remote access
trojan (RAT) for iOS mobile devices dubbed Xsser that targets jailbroken iOS devices
and can exfiltrate personal and device data. The researchers believe that Xsser is linked
to the Chinese government and targets protestors in Hong Kong.

Source: http://news.softpedia.com/news/Xsser-mRAT-Advanced-Spyware-For-iOS-
Discovered-460640.shtml

October 1, Softpedia — (International) High risk vulnerability patched in Joomla. The
developers of the Joomla content management system (CMS) released a patch for
version 3.x closing two vulnerabilities including a remote file inclusion (RFI) issue that
could allow an attacker to run remote files.

Source: http://news.softpedia.com/news/High-Risk-Vulnerability-Patched-in-Joomla-
460600.shtml

September 30, The Register — (International) OpenVPN open to pre-auth Bash
Shellshock bug - researcher. The chief technology officer of Mullvad stated that some
configurations of OpenVPN are susceptible to the Shellshock vulnerability if Bash is
allowed to run scripts. A proof-of-concept for the issue was identified online.

Source:

http://www.theregister.co.uk/2014/09/30/openvpn_open_to_shellshock researcher/

September 30, Softpedia — (International) Asprox botnet malware sent through fake
Viber email notification. An analysis from Tech Help List identified a new spam
campaign utilizing fake Viber emails to attempt to add new bots to the Asprox botnet.
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The analysis noted that the attackers were using several techniques to hide their
malicious activity and avoid analysis by researchers.

Source: http://news.softpedia.com/news/Asprox-Botnet-Malware-Sent-Through-Fake-
Viber-Email-Notification-460498.shtml

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org

[Return to top]

Communications Sector

40.
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September 29, Cortez Journal — (Colorado; Utah) Lightning knocks out TV
translators. Service was disrupted for thousands of Southwest Colorado Television
Translator Association customers who rely on antenna reception September 29
following a thunderstorm that knocked out two television translators in Mancos Hill,
Colorado, and Abajo Peak, Utah, September 27.

Source:
http://www.cortezjournal.com/article/20140929/NEWS01/140929845/Lightning-
knocks-out-TV-translators-

Commercial Facilities Sector

41.

42.

43.

October 1, WPVI 6 Philadelphia — (New Jersey) Fire destroys several businesses in
Atlantic City, N.J. Firefighters worked for over 7 hours to extinguish a multi-alarm
fire that started in an alterations store in Atlantic City and spread to adjoining
businesses and apartments located above the shops September 30. The roof of one
structure collapsed and 17 residents were displaced by the blaze.

Source: http://6abc.com/news/fire-destroys-several-businesses-in-atlantic-city/331865/

September 30, KCNC 4 Denver — (Colorado) Metro area residents still recovering
from Monday’s violent weather. A strong hail-producing storm that moved across
Colorado September 29 caused an estimated $4 million in damage to more than 850
vehicles at an auto dealership in Englewood. Several homes and a restaurant in the area
also suffered damage from the storm.

Source: http://denver.cbslocal.com/2014/09/30/metro-area-residents-still-recovering-
from-mondays-violent-weather/

September 30, DNAinfo New York — (New York) Parkchester Macy’s evacuated after
manhole fire, FDNY says. A Macy’s store and a post office in Parkchester in the
Bronx were evacuated for at least 2 hours September 30 after a transformer caught fire
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44,

outside the department store and sent smoke flowing out of several manholes in the
area while filling the store with smoke. Con Edison crews are investigating the cause of
the fire.

Source: http://www.dnainfo.com/new-york/20140930/parkchester/parkchester-macys-
evacuated-after-manhole-fire-fdny-says

September 30, Chicago Tribune — (lllinois) At least 40 families displaced by Elk
Grove apartment fire. At least 40 families were displaced from an Elk Grove Village
apartment complex in Illinois by a September 30 fire that started within the walls of a
unit where plumbing work was being performed. All apartment units located in the
wing of the structure where the fire began were rendered uninhabitable while water and
smoke left an estimated $150,000 to $200,000 in damages.

Source: http://www.chicagotribune.com/news/local/breaking/chi-elk-grove-apartment-
fire-20140930-story.html

For additional stories, see item 20 and 32
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Dams Sector

Nothing to report

[Return to top]
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About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday through Friday]
summary of open-source published information concerning significant critical infrastructure issues. The DHS Daily
Open Source Infrastructure Report is archived for 10 days on the Department of Homeland Security Web site:
http://www.dhs.gov/IPDailyReport

Contact Information

Content and Suggestions: Send mail to cikr.productfeedback@hg.dhs.gov or contact the DHS
Daily Report Team at (703) 942-8590

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow
instructions to Get e-mail updates when this information changes.

Removal from Distribution List: Send mail to support@govdelivery.com.

Contact DHS

To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@hqg.dhs.gov or (202) 282-9201.

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit
their Web page at www.us-cert.gov.

Department of Homeland Security Disclaimer

The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source
material.
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