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Authorities arrested and charged 3 individuals for stealing, selling, and buying 6,000
Roxicodone pills worth $180,000 which were taken from a pharmacy in Monroe, North

Carolina. — WSOC 9 Charlotte (See item 26)

Fifteen football players at Springbrook High School in Montgomery County, Maryland,
suffered burns or rashes during practice September 16 when a cleaning agent was
inadvertently sprayed on their football pads and helmets. — Associated Press (See item 27)

A researcher found a security vulnerability in the GNU Bourne Again Shell (Bash)
command interpreter named Shellshock used in several Unix-based operating systems that
poses the risk of remote code execution. — Softpedia (See item 32)

Jimmy John’s Gourmet Sandwiches officials confirmed September 24 that stolen
credentials were used by an undisclosed party to remotely log into the point-of-sale
systems of about 216 of the company’s stores nationwide. — Boulder Daily Camera (See

item 40)
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1.

September 24, Pittsburgh Tribune-Review — (Pennsylvania) MarkWest fined $150,000
for gas flaring at Washington County plant. MarkWest Energy Partners LP will pay
more than $150,000 in State fines to address a Pennsylvania Department of
Environmental Protection settlement after investigators found improper flaring and
smoke coming from the company’s Marcellus shale plant in Washington County.
Source: http://triblive.com/business/headlines/6849597-74/markwest-flare-plant

September 24, Associated Press — (New Mexico) NM settles emissions violations at
gas plant. Frontier Field Services LLC will pay over $938,000 in a settlement with the
New Mexico Environment Department over alleged emissions violations at the
company’s Empire Abo Gas Plant in Artesia. The plant was accused of exceeding
permit limits for carbon monoxide, hydrogen sulfide, sulfur dioxide, and other
emissions several times between July 2011 and December 2012.

Source: http://www.seattlepi.com/news/science/article/NM-settles-emissions-
violations-at-gas-plant-5776618.php

September 24, U.S. Department of Labor — (Massachusetts) Massachusetts Bay
Electrical Corp. cited for safety violations in connection with 2 worker fatalities on
Cape Cod, Massachusetts. The Occupational Safety and Health Administration cited
Massachusetts Bay Electrical Corp., with 2 willful and 4 serious violations September
24 after an inspection prompted by the April death of 2 workers in a crane tip-over on
Cape Cod. Proposed fines totaled $168,000.

Source:

https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS RELEA
SES&p id=26754

September 24, U.S. Department of Labor — (National) MSHA announces results of
August impact inspections. Inspectors with the U.S. Department of Labor’s Mine
Safety and Health Administration announced September 24 that it issued 131 citations
and 11 orders during its August special impact inspections conducted at 12 mines that
merit increased agency attention and enforcement due to poor compliance history or
specific concerns.

Source: http://www.dol.gov/opa/media/press/msha/MSHA20141782.htm

Chemical Industry Sector

5.

September 25, Plastics News — (Nevada) Worker injured in fire at Primex sheet
plant. Authorities are investigating an explosion and fire at the Primex Plastics Corp.,
facility in Mesquite September 24 that injured one employee. Authorities believe the
explosion was sparked when an electrical panel arced while it was being powered on
and ignited dust in the air.

Source: http://www.plasticsnews.com/article/20140924/NEWS/140929950/worker-
injured-in-fire-at-primex-sheet-plant
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For another story, see item 22
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Nuclear Reactors, Materials, and Waste Sector

6. September 25, Norfolk Virginian-Pilot — (Virginia) Navy halts nuclear work at
Norfolk Naval Shipyard. The U.S. Navy suspended all but critical nuclear work
September 13 at the Norfolk Naval Shipyard until further notice after discovering that
contaminated equipment was potentially mishandled, a shipyard spokesman reported.
Three nuclear-powered vessels are impacted by the suspension.

Source: http://hamptonroads.com/2014/09/navy-halts-nuclear-work-norfolk-naval-

shipyard
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Critical Manufacturing Sector

7. September 24, U.S. Department of Labor — (Ohio) OSHA proposes $130,200 in fines
for Canton, Ohio, aluminum plant for willfully exposing workers to serious
hazards. Matalco US. Inc., was cited by the Occupational Safety and Health
Administration September 24 for 2 willful, 1 repeat, and 2 serious safety violations
following a March 24 inspection of the company’s Canton aluminum manufacturing
facility. Proposed penalties total $130,200.

Source:
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS RELEA
SES&p id=26751

8. September 23, U.S. Department of Labor — (Georgia) Midville, Georgia, steel
distributor cited for exposing workers to repeat and serious workplace safety
hazards. The Occupational Safety and Health Administration (OSHA) cited Cooksey
Iron & Metal Co., doing business as Cooksey Steel Co., September 23 for 20 safety and
health violations at the company’s Midville steel storage and distribution facility
following an April inspection that was initiated after OSHA received complaints
alleging hazards related to forklifts, crane operations, and electrical hazards. Proposed
fines total $68,838.

Source:
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS RELEA
SES&p id=26745

9. September 23, U.S. Department of Labor — (Alabama) Prattville, Alabama, Fras-le
North America cited for repeat and serious safety and health violations following
OSHA inspection. Fras-le North America Inc., was cited by the Occupational Safety
and Health Administration September 23 for 17 health and safety violations at the
company’s Prattville friction materials facility following a March inspection that
revealed worker slip, trip, and fall hazards, among other violations. Proposed penalties
total $67,500.
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Source:
https://www.osha.gov/pls/oshaweb/owadisp.show document?p table=NEWS RELEA

SES&p 1d=26742

Defense Industrial Base Sector

Nothing to report
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Financial Services Sector

10.

11.
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September 25, Bucks County Courier Times — (Pennsylvania) FBI: New Britain bank
robber has struck 3 times. The FBI asked for the public’s help in identifying a suspect
after determining that the individual was responsible for the September 24 robbery of a
New Britain Township Wells Fargo Bank branch, the third robbery linked to the
suspect. During the September 24 robbery the suspect fired one shot from a handgun
into the ceiling of the bank.

Source: http://www.buckscountycouriertimes.com/news/local/fbi-new-britain-bank-
robber-has-struck-times/article_d3c373b7-b94f-5979-a857-f47ef26ad058.html

September 23, Fort Lauderdale Sun-Sentinel — (Florida) Suspect wounded in bank
shootout; 2 tellers injured. A Palm Beach County man was injured during a shootout
with police after he opened fired while attempting to flee from a TD Bank branch in
Palm Springs where he had assaulted two tellers during a robbery September 23. Police
apprehended the suspect at the scene.

Source: http://articles.sun-sentinel.com/2014-09-23/local/fl-palm-springs-shooting-
20140923 1 td-bank-two-bank-employees-tellers

Transportation Systems Sector

12.

13.

September 24, WXII 12 Winston-Salem — (North Carolina) Train derails in Rural
Hall; 3 cars overturned. Authorities are investigating after three rail cars carrying
75,000 gallons of diesel exhaust fluid derailed and overturned in Rural Hall September
24, spilling a small amount of the nonhazardous chemical onto the ground. The scene
was expected to be cleared by September 25.

Source: http://www.wxiil2.com/news/train-derails-in-rural-hall-3-cars-
overturned/28220904

September 24, News 13 Orlando — (Florida) Road reopens following multi-vehicle on
U.S. Highway 27 in Clermont. All lanes of U.S. Highway 27 in Clermont reopened
after closing for nearly 3 hours following a 4-vehicle accident involving a pool supply
van that was carrying chlorine and muriatic acid, which leaked onto the roadway.
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Crews contained the spill and three people were taken to a nearby hospital with
injuries.

Source:
http://www.mynews13.com/content/news/cfnews13/news/article.html/content/news/arti
cles/cfn/2014/9/24/multi_vehicle crash .html

September 23, WGCL 46 Atlanta — (Georgia) Flight to Japan dumps fuel, makes
emergency landing at Hartsfield-Jackson. A Delta Airlines flight en route to Tokyo,
Japan was forced to dump hundreds of pounds of fuel in the air over Lake Allatoona in
Georgia September 21 before returning to Hartsfield-Jackson Atlanta International
Airport for an emergency landing due to an engine failure after takeoff. The plane
landed without incident and no injuries were reported.

Source: http://www.cbs46.com/story/26597787/flight-to-japan-dumps-fuel-makes-
emergency-landing-at-hartsfield-jackson

September 22, KARE 11 Minneapolis — (Minnesota) Blue Line service resumes after
weekend derailment. Blue Line light rail service between the Minneapolis-St. Paul
International Airport and the Mall of America resumed September 22 after crews
completed repairs to a portion of the rail line in Bloomington that fractured September
20 when a metal plate broke loose and lodged under the wheel of a train, causing one of
its cars to derail. About 60 passengers were onboard the train at the time of derailment,
but no injuries were reported.

Source: http://www.karell.com/story/news/2014/09/22/blue-line-service-resumes-
after-weekend-derailment/16037253/

September 22, WCIV 4 Charleston — (South Carolina) United flight headed to
Charleston hit by lightning, diverted to Columbia. A United Airlines flight headed
to Charleston, South Carolina, from Chicago was diverted to a Columbia airport
September 22 for an emergency landing and safety inspection after the plane was struck
by lightning during flight. No injuries were reported.

Source: http://www.abcnews4.com/story/26598689/united-flight-headed-to-charleston-
hit-by-lightning-diverted-to-columbia

Food and Agriculture Sector
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18.

September 24, WKOW 27 Madison — (Wisconsin) Grain bin accident injures one
worker. Authorities are investigating the cause of a small explosion inside a grain leg
at the Landmark Services Cooperative facility in Cottage Grove September 24. One
worker was transported to an area hospital with minor injuries.

Source: http://www.wkow.com/story/26620167/2014/09/24/grain-bin-accident-injures-
one-worker

September 24, KYW 3 Philadelphia — (International) Customs and Border Protection
in Philly intercepts destructive citrus black spot disease. U.S. Department of
Agriculture (USDA) representatives confirmed that U.S. Customs and Border Patrol
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agents intercepted an orange from a flight out of Doha, Qatar to Philadelphia
International Airport July 16 which was infected with the fungus that causes Citrus
Black Spot disease.

Source: http://philadelphia.cbslocal.com/2014/09/24/customs-and-border-protection-in-
philly-intercepts-destructive-citrus-black-spot-disease/

September 24, U.S. Food and Drug Administration — (New York; New Jersey; Florida)
Gold Star Smoked Fish Corp. voluntarily recalls Cold Smoked Steelhead due to
possible Listeria monocytogenes contamination. The U.S. Food and Drug
Administration announced September 24 that Brooklyn-based Gold Star Smoked Fish
Corp., issued a recall for its Cold Smoked Steelhead in Vacuum Pack products due to
possible Listeria monocytogenes contamination The products were sold as a food
service item in New York, New Jersey, and Florida.

Source: http://www.fda.gov/Safety/Recalls/ucm416118.htm

September 24, U.S. Environmental Protection Agency — (Alaska) EPA settles with
Alaska seafood processor UniSea for chemical risk management planning
violations. UniSea, Inc., entered into an agreement with the U.S. Environmental
Protection Agency and agreed to pay a $142,175 penalty to settle allegations that the
company violated risk management plan provisions of the Clean Air Act and stored
anhydrous ammonia and chlorine in amounts exceeding legal thresholds at its seafood
processing facility in Dutch Harbor.

Source:
http://yosemite.epa.gov/opa/admpress.nsf/0/0C2503BA07411E6385257D5D0073531B

September 24, U.S. Food and Drug Administration — (National) The Original
Soupman issues allergy alert and recall on certain lots of “The Original Soupman
Lobster Bisque”. The U.S. Food and Drug Administration announced September 24
that The Original Soupman issued a recall for some lots of its Lobster Bisque due to
undeclared shrimp (crustaceans), perch, and tilapia caused by human error. The product
was sold in 17-ounce Tetra Pak containers and distributed to retailers nationwide.
Source: http://www.fda.gov/Safety/Recalls/ucm416177.htm

September 24, U.S. Environmental Protection Agency — (Idaho) EPA settles with two
Idaho facilities for chemical risk management planning violations. Pacific Ethanol
Magic Valley, LLC and Land View, Inc., entered into separate settlements with the
U.S. Environmental Protection Agency to resolve allegations that each company
violated the federal Clean Air Act Risk Management Program. Both companies have
since corrected the violations and Pacific Ethanol Magic Valley paid $83,497 in
penalties after a May 2011 inspection of its Burley corn-based ethanol production
facility revealed the company stored ammonia and pentane in amounts above the legal
thresholds, while Land View was cited $101,000 in penalties after a May 2011
inspection showed the company stored more than the allowed amount of anhydrous
ammonia and ammonia at its agricultural chemical manufacturing plant in Rupert.
Source:
http://yosemite.epa.gov/opa/admpress.nsf/0/7be802734b94baec85257d5d0074447a
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For another story, see item 40
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Water and Wastewater Systems Sector
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23.

September 23, Fitchburg Sentinel & Enterprise — (Massachusetts) Leominster City
Council OKs $2.5M fix of water-treatment facility. Leominster City Council
approved $2.5 million in upgrades to its wastewater treatment facility September 22 to
repair deficiencies at the plant and ensure the city continues to meet U.S.
Environmental Protection Agency and State requirements. The upgrades are the first
phase of the project estimated to cost as much as $28 million.

Source: http://www.sentinelandenterprise.com/news/ci_26588157/leominster-city-
council-oks-2-5m-fix-water

Healthcare and Public Health Sector
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September 24, CNN — (Texas) 45 infants added to TB exposure list. The El Paso
Department of Public Health announced that an additional 45 infants were exposed to
tuberculosis at Providence Memorial Hospital, after initial reports the week of
September 22 found that 706 infants and 43 health care workers were exposed to the
disease from a hospital worker. The Texas Department of State Health Services cited
the hospital the week of September 15 for deficiencies in areas of infection control and
deficiencies that could jeopardize the health and safety of patients.

Source: http://www.cnn.com/2014/09/24/health/infants-tb-texas/index.html

September 24, WFLA 8 Tampa — (Florida) Clay in packages prompts hazmat
response at Bay Pines VA Medical Center. Twenty-two people were decontaminated
at the Bay Pines Veterans Affairs Medical Center in St. Petersburg September 24 after
a suspicious package was found containing an unknown substance. The emergency
room was shut down for 4 hours while a HAZMAT crew analyzed the substance and
deemed it safe.

Source: http://www.wfla.com/story/26616903/22-exposed-to-substance-at-bay-pines-
va-medical-center

September 24, WSOC 9 Charlotte — (North Carolina) Police: Man bought 6,000 stolen
pills worth $180K. Authorities arrested and charged 3 individuals for stealing, selling,
and buying 6,000 Roxicodone pills worth $180,000 which were taken from a pharmacy
in Monroe. Police reported that one of the suspects stole bottles of pills for over a year
while they were employed.

Source: http://www.wsoctv.com/news/news/local/police-man-bought-6000-stolen-pills-
worth-180k/nhTGz/
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Government Facilities Sector
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September 25, Associated Press — (Maryland) Springbrook High School football
players suffer chemical burns from cleaning products. Fifteen football players at
Springbrook High School in Montgomery County suffered first-and second-degree
burns or rashes during practice September 16 when a cleaning agent was inadvertently
sprayed on their football pads and helmets. A trainer had ordered for only the locker
room to be cleaned with the chemical after a player was suspended due to a staph
infection.

Source: http://www.wjla.com/articles/2014/09/springbrook-high-school-football-
player-suffer-chemical-burns-from-cleaning-products-107456.html

September 25, WKRN 2 Nashville — (Tennessee) Students injured in Madison school
bus crash. A school bus was rear-ended by another vehicle September 25 near the
Bellshire Elementary Design Center in Madison, causing 10 people, including 8
students, to be transported to area hospitals with injuries.

Source: http://www.wkrn.com/story/26625566/school-bus-involved-in-madison-crash

September 24, San Mateo County Times — (California) San Mateo High School to
reopen Thursday after gas leak. Classes resumed September 25 at San Mateo High
School in California after the school was closed September 24 due to a gas leak. The
school provided lunch to students after the gas pipes were drained as a precaution and
the cafeteria was closed due to the lack of hot water.

Source: http://www.mercurynews.com/san-mateo-county-times/ci_26596280/san-
mateo-high-school-closed-by-gas-leak

September 24, Mountain Home News — (Idaho) Power outage closes high school
(only) Wednesday. School officials cancelled classes at the high school in the
Mountain Home School District September 24 due to a power outage believed to be
caused by a failure on a fuse on a power pole outside of the building. Idaho Power
crews reported to the scene to restore service.

Source: http://www.mountainhomenews.com/story/2121795.html

For another story, see item 6
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Emergency Services Sector
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September 24, Upper Township Gazette — (New Jersey) Former Seaville fire chief
and son indicted on $46,000 theft from fire company. The former fire chief of the
Seaville Volunteer Fire and Rescue Company in Trenton and his son were charged
September 24 with allegedly stealing about $46,000 through fraudulent payments from
the fire company. The two submitted fake invoices and receipts for reimbursements for
training courses that were never attended and apparel from a defunct company, an
internal investigation found.

Source: http://www.shorenewstoday.com/snt/news/index.php/upper-township/upper-
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township/57310-former-seaville-fire-chief-and-son-indicted-for-stealing-46000-from-
fire-company.html

Information Technology Sector
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September 25, Softpedia — (International) Bash bug *“Shellshock” is as large as issue
as Heartbleed. A researcher found a security vulnerability in the GNU Bourne Again
Shell (Bash) command interpreter named Shellshock available through versions 1.14
and 4.3 and used in several Unix-based operating systems such as Linux and Mac OS X
that poses the risk of remote code execution and can be executed in many ways by
applications. A patch was issued for the vulnerability CVE-2014-6271 but remained
incomplete, and a second vulnerability, CVE-2014-7169, that was issued as a result
remains unpatched.

Source: http://news.softpedia.com/news/Bash-Bug-Shellshock-Is-As-Large-An-Issue-
As-Heartbleed-459913.shtml

September 25, Securityweek — (International) Critical signature forgery flaw found in
Mozilla NSS crypto library. Mozilla released an update for its products and Google
updated Chrome and Chrome OS to address the “BERserk” vulnerability exposed by
two independent researchers from Intel Security Advanced Threat Research Team and
INRIA Paris-Rocquencourt who found that the Mozilla Network Security Services
(NSS) cryptographic library can be exploited for signature forgery acts. The hackers
can leverage the flaw in the parsing of ASN.1 encoded messages which use Basic
Encoding Rules (BER) by exploiting the fact that the length of a field in BER can be
made to use many bytes of data.

Source: http://www.securityweek.com/critical-signature-forgery-flaw-found-mozilla-
nss-crypto-library

September 24, Threatpost — (International) More trouble for jQuery as second
compromise reported. JQuery, an open source JavaScript library, worked to mitigate a
second compromise after its site’s homepage was defaced. Representatives announced
that the Web site was taken down and cleaned of infected files and that the company is
working on re-securing its servers, and working to address vulnerabilities.

Source: http://threatpost.com/more-trouble-for-jquery-as-second-compromise-
reported/108510

September 24, Securityweek — (International) SMB employees targeted with fake
termination emails: Bitdefender. Researchers at Bitdefender warned employees and
IT administrators of small and medium-sized businesses about a rash of fake emails
claiming false termination that is designed to distribute information-stealing malware
using an ARJ file archiver. Once the attached file is decompressed and executed, the
malware opens a clean rich text format (RTF) document which connects to attackers
who execute instructions to the victim.

Source: http://www.securityweek.com/smb-employees-targeted-fake-termination-
emails-bitdefender
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36.

September 24, Network World — (International) Apple yanks buggy iOS 8 update.
Apple pulled its iOS 8.0.1 update and is working on a patch after reports that the update
was cutting off cell service and making the Touch ID fingerprint sensor inoperable.
Source: http://www.networkworld.com/article/2687496/smartphones/apple-yanks-ios-

8-update.html

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org
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Communications Sector

37.
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September 23, Redmond Reporter — (Washington) Frontier has restored 99 percent
of customers’ FiOS services; no copper services have been restored. Nearly all
television, telephone, high-speed Internet, FiOS broadband, and 9-1-1 services were
restored September 23 after a construction crew working on the Redmond Way
Stormwater Treatment Facility project cut through fiber and copper cables and
disrupted Frontier Communications services for roughly 6,000 residential and business
customers in Redmond September 20. Copper-wired services remained down with
repair work expected to continue through the weekend of September 27.

Source: http://www.redmond-reporter.com/news/276197281.html

Commercial Facilities Sector

38.

39.

September 25, KTNV 13 Las Vegas — (Nevada) Nearly 70 residents left homeless
after Las Vegas apartment fire. Officials are investigating the cause of a September
24 fire that damaged up to 32 units at the Americana Apartments building in Las Vegas
and left 67 residents displaced. One resident was transported to an area hospital with
symptoms of smoke inhalation.

Source: http://www.jrn.com/ktnv/news/Almost-70-people-left-homeless-after-valley-
apartment-fire--277030801.html

September 24, New England Cable News — (Massachusetts) Supermarket closed after
fire. A Shaw’s Supermarket grocery store in Canton suffered extensive smoke and
water damage after a 2-alarm fire broke out in the produce section of the store and
activated the sprinkler system September 24. The cause of the fire is under
investigation and the store stayed closed for the remainder of the day while crews
cleaned the scene.

Source: http://www.necn.com/news/new-england/Supermarket-Closed-After-Fire-
Injures-Worker-Canton-Massachusetts-276891841.html
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40.

41.

September 24, Boulder Daily Camera — (National) Jimmy John’s confirms data
breach at 216 shops, including in Longmont, Broomfield. Jimmy John’s Gourmet
Sandwiches officials confirmed September 24 that stolen credentials were used by an
undisclosed party to remotely log into the point-of-sale systems of about 216 of the
company’s stores nationwide between June 16 and September 5. Officials reported that
breach affected transactions in which payment cards were swiped at the stores, and has
since been contained.

Source: http://www.dailycamera.com/boulder-business/ci_26596775/jimmy-johns-
confirms-data-breach-at-216-shops

September 23, WOSU 89.7 FM Columbus — (Ohio) Apartment fire injures ten,
destroys apartment building. Authorities are investigating the cause of a September
23 fire that destroyed a 42-unit building at the Commons at Victorian Village apartment
complex in Columbus. At least 10 people were transported to area hospitals with non-
life threatening injuries.

Source: http://wosu.org/2012/news/2014/09/23/ne-columbus-apartment-fire-injures-
ten-destroys-building-1/

For additional stories, see items 35 and 37
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Dams Sector

42.

43.

44,

September 24, WSIL 3 Harrisburg — (lllinois) Plans to repair levees will go forward.
A $1.2 million project to repair levees in Alexander and Union counties in Illinois was
approved by county officials in September with work expected to be completed by the
summer of 2015. The plan includes the closure of four pipes and the re-lining of 17
within the levees between Wolf Lake and Gale.

Source: http://www.wsiltv.com/news/local/Plans-to-Repair-Levees-Will-Go-Forward-
277007361.html

September 24, Bradford Era — (Pennsylvania) Gilbert Dam rehab project taking
shape. The Bradford Water Authority announced September 23 that the $4.3 million 2-
year rehabilitation project at Gilbert Dam in Bradford was initiated as contractors
began preliminary work on repairing the spillway and downstream roller compacted
concrete overtopping protection. The project will bring the dam in compliance with
federal and State regulations.

Source: http://www.bradfordera.com/news/article _5a49ea98-4391-11e4-bc22-
7788b3b82998.html

September 24, Woodland Park Mountain Jackpot — (Colorado) Major repairs begin
on dam near Woodland Park. A $3.4 million project to upgrade and modify the dam
at Northfield Reservoir in Colorado began September 22 in order to bring the dam in
compliance with State dam safety recommendations. The project will include the
construction of a new spillway, the demolition of the old water treatment plant and
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associated structures, and an 8-foot height raise of the embankment.
Source: http://www.mountainjackpot.com/2014/09/24/major-repairs-begin-on-dam-
near-woodland-park/
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