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Top Stories 

• A severe storm that left roughly 1,000 vehicles stranded in floodwaters and one person 
dead prompted authorities in Detroit to close portions of Interstates 75, 94, 696, and the 
Lodge and Southfield freeways August 11. – Associated Press (See item 9)  
 

A state of emergency was issued in Bay County, Michigan, August 11 due to a water 
shortage caused by a water main leak releasing up to 10 million gallons per day discovered 
August 9 next to the waste treatment plant on Trumbull. – WNEM 5 Bay City (See item 17)  

A dermatologist in McLean, Virginia, was charged August 12 for allegedly intentionally 
misdiagnosing patients and performing unnecessary surgeries as part of a health-care fraud 
scheme at several Virginia and Washington, D.C. offices. – Washington Post (See item 18)  

A Maricopa County Sheriff’s Office civilian employee was arrested after allegedly posing 
as a law enforcement officer and obtaining sensitive documents from various law 
enforcement sites, including DHS and the Los Angeles County Sheriff’s Office, and 
passing them along to unauthorized individuals. – KPHO 5 Phoenix (See item 26)  
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Energy Sector 

See item 8 
 
[Return to top] 

 
Chemical Industry Sector 

1. August 12, KSNF 16 Joplin; KODE 12 Joplin – (Kansas) Two people injured after 
explosion at Jake's Fireworks in Pittsburg. Two individuals were injured by an 
explosion while moving fireworks into a storage unit at the Jake’s Fireworks store in 
Pittsburg, Kansas, August 12. The cause of the explosion is under investigation. 
Source: http://www.fourstateshomepage.com/story/d/story/breaking-news-two-people-
injured-after-explosion-a/19781/KImeKnmRZEGEZc5z5i-Zew 
 

2. August 12, U.S. Department of Labor – (Illinois) OSHA inspection finds workers 
exposed to multiple safety and health hazards at Joliet, Illinois, chemical 
distribution company. The Occupational Safety and Health Administration cited 
Seeler Industries, Inc., for 19 safety and health violations at the company’s 3 Rivers 
Terminal chemical facility in Joliet after a February inspection revealed that workers 
were exposed to hazardous chemicals and the company did not provide employees with 
appropriate training. Proposed penalties total $134,400. 
Source: 
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEA
SES&p_id=26523 

 
[Return to top] 
 
Nuclear Reactors, Materials, and Waste Sector 

Nothing to report 
 

[Return to top]  
 
Critical Manufacturing Sector 

3. August 13, U.S. Consumer Product Safety Commission – (International) ESL, 
Interlogix hard-wired smoke alarms recalled due to failure to alert consumers of a 
fire. Edwards issued a recall for around 154,000 ESL and Interlogix 400 Series and 500 
Series smoke detectors in the U.S. and Canada due to the potential for radio frequency 
interference to cause the detectors to fail to alert consumers of a fire.  
Source: http://www.cpsc.gov/en/Recalls/2014/ESL-Interlogix-Hard-Wired-Smoke-
Alarms-Recalled/ 
 

4. August 12, Mlive.com – (Michigan; Illinois; Kentucky) Flooding closes GM Warren 
Tech Center, causes problems for Detroit auto plants. Flooding in southeast 

 

http://www.fourstateshomepage.com/story/d/story/breaking-news-two-people-injured-after-explosion-a/19781/KImeKnmRZEGEZc5z5i-Zew
http://www.fourstateshomepage.com/story/d/story/breaking-news-two-people-injured-after-explosion-a/19781/KImeKnmRZEGEZc5z5i-Zew
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=26523
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=26523
http://www.cpsc.gov/en/Recalls/2014/ESL-Interlogix-Hard-Wired-Smoke-Alarms-Recalled/
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Michigan caused by heavy rainfall closed the General Motors (GM) Warren Technical 
Center August 12 and impacted several other GM, Ford, and Chrysler manufacturing 
facilities in the metro Detroit region. Ford also reported that vehicle manufacturing 
facilities in Illinois and Kentucky experienced production interruptions due to the 
disruption in supplies coming from affected Michigan plants.  
Source: 
http://www.mlive.com/auto/index.ssf/2014/08/flooding_closes_gm_warren_tech.html  

 
[Return to top]  

Defense Industrial Base Sector 

Nothing to report 
 
[Return to top]  
 
Financial Services Sector 

5. August 12, Bergen County Record – (New Jersey) Bergen County father and son 
agree to pay $5.5 million settlement in fraud case. Two men from Bergen County 
agreed August 12 to pay $5.5 million to settle New Jersey Bureau of Securities charges 
that they defrauded around 30 investors by using misleading or false statements to sell 
unregistered 5-year notes in Metropolitan Ambulatory Surgical Center, a holding 
company one of the men controlled. .  
Source: http://www.northjersey.com/news/bergen-county-father-and-son-agree-to-pay-
5-5-million-settlement-in-fraud-case-1.1066208 
 

6. August 12, Bellingham Herald – (Washington) Bellingham bank bandit linked to 
other robberies. The FBI announced August 12 that it is offering a reward for 
information on a suspect known as the “Alabama Band Bandit” after the man was 
connected to two bank robberies in Bellingham and three others in Shoreline and 
Lynwood during July. 
Source: http://www.bellinghamherald.com/2014/08/12/3798364/bank-robber-
story.html?sp=/99/101/ 
 

7. August 12, Chicago Sun-Times – (Illinois) ‘No Boundaries Bandit’ strikes 9th bank 
since May. The FBI reported that a suspect known as the “No Boundaries Bandit” was 
responsible for the robbery of a Park Federal Savings branch in Chicago August 11, the 
ninth robbery in the metro Chicago area linked to the suspect.  
Source: http://voices.suntimes.com/news/breaking-news/no-boundaries-bandit-strikes-
9th-bank-since-may/ 

 
[Return to top]  
 
Transportation Systems Sector 

8. August 13, KLTV 7 Tyler – (Texas) Evacuations lifted in fatal Rusk Co. pipeline 

 

http://www.mlive.com/auto/index.ssf/2014/08/flooding_closes_gm_warren_tech.html
http://www.northjersey.com/news/bergen-county-father-and-son-agree-to-pay-5-5-million-settlement-in-fraud-case-1.1066208
http://www.northjersey.com/news/bergen-county-father-and-son-agree-to-pay-5-5-million-settlement-in-fraud-case-1.1066208
http://www.bellinghamherald.com/2014/08/12/3798364/bank-robber-story.html?sp=/99/101/
http://www.bellinghamherald.com/2014/08/12/3798364/bank-robber-story.html?sp=/99/101/
http://voices.suntimes.com/news/breaking-news/no-boundaries-bandit-strikes-9th-bank-since-may/
http://voices.suntimes.com/news/breaking-news/no-boundaries-bandit-strikes-9th-bank-since-may/


 

- 4 - 

explosion. Officials lifted evacuation orders for residents in Rusk County nearly 5 
hours after an Enbridge-owned, 12-inch natural gas pipeline exploded on Farm to 
Market 1798 East near Henderson August 12. One person died at the scene after 
breaking the line while using a mowing tractor, causing an explosion and prompting the 
closure of the roadway. 
Source: http://www.kltv.com/story/26263735/one-man-killed-in-rusk-co-pipeline-
explosion-tuesday\ 

 
9. August 12, Associated Press – (Michigan) Woman dies in flood after record rainfall 

snarls roadways in southeastern Detroit. A severe storm that left roughly 1,000 
vehicles stranded in floodwaters and one person dead after being trapped in high water 
prompted authorities in Detroit to close portions of Interstates 75, 94, 696, and the 
Lodge and Southfield freeways after 5.2 inches of rain fell August 11.   
Source: http://www.usnews.com/news/us/articles/2014/08/12/detroit-area-hit-by-
severe-flooding-1-woman-dies 
 

10. August 12, San Francisco Bay City News – (California) Westbound San Mateo 
Bridge reopens after big-rig crash, oil spill. The westbound lanes of the San Mateo-
Hayward Bridge in California were reopened after closing for 4 hours when a semi-
truck carrying dry cement collided with 2 box trucks and 2 other vehicles on Highway 
92, spilling diesel fuel onto the road August 12.  
Source: http://www.nbcbayarea.com/news/local/Westbound-San-Mateo-Bridge-
Closed-After-Big-Rig-Crash-Oil-Spill-270925901.html 
 

11. August 12, Boston Globe – (Massachusetts) 20 hurt as MBTA bus, car collide in 
Randolph. A man is facing charges after his car crashed into a Massachusetts Bay 
Transportation Authority bus in Randolph August 12 injuring up to 20 of the 34 people 
onboard while he was allegedly traveling the wrong way down Route 28.  
Source: http://www.bostonglobe.com/metro/2014/08/12/multiple-injuries-reported-
randolph-bus-crash/UzrtjdBC75phVKPNgNkfcO/story.html 

 
[Return to top]  

Food and Agriculture Sector 

12. August 12, KIMA 29 Yakima – (Washington) Ammonia leak sends two people to the 
hospital. Two individuals were transported to an area hospital after approximately 100 
pounds of liquid ammonia leaked from a refrigerator valve inside a Jewell Fruit 
Company warehouse in Yakima. About 50 people were evacuated from the warehouse 
while crews shut off the broken valve. 
Source: http://www.kimatv.com/news/local/Ammonia-leak-closes-Yakima-street-
270979961.html 
 

13. August 12, Food Poisoning Bulletin – (Montana) Three food vendors closed at 
western Montana fair. Health officials ordered three Northstar food vendors to close 
August 8 after inspectors found that hundreds of pounds of food were improperly 
refrigerated for several days, among other health violations while the vendors visited a 

 

http://www.kltv.com/story/26263735/one-man-killed-in-rusk-co-pipeline-explosion-tuesday/
http://www.kltv.com/story/26263735/one-man-killed-in-rusk-co-pipeline-explosion-tuesday/
http://www.usnews.com/news/us/articles/2014/08/12/detroit-area-hit-by-severe-flooding-1-woman-dies
http://www.usnews.com/news/us/articles/2014/08/12/detroit-area-hit-by-severe-flooding-1-woman-dies
http://www.nbcbayarea.com/news/local/Westbound-San-Mateo-Bridge-Closed-After-Big-Rig-Crash-Oil-Spill-270925901.html
http://www.nbcbayarea.com/news/local/Westbound-San-Mateo-Bridge-Closed-After-Big-Rig-Crash-Oil-Spill-270925901.html
http://www.bostonglobe.com/metro/2014/08/12/multiple-injuries-reported-randolph-bus-crash/UzrtjdBC75phVKPNgNkfcO/story.html
http://www.bostonglobe.com/metro/2014/08/12/multiple-injuries-reported-randolph-bus-crash/UzrtjdBC75phVKPNgNkfcO/story.html
http://www.kimatv.com/news/local/Ammonia-leak-closes-Yakima-street-270979961.html
http://www.kimatv.com/news/local/Ammonia-leak-closes-Yakima-street-270979961.html
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fair in Missoula County. 
Source: http://foodpoisoningbulletin.com/2014/three-food-vendors-closed-at-western-
montana-fair/ 
 

14. August 12, Food Poisoning Bulletin – (Minnesota) Potato salad ingredient likely 
cause of Fond du Lac E.coli outbreak. Minnesota Department of Health 
representatives reported that an E. coli outbreak that sickened 60 individuals who 
attended three different events on the Fond du Lac reservation between July 11 and 
July 16 is likely over and the last reported case was on July 20. Investigators believe an 
ingredient in a potato salad that a caterer served at two of the three events is likely the 
source of the outbreak. 
Source: http://foodpoisoningbulletin.com/2014/potato-salad-ingredient-likely-cause-of-
fond-fu-lac-e-coli-outbreak/ 
 

15. August 12, U.S. Department of Agriculture – (National) Georgia firm recalls chicken 
nugget product due to possible foreign matter contamination. The Food Safety and 
Inspection Service announced August 12 that Perdue issued a recall for about 15,306 
pounds of its frozen, fully cooked Applegate Naturals Chicken Nuggets due to possible 
contamination with foreign materials. The product was packaged in 8-ounce boxes that 
yield a sell by date of February 5, 2015 and were distributed to retailers nationwide. 
Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-
alerts/recall-case-archive/archive/2014/recall-052-2014-release 
 

16. August 11, U.S. Food and Drug Administration – (National) Sunfood recalls Organic 
Carob Powder because of possible health risk. The U.S. Food and Drug 
Administration announced August 11 that Sunfood of El Cajon, California, issued a 
recall for its Organic Carob Powder due to possible human health risks after a supplier 
for the product notified the company that an ingredient used during the manufacturing 
process may be contaminated with Salmonella. The product was distributed nationwide 
through retail stores and mail orders. 
Source: http://www.fda.gov/Safety/Recalls/ucm409694.htm 

 
[Return to top] 

Water and Wastewater Systems Sector 

17. August 11, WNEM 5 Bay City – (Michigan) City officials find water main leak. A 
state of emergency was issued in Bay County, Michigan, August 11 due to a water 
shortage caused by a water main leak releasing up to 10 million gallons per day 
discovered August 9 next to the waste treatment plant on Trumbull. A water usage ban 
remained in effect for all consumers who receive water from the city of Bay City Water 
Treatment Plant until further notice.  
Source: http://www.wnem.com/story/26245364/state-of-emergency-issued-due-to-
water-main-break 
 

For another story, see item 43 
 

 

http://foodpoisoningbulletin.com/2014/three-food-vendors-closed-at-western-montana-fair/
http://foodpoisoningbulletin.com/2014/three-food-vendors-closed-at-western-montana-fair/
http://foodpoisoningbulletin.com/2014/potato-salad-ingredient-likely-cause-of-fond-fu-lac-e-coli-outbreak/
http://foodpoisoningbulletin.com/2014/potato-salad-ingredient-likely-cause-of-fond-fu-lac-e-coli-outbreak/
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2014/recall-052-2014-release
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2014/recall-052-2014-release
http://www.fda.gov/Safety/Recalls/ucm409694.htm
http://www.wnem.com/story/26245364/state-of-emergency-issued-due-to-water-main-break
http://www.wnem.com/story/26245364/state-of-emergency-issued-due-to-water-main-break
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[Return to top]  

Healthcare and Public Health Sector 

18. August 12, Washington Post – (Washington, D.C.; Virginia) Dermatologist who 
worked in Virginia, the District indicted on fraud charges. The owner of Skin & 
Laser Surgery Center in McLean, Virginia, was charged August 12 by federal 
authorities for intentionally misdiagnosing patients with skin cancer and performing 
unnecessary surgeries as part of a health-care fraud scheme across several Virginia and 
Washington, D.C. offices. Authorities alleged that the dermatologist would direct 
unlicensed and unqualified medical assistants and nurse practitioners to perform 
procedures unsupervised. 
Source: http://www.washingtonpost.com/local/crime/dermatologist-who-worked-in-
virginia-the-district-indicted-on-fraud-charges/2014/08/12/650c5de4-225d-11e4-8593-
da634b334390_story.html 
 

19. August 12, Newark Star-Ledger – (New Jersey) Former sales reps at Plainsboro 
medical company admit roles in $800K fraud. Two former Integra Lifesciences 
Corp., sales representatives pleaded guilty to taking part in a scheme to defraud New 
Jersey hospitals of more than $800,000 by allegedly overcharging the facilities for 
orthopedic products in order to meet sales goals and improve commission shares.  
Source: 
http://www.nj.com/essex/index.ssf/2014/08/former_sales_reps_at_plainsboro_medical_
company_admit_roles_in_800k_fraud.html 

 
[Return to top]  
 
Government Facilities Sector 

20. August 13, Norfolk Virginian-Pilot – (Virginia) Navy contractor pleads guilty in 
bribery scheme. A former contractor with the U.S. Navy’s Military Sealift Command 
pleaded guilty August 12 to accepting $25,000 in bribes in exchange for awarding $2.5 
million worth of contracts to Miller Hardman Design, a Chesapeake 
telecommunications company. Another contracting official who was a co-conspirator in 
the scheme pleaded guilty and is serving a prison term. 
Source: http://hamptonroads.com/2014/08/navy-contractor-pleads-guilty-bribery-
scheme 
 

21. August 12, Raleigh News & Observer – (North Carolina) Email, phone outages 
hamper state offices. Several North Carolina State offices including the Division of 
Motor Vehicles, departments of Environment and Natural Resources, Commerce, and 
Office of Administrative Hearings reported intermittent but extensive phone and email 
disruptions August 12. Crews worked to resolve the issue. 
Source: http://www.newsobserver.com/2014/08/12/4067360/email-phone-outages-
hamper-state.html 
 

22. August 12, Dexter Daily Statesman – (Missouri) Lightning strike at courthouse does 

 

http://www.washingtonpost.com/local/crime/dermatologist-who-worked-in-virginia-the-district-indicted-on-fraud-charges/2014/08/12/650c5de4-225d-11e4-8593-da634b334390_story.html
http://www.washingtonpost.com/local/crime/dermatologist-who-worked-in-virginia-the-district-indicted-on-fraud-charges/2014/08/12/650c5de4-225d-11e4-8593-da634b334390_story.html
http://www.washingtonpost.com/local/crime/dermatologist-who-worked-in-virginia-the-district-indicted-on-fraud-charges/2014/08/12/650c5de4-225d-11e4-8593-da634b334390_story.html
http://www.nj.com/essex/index.ssf/2014/08/former_sales_reps_at_plainsboro_medical_company_admit_roles_in_800k_fraud.html
http://www.nj.com/essex/index.ssf/2014/08/former_sales_reps_at_plainsboro_medical_company_admit_roles_in_800k_fraud.html
http://hamptonroads.com/2014/08/navy-contractor-pleads-guilty-bribery-scheme
http://hamptonroads.com/2014/08/navy-contractor-pleads-guilty-bribery-scheme
http://www.newsobserver.com/2014/08/12/4067360/email-phone-outages-hamper-state.html
http://www.newsobserver.com/2014/08/12/4067360/email-phone-outages-hamper-state.html
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electrical damage. County officials worked to repair damage to equipment in the 
Missouri Extension Office and Public Administration’s office after lightning struck the 
top of the courthouse in Bloomfield August 6. Electrical equipment in the Government 
Building, Justice Center, and the Stoddard County Sheriff’s Office were also damaged 
due to the lightning strike. 
Source: http://www.dailystatesman.com/story/2108580.html 

 
23. August 12, Nashville The Tennessean – (Tennessee) Greenbrier High to reopen 

Wednesday after acid spill. Greenbrier High School in Tennessee reopened August 13 
after classes were cancelled August 12 due to a chemical spill in the school’s 
laboratory. Authorities are investigating after crews cleaned up the spill and ventilated 
the building.  
Source: http://www.tennessean.com/story/news/local/robertson/2014/08/12/chemical-
spill-closes-greenbrier-high-tuesday/13943343/ 
 

24. August 12, WAGA 5 Atlanta – (Georgia) Teens injured in Walton Co. bus crash. 
Three people, including two students, were injured after a car slammed into the back of 
a school bus on Georgia Highway 81 in Walton County August 12. 
Source: http://www.myfoxatlanta.com/story/26259858/teens-injured-in-walton-co-bus-
crash 
 

25. August 11, Oklahoma City Oklahoman – (Oklahoma) School bus crash injures up to 
eight children near Morris, Oklahoma. An accident involved a Morris Public 
Schools’ bus left up to eight students injured when a car struck the back of the bus 
August 11 on State Highway 62 in Okmulgee County. 
Source: http://newsok.com/school-bus-crash-injures-up-to-eight-children-near-morris-
oklahoma/article/5151164 
 

For another story, see item 26 
 

 [Return to top]  

Emergency Services Sector 

26. August 13, KPHO 5 Phoenix – (National) MCSO worker indicted for impersonation, 
distributing confidential info. A Maricopa County Sheriff’s Office civilian employee 
was arrested after allegedly posing as a law enforcement officer and obtaining hundreds 
of sensitive documents from various law enforcement sites, including the U.S. 
Department of Homeland Security and the Los Angeles County Sheriff’s Office, and 
passing them along to individuals including an author based in New York City. 
Source: http://www.wfsb.com/story/26261416/mcso-worker-indicted-for-
impersonation-distributing-confidential-info 
 

27. August 13, WYTV 33 Youngstown – (Ohio) Youngstown prison still on lockdown 
after rioting. Officials from the Northeast Ohio Correction Center in Youngstown 
reported that the correctional center remained locked down August 13 after an August 
12 incident that involved a group of inmates who refused to return to their cells from 

 

http://www.dailystatesman.com/story/2108580.html
http://www.tennessean.com/story/news/local/robertson/2014/08/12/chemical-spill-closes-greenbrier-high-tuesday/13943343/
http://www.tennessean.com/story/news/local/robertson/2014/08/12/chemical-spill-closes-greenbrier-high-tuesday/13943343/
http://www.myfoxatlanta.com/story/26259858/teens-injured-in-walton-co-bus-crash
http://www.myfoxatlanta.com/story/26259858/teens-injured-in-walton-co-bus-crash
http://newsok.com/school-bus-crash-injures-up-to-eight-children-near-morris-oklahoma/article/5151164
http://newsok.com/school-bus-crash-injures-up-to-eight-children-near-morris-oklahoma/article/5151164
http://www.wfsb.com/story/26261416/mcso-worker-indicted-for-impersonation-distributing-confidential-info
http://www.wfsb.com/story/26261416/mcso-worker-indicted-for-impersonation-distributing-confidential-info
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the recreation yard. Authorities secured the facility without further incident. 
Source: http://wytv.com/2014/08/12/warden-working-to-calm-yo-prison-inmates-after-
riot/ 
 

28. August 12, U.S. Department of Labor – (West Virginia) OSHA issues notice to 
McDowell federal prison after workers exposed to bloodborne pathogens. 
McDowell medium-security federal prison in Welch was issued 10 serious violations 
August 12 by the Occupational Safety and Health Administration after a January 
investigation determined correctional officers and other staff members were exposed to 
bloodborne pathogens and other workplace safety and health hazards.  
Source: 
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEA
SES&p_id=26532 
 

For another story, see item 22 
 
[Return to top] 

Information Technology Sector 

29. August 13, Softpedia – (International) New Google Chrome 36 Stable fixes 12 
vulnerabilities. Google released an update for its Chrome browser, closing 12 
vulnerabilities. The new version also includes the latest version of Adobe Flash Player.  
Source: http://news.softpedia.com/news/New-Google-Chrome-36-Stable-Fixes-12-
Vulnerabilities-454790.shtml 
 

30. August 13, Softpedia – (International) iOS malware hijacks revenue from 22 million 
ads. A researcher published a paper detailing the operation of the AdThief (also known 
as Spad) malware that infected around 75,000 jailbroken iOS devices and stole ad 
revenue from around 22 million ads. The researcher found that the revenue was 
diverted to the attackers using a Cydia Substrate extension to modify the ads developer 
ID to one used by the attackers.  
Source: http://news.softpedia.com/news/iOS-Malware-Hijacks-Revenue-from-22-
Million-Ads-454866.shtml 
 

31. August 13, Softpedia – (International) Kovter ransomware thrives in Q2 2014, 
reaches 43,713 infections in a single day. Damballa released its State of Infections 
report for the second quarter (Q2) of 2014 and found that the daily infection rate of the 
Kovter ransomware increased by around 153 percent between April and May, infecting 
43,713 systems in one day.  
Source: http://news.softpedia.com/news/Kovter-Ransomware-Thrives-in-Q2-2014-
Reaches-43-713-Infections-In-A-Single-Day-454891.shtml 
 

32. August 12, Softpedia – (International) Adobe Reader and Acrobat zero-day 
vulnerability patched in 11.0.08. Adobe released an out-of-band patch for Adobe 
Acrobat and Adobe Reader to close a vulnerability in Windows versions of the software 
that could allow attackers to bypass sandbox protections. Attackers were observed 

 

http://wytv.com/2014/08/12/warden-working-to-calm-yo-prison-inmates-after-riot/
http://wytv.com/2014/08/12/warden-working-to-calm-yo-prison-inmates-after-riot/
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=26532
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=26532
http://news.softpedia.com/news/New-Google-Chrome-36-Stable-Fixes-12-Vulnerabilities-454790.shtml
http://news.softpedia.com/news/New-Google-Chrome-36-Stable-Fixes-12-Vulnerabilities-454790.shtml
http://news.softpedia.com/news/iOS-Malware-Hijacks-Revenue-from-22-Million-Ads-454866.shtml
http://news.softpedia.com/news/iOS-Malware-Hijacks-Revenue-from-22-Million-Ads-454866.shtml
http://news.softpedia.com/news/Kovter-Ransomware-Thrives-in-Q2-2014-Reaches-43-713-Infections-In-A-Single-Day-454891.shtml
http://news.softpedia.com/news/Kovter-Ransomware-Thrives-in-Q2-2014-Reaches-43-713-Infections-In-A-Single-Day-454891.shtml
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exploiting the vulnerability in targeted attacks and all users were advised to update their 
installations as soon as possible.  
Source: http://news.softpedia.com/news/Adobe-Reader-and-Acrobat-11-0-08-Patches-
Zero-Day-Vulnerability-454752.shtml 
 

33. August 12, IDG News Service – (International) Microsoft’s Patch Tuesday updates 
focus on Internet Explorer. Microsoft released its August round of Patch Tuesday 
updates August 12, which addressed 37 vulnerabilities in Microsoft products including 
26 patches for Internet Explorer and a critical vulnerability in OneNote.  
Source: 
http://www.computerworld.com/s/article/9250332/Microsoft_s_Patch_Tuesday_update
s_focus_on_Internet_Explorer  
 

34. August 12, Softpedia – (International) Seven critical Flash Player vulnerabilities 
fixed in new version. Adobe released an update for its Adobe Flash Player product that 
closes seven critical security vulnerabilities.  
Source: http://news.softpedia.com/news/Seven-Critical-Flash-Player-Vulnerabilities-
Fixed-in-New-Version-454753.shtml 
 

35. August 12, IDG News Service – (International) 15 new vulnerabilities reported 
during router hacking contest. A security contest held at the DefCon 22 conference 
resulted in researchers identifying and reporting 15 new vulnerabilities in 5 popular 
models of wireless routers.  
Source: 
http://www.computerworld.com/s/article/9250322/15_new_vulnerabilities_repo
rted_during_router_hacking_contest 
 

36. August 12, Dark Reading – (International) Security holes exposed in Trend Micro, 
Websense, open source DLP. Two researchers from Duo Security and Tumblr 
presenting at the Black Hat conference reported identifying several cross-site scripting 
(XSS) and cross-site request forgery (CSRF) vulnerabilities in four commercial data 
loss prevention (DLP) products and one open-source DLP product that could allow 
attackers to access or manipulate data. The majority of the flaws were in the products’ 
Web-based interfaces. 
Source: http://www.darkreading.com/vulnerabilities---threats/security-holes-exposed-
in-trend-micro-websense-open-source-dlp-/d/d-id/1297966 
 

37. August 12, Softpedia – (International) New Android malware Krysanec infects 
legitimate apps. Researchers at ESET identified a new remote access trojan (RAT) for 
Android devices known as Krysanec that is integrated into legitimate apps and can 
allow attackers to remotely control various device functions and steal information. The 
malware is being spread through several methods, including social networks and 
pirated content Web sites.  
Source: http://news.softpedia.com/news/New-Android-Malware-Krysanec-
Takes-Photos-Records-Audio-454754.shtml 
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Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: http://www.it-isac.org  

 
[Return to top]  
 
Communications Sector 

Nothing to report 
 
[Return to top] 
 
Commercial Facilities Sector 

38. August 12, KHOU 11 Houston – (Texas) Tempers flare after 3-alarm apartment fire 
in SW Houston. Police arrested a man suspected of using a Molotov cocktail to start a 
fire at the Mar Del Sol Apartments in Houston August 12. The 3-alarm fire displaced 
33 residents.  
Source: http://www.khou.com/story/news/local/2014/08/12/3-alarm-fire-sw-
houston/13965899/ 
 

39. August 12, Rapid City Journal – (South Dakota) Fire causes evacuation of Spearfish 
hotel, restaurant. A Howard Johnson Inn hotel and Pizza Ranch restaurant in 
Spearfish, South Dakota, were closed indefinitely and hotel guests were relocated due 
to an August 11 fire that broke out inside the Howard Johnson. The cause of the fire is 
under investigation. 
Source: http://rapidcityjournal.com/news/local/communities/spearfish/fire-causes-
evacuation-of-spearfish-hotel-restaurant/article_297fba15-6dcf-5ac7-b56d-
217491aaf88c.html 
 

40. August 12, Canton Repository – (Ohio) Man killed, nine others hurt in accident at 
Rolling Ridge Ranch. The operator of a horse-drawn wagon was killed and nine 
patrons were injured during a wildlife tour at the Rolling Ridge Ranch Animal Park in 
Berlin Township August 12 after the operator fell through a safety rail on the wagon 
and was trampled by the horses that were startled and ran the passenger-filled wagon 
into a tree. 
Source: http://www.cantonrep.com/article/20140812/NEWS/140819768 
 

41. August 12, Dallas Morning News – (Texas) Dallas Fire-Rescue says cause of three-
alarm fire at Dallas Chop House is undetermined. Firefighters battled a 3-alarm fire 
that broke out August 11in the kitchen area of the Dallas Chop House restaurant and 
spread into an over-head ventilation system of the Comerica Bank Tower building 
where the restaurant is located in Dallas. The restaurant and at least the first three floors 
of the tower were evacuated while firefighters ventilated the eatery and investigated the 

 

mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.it-isac.org/
http://www.khou.com/story/news/local/2014/08/12/3-alarm-fire-sw-houston/13965899/
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http://rapidcityjournal.com/news/local/communities/spearfish/fire-causes-evacuation-of-spearfish-hotel-restaurant/article_297fba15-6dcf-5ac7-b56d-217491aaf88c.html
http://rapidcityjournal.com/news/local/communities/spearfish/fire-causes-evacuation-of-spearfish-hotel-restaurant/article_297fba15-6dcf-5ac7-b56d-217491aaf88c.html
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blaze. 
Source: http://thescoopblog.dallasnews.com/2014/08/dallas-firefighters-working-a-
three-alarm-fire-in-comerica-bank-tower.html/ 
 

42. August 12, KIMT 3 Mason City – (Minnesota) E. coli outbreak linked to petting zoo 
in Minnesota. Minnesota Department of Health officials confirmed that at least 13 
cases reported in an E. Coli outbreak were linked to the Zerebko Zoo Tran traveling 
petting zoo that visited at least 4 fairs and festivals across the State. The zoo has 
withheld its animals from two county fairs since the connection was made to avoid 
additional infections. 
Source: http://kimt.com/2014/08/12/e-coli-outbreak-linked-to-petting-zoo-in-
minnesota/ 
 

For additional stories, see items 9 and 13 
 
[Return to top] 

Dams Sector 

43. August 12, Associated Press – (National) Southwest braces as Lake Mead water 
levels drop. An ongoing drought in southwestern States has caused a drastic drop in the 
water levels at Lake Mead in Nevada, prompting an $11 million pilot project to pay 
farmers, cities, and industries to reduce river water use, in addition to regional 
authorities who strongly advised water conservation. The main reservoir in the 
Colorado River water system serves 40 million people and 4 million acres of farmland 
across several States. 
Source: http://news.msn.com/us/southwest-braces-as-lake-mead-water-levels-drop 
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Department of Homeland Security (DHS)  
DHS Daily Open Source Infrastructure Report Contact Information  

About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday through Friday] 
summary of open-source published information concerning significant critical infrastructure issues. The DHS Daily 
Open Source Infrastructure Report is archived for 10 days on the Department of Homeland Security Web site: 
http://www.dhs.gov/IPDailyReport 

Contact Information 
Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at (703) 942-8590  

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 
instructions to Get e-mail updates when this information changes.  

Removal from Distribution List: Send mail to support@govdelivery.com.  

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201.  
To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov. 

Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material.  
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