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Ohio-based Smucker’s fruit spread company shut down its online store after it discovered

that attackers breached the company’s systems and may have obtained customers’ payment
card and personal information. — Softpedia (See item 6)

Rainstorms in Los Angeles County, California, over the February 28 weekend added about
6 billion gallons of water to the county’s dams and reservoirs, with about 11 inches of
rainfall in the water-starved region. — Los Angeles Times (See item 19)

One person died and 7 utility workers were injured March 4 after a suspected gas-related
explosion that destroyed 12 homes and left the occupants of 55 other units at the South
Fork Housing Community in Ewing Township, New Jersey, temporarily displaced. — KYW

3 Philadelphia (See item 31)

Firefighters responded to a 3-alarm fire that burned 2 buildings of the Corona Village
Condominiums complex in Adams County, Colorado, March 4 and displaced residents of

96 units. — KDVR 31 Denver (See item 32)
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Enerqy Sector
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1. March 4, KOAT 7 Albuquerque — (New Mexico) Man to spend night at hospital after

oil rig fire. A LF Well Service oil rig in Lybrook was shut down indefinitely after a
March 4 fire that damaged the rig and left two men injured.
Source: http://www.koat.com/news/new-mexico/oil-rig-fire-sparks-near-lybrook-

nm/24798992

Chemical Industry Sector
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2. March 5, KSLA 12 Shreveport — (Louisiana) Fire at N. Caddo chemical plant under

control. UOP Honeywell halted production March 5 at its North Caddo Parish
chemical facility after a fire broke out near one of the production lines March 5.
Firefighters contained the fire and officials are investigating the cause.

Source: http://www.ksla.com/story/24888559/fire-at-n-caddo-chemical-plant-under-
control

March 4, KCBS 2 Los Angeles — (California) More than 100 evacuated after
chemical spill in Carson. More than 120 people were evacuated from nearby buildings
March 4 after 5-10 gallons of a type of benzyl chloride spilled from a 55-gallon drum
in the back of a semi-truck. Some crew members were decontaminated after handling
the spill and clearing the scene.

Source: http://losangeles.cbslocal.com/2014/03/04/more-than-100-evacuated-after-
chemical-spill-in-carson/

Nuclear Reactors, Materials, and Waste Sector

4. March 5, Norristown Times Herald — (Pennsylvania) Reactor shut down

unexpectedly at Exelon’s Limerick Generating Station. The operators of the
Limerick Generating Station in Pennsylvania shut down the plant’s Unit 1 reactor
March 4 after an issue involving the reactor feedwater heaters and turbine was detected.
Source: http://www.timesherald.com/general-news/20140305/reactor-shut-down-
unexpectedly-at-exelons-limerick-generating-station

March 4, Syracuse Post-Standard — (New York) Nine Mile 2 nuclear reactor shuts

down after losing on-site power supply. The Unit 2 reactor at the Nine Mile Point

nuclear power plant in Scriba was shut down March 4 after experiencing an on-site
electrical power failure. The reactor was manually shut down and plant operators are
investigating the cause of the power failure.

Source:
http://www.syracuse.com/news/index.ssf/2014/03/nine_mile_2_nuclear_reactor_shuts
down_after_losing_off-site_power.html
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Critical Manufacturing Sector
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Nothing to report

Defense Industrial Base Sector
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Nothing to report

Financial Services Sector
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6. March 5, Softpedia — (International) Smucker’s shuts down online store after

hackers access payment card data. Ohio-based Smucker’s fruit spread company shut
down its online store after it discovered that attackers breached the company’s systems
and may have obtained customers’ payment card and personal information. A security
researcher also reported that the group behind the attack also targeted payment
processor SecurePay.

Source: http://news.softpedia.com/news/Smucker-s-Shuts-Down-Online-Store-After-
Hackers-Access-Payment-Card-Data-430522.shtml

March 5, Associated Press — (California) California student arrested in fraud
scheme. A Los Angeles woman was arrested March 4 and charged with fraud
following a 9-month investigation into the defrauding of hundreds of alleged victims.
The woman was found in possession of over 200 payment card numbers and more than
400 identity profiles.

Source: http://www.washingtontimes.com/news/2014/mar/5/california-student-
arrested-in-fraud-scheme/

For another story, see item 28

Transportation Systems Sector

8. March 5, KYW 3 Philadelphia — (Pennsylvania) Driver arrested for DUI after 1-95

southbound crash. Authorities are investigating an accident on southbound Interstate
95 in Philadelphia March 5 where a semi-truck sideswiped a car, lost control, and
overturned, causing a portion of southbound 1-95 to shut down for about 5 hours. The
driver of the semi-truck was taken to a local hospital in critical condition and the driver
of the car was arrested for driving under the influence.

Source: http://philadelphia.cbslocal.com/2014/03/05/overturned-tractor-trailer-jams-
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11.

12.
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traffic-on-i-95-southbound/

March 5, The Press of Atlantic City — (New Jersey) Officials investigate crash of
small plane at A.C. International. A single engine plane crashed while attempting to
land at the Atlantic City International Airport after experiencing engine issues shortly
after takeoff. The pilot was seemingly unharmed but the plane was severely damaged.
Source: http://www.pressofatlanticcity.com/news/breaking/officials-investigate-crash-
of-small-plane-at-a-c-international/article_828a9cca-a3e9-11e3-902d-
001a4bcf887a.html

March 5, Associated Press — (Ohio) Train derails in Ohio, spilling corn; no one
hurt. Authorities are investigating why nearly 36 cars on about a 90 car train derailed
and spilled corn just north of Columbus, damaging Norfolk Southern and CSX rail
lines March 4. There was no timetable for the cleanup of the scene.

Source:
http://www.journalgazette.net/article/20140305/LOCAL09/140309687/1002/local

March 4, KTHV 11 Little Rock — (Arkansas) Interstate traffic jam stretches for miles
in east Arkansas. A construction zone combined with ice and slush on overpasses
caused traffic along eastbound Interstate 40 near Forrest City to be backed up within
about a 70-mile radius March 4.

Source: http://www.ksdk.com/story/news/2014/03/04/stranded-cars-i-55-
arkansas/6048875/

March 4, KTLA 5 Los Angeles — (California) 100,000 letters burn after big rigs
collide on 57 freeway. A United States Postal Service semi-truck collided with another
semi-truck March 4 on the 57 Freeway in California and caught fire, burning around
100,000 pieces of first class mail in the wreckage and causing the freeway to shut down
for about 2 hours.

Source: http://ktla.com/2014/03/04/100000-letters-burn-burn-in-57-freeway-big-rig-
crash/#axzz2v66 TM7BY

Food and Agriculture Sector

13.

14.

March 5, Frederick News-Post — (Maryland) Blaze destroys barn, farm machinery
early Tuesday. Authorities are investigating a March 4 fire that broke out at a Mount
Airy farm and destroyed a barn containing farm machinery, resulting in about $500,000
in damage.

Source: http://www.fredericknewspost.com/news/disasters_and_accidents/fires/blaze-
destroys-barn-farm-machinery-early-tuesday/article _9a89baed-086f-5bdb-bdf3-
230dc21b31cf.html

March 4, U.S. Food and Drug Administration — (National) Plum Organics voluntarily
recalls limited quantity of two varieties of World Baby pouch products. The U.S.
Food and Drug Administration announced March 4 that Plum Organics recalled
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approximately 12,000 cases of two varieties of its World Baby line of pouch products
due to intermittent damage to the plastics spouts during manufacturing that may present
a choking hazard.

Source: http://www.fda.gov/Safety/Recalls/ucm388000.htm

March 4, U.S. Food and Drug Administration — (lllinois; Indiana; Wisconsin) HC
Schau and Sons issues allergy alert on undeclared pine nuts in ‘Fresh To Go’
Tuscan Style Combo on Tomato Basil Bread (sandwich). HC Schau and Son issued
a recall of its 8-ounce units of Fresh To Go Tuscan Style Combo on Tomato Basil
Bread after the company prepared the product using an incorrect ingredient provided by
its supplier, and unknowingly failed to declare pine nuts on the label.

Source: http://www.fda.gov/Safety/Recalls/ucm388005.htm

March 3, U.S. Food and Drug Administration — (National) Lehigh Valley Dairy
conducts voluntary recall of Lehigh Valley, Swiss Premium, and Price Chopper
brand orange juice because it may contain undeclared allergen (milk). The U.S.
Food and Drug Administration announced March 3 that Lehigh Valley Dairy recalled
some Lehigh Valley, Swiss Premium, and Price Chopper brand orange juice products
due to a manufacturing error that mixed undeclared milk with the juice.

Source: http://www.fda.gov/Safety/Recalls/ucm387917.htm

March 3, U.S. Food and Drug Administration — (National) Twin Marquis, Inc issues
allergy alert on undeclared milk in specific lots of its Cooked Noodle and Lo Mein
Noodle. Twin Marquis, Inc., of New York City recalled some of its Cooked Noodle
and Lo Mein Noodle products due to undeclared milk after officials found that the
product contained dried whole egg powder, potentially containing undeclared milk.
Source: http://www.fda.gov/Safety/Recalls/ucm387908.htm

For another story, see item 6

Water and Wastewater Systems Sector

18.

19.

March 5, KOMO 4 Seattle — (Washington) Water main break creates havoc in
Bellevue neighborhood. Residents in a Bellevue neighborhood were without water and
at least one house was flooded after a ruptured 6-inch water main sent thousands of
gallons water gushing down streets March 5. Service was shut off indefinitely until
repairs and cleanup could be completed.

Source: http://www.komonews.com/news/local/\Water-main-break-creates-havoc-in-
Bellevue-neighborhood-248549231.html

March 4, Los Angeles Times — (California) L.A. County reservoirs get 6-billion-
gallon infusion from storms. Rainstorms in Los Angeles County over the February 28
weekend added about 6 billion gallons of water to the county’s dams and reservoirs,
with about 11 inches of rainfall in the water-starved region. Officials say the county is
still far short of its usual water levels for the rainy season.
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Source: http://www.latimes.com/local/la-me-water-tally-20140305,0,3776729.story

Healthcare and Public Health Sector

20.
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March 4, Associated Press — (South Carolina) Man accused of fraudulently treating
hundreds of SC patients pleads guilty to federal charge. A man pleaded guilty
March 4 to charges after he stole the identity of a South Carolina physician and used it
to treat hundreds of patients and prescribe drugs at several medical clinics without a
valid medical license.

Source: http://www.foxnews.com/us/2014/03/04/man-accused-fraudulently-treating-
hundreds-sc-patients-pleads-quilty-to-federal/

Government Facilities Sector
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March 5, Associated Press — (North Dakota) Principal accused of setting fire to ND
school. Police arrested the principal of Trinity High School in Dickinson in connection
to allegedly setting fire to the school March 3, heavily damaging the building and
forcing its indefinite closure.

Source: http://www.sfgate.com/news/crime/article/Principal-accused-of-setting-fire-to-
ND-school-5290096.php

March 5, WILX 10 Onondaga — (Michigan) 6 children injured in school bus
accident. A Columbia School District bus accident left six elementary school children
and one driver injured when a truck lost control and slid in front of the bus in Jackson
County March 5.

Source: http://www.wilx.com/home/headlines/6-Children-Injured-in-School-Bus-
Accident-248550051.html

March 4, Associated Press — (Kansas) Teen arrested in school district’s network
outages. Police arrested a teenager March 4 suspected of causing sporadic outages in
the Junction City school district’s computer network beginning February 13.

Source: http://www.kwch.com/news/local-news/Teen-arrested-in-school-district-s-
network-outages/24804140

March 4, WATE 6 Knoxville — (Tennessee) 6 children, 2 adults injured in Knox
County school bus accident. A Hardin Valley Academy school bus was involved in an
accident in west Knox County March 4, leaving 6 students and 2 adults injured.

Source: http://www.wate.com/story/24884164/2-injured-in-knox-county-school-bus-

accident

March 4, Ann Arbor News — (Michigan) More than 50 computers stolen in overnight
break-ins at 2 Ann Arbor high schools. Police are investigating after thieves broke
into Ann Arbor Technological High School and Huron High School in Michigan March
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4 and stole or damaged more than 50 computers.
Source: http://www.mlive.com/news/ann-
arbor/index.ssf/2014/03/more than 50 computers stolen.html

For another story, see item 34

Emergency Services Sector

26.

| Return to tog]

March 4, Associated Press — (Oklahoma) 7 Okla. prison inmates injured when van
struck. Nine people were injured, including seven Oklahoma Department of
Corrections inmates, in an accident involving a prison van and a semi-truck on
Oklahoma Highway 7 near Atoka March 3.

Source: http://www.news9.com/story/24886848/7-okla-prison-inmates-injured-when-
van-struck

Information Technoloqgy Sector
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March 5, Help Net Security — (International) New Android devices sold with pre-
installed malware. The founder of Marble Security reported finding data-stealing
malware disguised as Netflix apps pre-installed on several customers’ new Android
devices. Several Samsung, Asus, LG, and Motorola phones and tablets were found with
the pre-installed malware.

Source: http://www.net-security.org/malware_news.php?id=2724

March 5, The Register — (International) New design flaw found in crypto’s TLS:
Pretend to be a victim online. Researchers with the French National Institute for
Research in Computer Science and Control developed a new man-in-the-middle
(MitM) attack against the Transport Level Security (TLS) protocol that can under
certain conditions allow an attacker to intercept a user’s login credentials and disguise
themselves as the user on servers that accept the same credential.

Source: http://www.theregister.co.uk/2014/03/05/tls_authentication_broken_again/

March 5, The Register — (International) GNU security library GnuTLS fails on cert
checks: Patch now. An issue in the GnuTLS security library was identified that could
allow any certificate to be accepted as legitimate, affecting hundreds of applications
that use the library. Red Hat and GnuTLS issued patches for users and advised them to
apply the patch promptly.

Source:

http://www.theregister.co.uk/2014/03/05/gnu_security _library gnutls_fails_on
cert_checks patch now/



http://www.mlive.com/news/ann-arbor/index.ssf/2014/03/more_than_50_computers_stolen.html
http://www.mlive.com/news/ann-arbor/index.ssf/2014/03/more_than_50_computers_stolen.html
http://www.news9.com/story/24886848/7-okla-prison-inmates-injured-when-van-struck
http://www.news9.com/story/24886848/7-okla-prison-inmates-injured-when-van-struck
http://www.net-security.org/malware_news.php?id=2724
http://www.theregister.co.uk/2014/03/05/tls_authentication_broken_again/
http://www.theregister.co.uk/2014/03/05/gnu_security_library_gnutls_fails_on_cert_checks_patch_now/

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org
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Communications Sector
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March 5, NorthEscambia.com — (Florida) Phone service restored in Byrnevile after 4
day outage. AT&T customers in Byrneville had landline service restored March 4 after
a water-damaged cable caused a service outage starting February 27.

Source: http://www.northescambia.com/2014/03/phone-service-restored-in-byrneville

Commercial Facilities Sector

31.
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March 5, KYW 3 Philadelphia — (New Jersey) Probe continues into deadly blast in
New Jersey. One person died and 7 utility workers were injured March 4 after a
suspected gas-related explosion that destroyed 12 homes and left the occupants of 55
other units at the South Fork Housing Community in Ewing Township temporarily
displaced. Officials are investigating the incident, but believe a utility contractor
working at the complex may have struck and damaged a gas line shortly before the
explosion.

Source: http://philadelphia.cbslocal.com/2014/03/05/probe-continues-into-deadly-blast-

in-new-jersey/

March 5, KDVR 31 Denver — (Colorado) 2 injured in 3-alarm condo fire in Adams
County near 88th and Corona. Firefighters responded to a 3-alarm fire that burned 2
buildings of the Corona Village Condominiums complex in Adams County March 4.
Two contractors working on the property were injured by the blaze, and the residents of
up to 96 units were displaced.

Source: http://www.thedenverchannel.com/news/local-news/flames-engulf-apartment-
building-in-thornton-near-88th-and-corona

March 5, Associated Press — (Michigan) Fire burns at 3-story Detroit apartment
building. Authorities are investigating a fire that swept through the Jason Manor
Apartments complex in Detroit March 5 and left dozens of residents from 39 units
displaced. At least four people were transported to area hospitals, while others were
treated at the scene.

Source: http://abcnews.go.com/US/wireStory/fire-burns-story-detroit-apartment-
building-22781506

34. March 4, WOWK 13 Huntington — (West Virginia) Fire marshal rules fire at WVU
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35.

apartment complex to be arson. West Virginia fire officials ruled arson was the cause
of a March 1 fire that temporarily displaced residents of one building of the Campus
Evolution Villages apartments in Morgantown. Investigators also discovered vandalism
to two other data/sprinkler rooms in two other buildings of the complex.

Source: http://www.wowktv.com/story/24858039/fire-marshal-rules-fire-at-wvu-
apartment-complex-to-be-arson

March 4, KNSD 39 San Diego — (California) Blast closes Del Cerro grocery store.
Officials suspect an electrical circuit breaker malfunctioned and caused a small
explosion and fire that prompted the closure of Windmill Farms grocery store in San
Diego March 3 until repairs are completed. A contractor working on the breaker was
injured, and 10 employees were evacuated from the building.

Source: http://www.nbcsandiego.com/news/local/Del-Cerro-Grocery-Store-Fire-
Explosion-Blast-Damage-Closed-San-Diego-248421911.html

Dams Sector
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Nothing to report
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