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Top Stories 
 

• Around 89,000 residents remained without power in Michigan after severe weekend storms 
knocked out service. – Detroit Free Press (See item 1) 
 

• One of the largest manufacturers of chromium, Elementis Chromium, Inc., will pay the 
U.S. Environmental Protection Agency $2,571,800 in penalties for violating the Toxic 
Substances Control Act. – U.S. Environmental Protection Agency (See item 6)  

 
• In a settlement with the U.S. Department of Justice, JPMorgan Chase will pay $13 billion 

in penalties for selling non-compliant residential mortgage-backed securities. – USA Today 
(See item 12) 

 
• USPlabs LLC announced an expanded recall of additional OxyELITE Pro dietary 

supplement products linked to liver damage cases in Hawaii that are being investigated by 
the U.S. Food and Drug Administration. – U.S. Food and Drug Administration (See item 
24)  
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Energy Sector 
 

1. November 20, Detroit Free Press – (Michigan) 89,000 in Michigan still without 
power after storm. Utility crews continued work November 20 to restore power to 
about 89,000 customers throughout Michigan’s Lower Peninsula that remained without 
electricity after severe storms November 17 knocked out service. 
Source: http://www.freep.com/article/20131120/NEWS06/311200082/100-000-
Michigan-still-without-power-after-storm 
 

2. November 19, Oil & Gas Journal – (Utah) Utah approves HollyFrontier’s refinery 
expansion. The Utah Department of Environmental Quality’s Division of Air Quality 
approved HollyFrontier Corp.’s proposed heavy crude processing project at the 
company’s Woods Cross refinery November 18. Phase I of the project is slated for 
completion by 2015 and Phase II by 2016, which will increase processing capacity 
from 45,000 to 60,000 barrels per day. 
Source: http://www.ogj.com/articles/2013/11/utah-approves-hollyfrontier-s-refinery-
expansion.html 
 

3. November 19, Bismarck Tribune – (North Dakota) 2 more oil spills reported in N.D. 
The North Dakota Health Department stated that 477 barrels of crude oil were 
contained and recovered after approximately 500 barrels spilled at a rail transfer facility 
in Williams County. Zenergy Inc., reported a 350-barrel oil spill November 18 in 
McKenzie County that was also contained on site.  
Source: http://bismarcktribune.com/bakken/more-oil-spills-reported-in-n-
d/article_7bb044fa-5140-11e3-a49f-001a4bcf887a.html 

 
[Return to top] 

 
Chemical Industry Sector 

4. November 20, The Californian – (California) HAZMAT team deals with 350-gallon 
acid spill. Two HAZMAT teams cleaned up nearly 400 gallons of nitric acid that 
spilled from a new stainless steel tank into the ground at the Green Valley Floral 
greenhouse in Salinas November 20.  
Source: 
http://www.thecalifornian.com/article/20131120/NEWS01/311190047/Hazmat-Team-
deals-with-350-gallon-acid-spill 
 

5. November 18, KUSA 9 Denver – (Colorado) Residents on alert after poisonous 
chemicals dumped in Lyons. The Boulder County Sheriff's Office is investigating 
after two incidents where a 30-gallon barrel of zinc cyanide and a 20-gallon barrel of 
copper cyanide were found illegally dumped at two locations in a flood zone in Lyons, 
Colorado, November 7.  
Source: http://www.9news.com/news/article/365066/188/Residents-on-alert-after-
poisonous-chemicals-dumped-in-Lyons 
 

 

http://www.freep.com/article/20131120/NEWS06/311200082/100-000-Michigan-still-without-power-after-storm
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http://www.ogj.com/articles/2013/11/utah-approves-hollyfrontier-s-refinery-expansion.html
http://www.ogj.com/articles/2013/11/utah-approves-hollyfrontier-s-refinery-expansion.html
http://bismarcktribune.com/bakken/more-oil-spills-reported-in-n-d/article_7bb044fa-5140-11e3-a49f-001a4bcf887a.html
http://bismarcktribune.com/bakken/more-oil-spills-reported-in-n-d/article_7bb044fa-5140-11e3-a49f-001a4bcf887a.html
http://www.thecalifornian.com/article/20131120/NEWS01/311190047/Hazmat-Team-deals-with-350-gallon-acid-spill
http://www.thecalifornian.com/article/20131120/NEWS01/311190047/Hazmat-Team-deals-with-350-gallon-acid-spill
http://www.9news.com/news/article/365066/188/Residents-on-alert-after-poisonous-chemicals-dumped-in-Lyons
http://www.9news.com/news/article/365066/188/Residents-on-alert-after-poisonous-chemicals-dumped-in-Lyons
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6. November 14, U.S. Environmental Protection Agency – (North Carolina; Texas) 
Chemical company failed to disclose public health risks, judge rules in favor of 
EPA. The U.S. Environmental Protection Agency ordered Elementis Chromium, Inc. a 
chromium chemicals manufacturer based out of East Windsor, New Jersey, to pay a 
penalty of $2,571,800 for failing to disclose information about risks to worker’s health 
from exposure to hexavalent chromium at chemical production plants, as required by 
the Toxic Substances Control Act.  
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/4B8EB302194A1D5E85257C23006E747C 

 
[Return to top] 
 
Nuclear Reactors, Materials, and Waste Sector 
 

7. November 19, Las Vegas Sun; Associated Press – (National) Court suspends 
collection of fees for nuclear waste disposal. The U.S. Court of Appeals in 
Washington, D.C. ordered the U.S. Department of Energy to submit to Congress a 
proposal to change the fee nuclear power plants pay for nuclear waste disposal to zero 
due to the failure of the federal government to deliver on its obligation to select a 
nuclear waste disposal site. 
Source: http://www.lasvegassun.com/news/2013/nov/19/court-suspends-collection-
fees-nuclear-waste-dispo/ 
 

[Return to top]  
 
Critical Manufacturing Sector 

8. November 20, Reuters – (Indiana) Subaru-maker Fuji Heavy restarts tornado-hit 
Indiana plant. Fuji Heavy Industries resumed operations at its Subaru manufacturing 
plant in Lafayette November 19 a day after it was shut down due to damage from 
storms and tornados.  
Source: http://www.reuters.com/article/2013/11/20/autos-subaru-tornado-
idINL4N0J515820131120 
 

9. November 19, U.S. Department of Labor – (Arkansas) Welspun Tubular LLC in 
Little Rock, Ark., cited by U.S. Department of Labor’s OSHA for exposing 
workers to possible amputation hazards. The Occupational Safety and Health 
Administration cited pipe manufacturer Welspun Tubular LLC., for one willful and one 
serious safety and health violation at its Little Rock facility. Proposed fines totaled 
$77,000.  
Source: 
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEA
SES&p_id=25122 
 

10. November 19, U.S. Consumer Product Safety Commission – (National) Baja 
Motorsports recalls mini bikes due to fall, crash hazard. Baja Motorsports issued a 

 

http://yosemite.epa.gov/opa/admpress.nsf/0/4B8EB302194A1D5E85257C23006E747C
http://www.lasvegassun.com/news/2013/nov/19/court-suspends-collection-fees-nuclear-waste-dispo/
http://www.lasvegassun.com/news/2013/nov/19/court-suspends-collection-fees-nuclear-waste-dispo/
http://www.reuters.com/article/2013/11/20/autos-subaru-tornado-idINL4N0J515820131120
http://www.reuters.com/article/2013/11/20/autos-subaru-tornado-idINL4N0J515820131120
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=25122
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=25122
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recall for about 23,000 MB2000 gas-powered mini bikes manufactured between August 
2010 and August 2012 due to an issue that can cause the front fork to separate from the 
wheel, creating fall and crash hazards.  
Source: http://www.cpsc.gov/en/Recalls/2014/Baja-Motorsports-Recalls-Mini-Bikes/ 
 

[Return to top]  
 
Defense Industrial Base Sector 
 

11. November 19, KTVU 2 Oakland; Associated Press – (California) Explosion at defense 
contractor’s office injures 2. An explosion at the Aerojet Rockedyne facility in 
Rancho Cordova injured two employees November 19. Officials have not released 
details about the explosion, but are investigating. 
Source: http://www.ktvu.com/news/news/disasters/explosion-defense-contractors-
office-injures-2/nbyDh/ 

 
[Return to top]  
 
Financial Services Sector 

12. November 20, USA Today – (National) JPMorgan, Justice Dept. reach $13B 
settlement. JPMorgan Chase and the U.S. Department of Justice finalized an 
agreement November 19 where the bank admitted that residential mortgage-backed 
securities it sold did not comply with guidelines and were not fit for sale. JPMorgan 
Chase agreed to pay $13 billion in penalties to settle the case.  
Source: http://www.usatoday.com/story/money/business/2013/11/19/jpmorgan-justice-
department-settlement/3638137/ 
 

13. November 19, Reuters – (Texas) Texas bank robber ‘Mesh Mask Bandit’ pleads 
guilty: records. A Farmer’s Branch, Texas man known as the “Mesh Mask Bandit” 
pleaded guilty November 19 to robbing or attempting to rob a total of 20 banks in 2013.  
Source: http://www.reuters.com/article/2013/11/19/us-usa-texas-maskbandit-
idUSBRE9AI1BH20131119 
 

14. November 19, IDG News Service – (International) Court shuts down online business 
listing operation. The U.S. District Court for the Northern District of Illinois issued a 
temporary restraining order against a Canada-based online business listing operation 
that allegedly used fraudulent tactics to induce small businesses and churches to pay 
more than $14 million for business listings they did not order.  
Source: http://www.networkworld.com/news/2013/111913-court-shuts-down-online-
business-276131.html 
 

15. November 19, Colorado Springs Gazette – (Colorado) Colorado Springs businessman 
convicted of fraud. A Colorado Springs businessman was convicted of 13 counts of 
securities fraud and racketeering November 18 for raising $8.5 million for purported 
vacation home investments and then using the money to pay investors in other ventures 

 

http://www.cpsc.gov/en/Recalls/2014/Baja-Motorsports-Recalls-Mini-Bikes/
http://www.ktvu.com/news/news/disasters/explosion-defense-contractors-office-injures-2/nbyDh/
http://www.ktvu.com/news/news/disasters/explosion-defense-contractors-office-injures-2/nbyDh/
http://www.usatoday.com/story/money/business/2013/11/19/jpmorgan-justice-department-settlement/3638137/
http://www.usatoday.com/story/money/business/2013/11/19/jpmorgan-justice-department-settlement/3638137/
http://www.reuters.com/article/2013/11/19/us-usa-texas-maskbandit-idUSBRE9AI1BH20131119
http://www.reuters.com/article/2013/11/19/us-usa-texas-maskbandit-idUSBRE9AI1BH20131119
http://www.networkworld.com/news/2013/111913-court-shuts-down-online-business-276131.html
http://www.networkworld.com/news/2013/111913-court-shuts-down-online-business-276131.html
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he controlled and for personal expenses.  
Source: http://gazette.com/colorado-springs-businessman-brian-wellens-convicted-of-
fraud/article/1509579 
 

[Return to top]  
 
Transportation Systems Sector 
 

16. November 19, WTWO 2 Terre Haute – (Illinois) Two planes set on fire at Edgar 
County Airport. The Edgar County Sheriff’s Office and the Bureau of Alcohol, 
Tobacco, and Firearms are investigating after two turbo-prop aircraft owned by 
Venezia Marine, a company which also owned a plane involved in a fatal crash in 
August, were intentionally set on fire at the Edgar County Airport November 18. 
Source: http://www.mywabashvalley.com/story/two-planes-set-on-fire-at-edgar-
county-airport/d/story/D10idaC880KMzTOlfu6HfQ 
 

17. November 19, WPSD 6 Paducah – (Illinois) US 45 Ohio River Bridge closed 
indefinitely. The Brookport Bridge on U.S. 45 over the Ohio River northbound from 
Kentucky into Illinois remains closed indefinitely because of the need to restrict access 
to storm damaged areas. 
Source: http://www.wpsdlocal6.com/news/local/US-45-Ohio-River-Bridge-closed-
indefinitely-232543011.html 
 

18. November 19, Des Moines Register – (Iowa) Six car accident caused oil spill on 80/35 
this morning. A 6-vehicle accident involving a semi-truck that leaked 70 gallons of oil 
on Interstate Highway 80/35 in Iowa closed 3 lanes of westbound traffic for 2 hours 
while the Iowa Department of Natural Resources cleaned up the spill November 19. 
Source: http://blogs.desmoinesregister.com/dmr/index.php/2013/11/19/accident-backs-
up-traffic-on-8035/article 
 

19. November 19, Northern Virginia Daily – (Virginia) Chemical leak closes Toms Brook 
exit. A semi-truck carrying 45,000 pounds of zirconium acetate that leaked 150 gallons 
of the hazardous fluid prompted the closure of Exit 291 off Interstate 81 in Shenandoah 
County for over 6 hours and the evacuation of a 30-meter area while a HAZMAT team 
investigated and cleared the scene November 18-19. 
Source: http://www.nvdaily.com/news/2013/11/chemical-leak-closes-toms-brook-
exit.php 
 

20. November 19, Journal of the San Juan Islands – (Washington) Panel finds ferry crew 
at fault in collision with motor yacht. A board of inquiry ordered by the Washington 
State Ferries investigative panel determined that human error and miscommunication 
contributed to a collision in September where a ferry struck and caused damage to a 
yacht near the Lopez Island ferry terminal, and provided six recommendations for 
improvements to prevent future incidents. 
Source: http://www.sanjuanjournal.com/news/232528961.html 
 

 

http://gazette.com/colorado-springs-businessman-brian-wellens-convicted-of-fraud/article/1509579
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http://www.mywabashvalley.com/story/two-planes-set-on-fire-at-edgar-county-airport/d/story/D10idaC880KMzTOlfu6HfQ
http://www.mywabashvalley.com/story/two-planes-set-on-fire-at-edgar-county-airport/d/story/D10idaC880KMzTOlfu6HfQ
http://www.wpsdlocal6.com/news/local/US-45-Ohio-River-Bridge-closed-indefinitely-232543011.html
http://www.wpsdlocal6.com/news/local/US-45-Ohio-River-Bridge-closed-indefinitely-232543011.html
http://blogs.desmoinesregister.com/dmr/index.php/2013/11/19/accident-backs-up-traffic-on-8035/article
http://blogs.desmoinesregister.com/dmr/index.php/2013/11/19/accident-backs-up-traffic-on-8035/article
http://www.nvdaily.com/news/2013/11/chemical-leak-closes-toms-brook-exit.php
http://www.nvdaily.com/news/2013/11/chemical-leak-closes-toms-brook-exit.php
http://www.sanjuanjournal.com/news/232528961.html


- 6 - 

21. November 19, U.S. Environmental Protection Agency – (Alaska) Alaska Department 
of Transportation and Public Facilities to close contaminated wells, protect 
groundwater in EPA agreement. To limit the risk of drinking contaminated well 
water, the U.S. Environmental Protection Agency and the Alaska Department of 
Transportation and Public Facilities reached an agreement November 19 to close 55 
motor vehicle waste disposal wells located at State vehicle repair and maintenance 
facilities across Alaska. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/b1a1a56df754c6cb85257c28007ca583?Op
enDocument   
 

For another story, see item 36 
 

[Return to top]  
 
Food and Agriculture Sector 

22. November 19, Associated Press – (Texas) Cedar Park pharmacy linked to bacterial 
outbreak. State Health Services linked a Cedar Park compounding pharmacy to a 
bacterial outbreak at Corpus Christi hospitals that killed 2 patients, sickened 17, and 
prompted the recall of the company's sterile products in August after a U.S. Food and 
Drug Administration inspection found bacteria in an unopened bag of sterile drugs at a 
local hospital that was indistinguishable from that found in the blood of the sickened 
patients.  
Source: http://www.kxan.com/news/williamson/cedar-park-pharmacy-linked-to-
bacterial-outbreak 
 

23. November 19, U.S. Department of Labor – (New York) US Labor Department's 
OSHA cites Tyson Foods, proposes $121,720 in fines for workplace safety hazards 
at Buffalo, NY, production plant. The Occupational Safety and Health 
Administration cited Tyson Foods Inc., and proposed fines totaling $121,720 for repeat 
and serious violations of workplace safety standards following a May 15 inspection at 
its Buffalo, New York, manufacturing plant that found workers exposed to new and 
recurring hazards. 
Source: 
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEA
SES&p_id=25119 
 

24. November 19, U.S. Food and Drug Administration – (National) USPlabs LLC 
announces a recall of OxyELITE Pro dietary supplements due to possible health 
risk, recall expanded to include: raspberry lemonade OxyELITE Pro super 
thermo powder. USPlabs LLC of Dallas, Texas, voluntarily expanded a recalled of 
OxyElite Pro dietary supplement products, to include OxyElite Pro Super Thermo 
capsules, OxyElite Pro Ultra-Intense Thermo capsules, and OxyElite Pro Super Thermo 
Powder, because the products contain Aegeline, which has been associated with liver 
damage cases in Hawaii. The U.S. Food and Drug Administration’s investigation of 

 

http://yosemite.epa.gov/opa/admpress.nsf/0/b1a1a56df754c6cb85257c28007ca583?OpenDocument
http://yosemite.epa.gov/opa/admpress.nsf/0/b1a1a56df754c6cb85257c28007ca583?OpenDocument
http://www.kxan.com/news/williamson/cedar-park-pharmacy-linked-to-bacterial-outbreak
http://www.kxan.com/news/williamson/cedar-park-pharmacy-linked-to-bacterial-outbreak
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=25119
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=25119


- 7 - 

these products is ongoing. 
Source: http://www.fda.gov/Safety/Recalls/ucm375740.htm 

 
25. November 18, Quality Assurance Magazine – (National) FSIS issues final generic 

meat labeling rules. The U.S. Department of Agriculture’s Food Safety and Inspection 
Services (FSIS) issued a final rule November 7 that amended and consolidated the 
regulations governing meat and poultry product label approvals under a new Code of 
Federal Regulations to where the FSIS will generically approve the labels effective 
January 2014. 
Source: http://www.qualityassurancemag.com/FSIS-generic-meat-labeling-rules.aspx 
 

26. November 18, U.S. Food and Drug Administration – (National) Blount Fine Foods 
voluntary recall of “Wegmans New England clam chowder” due to possible 
undeclared crab allergen. Blount Fine Foods of Fall River, Massachusetts, recalled a 
single lot of Wegman’s branded refrigerated New England clam chowder products 
because of undeclared crab allergen after a consumer found a crab shell in the soup. 
Source: http://www.fda.gov/Safety/Recalls/ucm375734.htm 

 
[Return to top] 
 
Water and Wastewater Systems Sector 

27. November 19, New Orleans Times-Picayune – (Louisiana) To fight brain-eating 
amoeba, St. Bernard water reaches necessary chlorine levels. St. Bernard Parish 
reached the 1 milligram of chlorine per liter of water standard November 14 and must 
maintain those levels for 60 consecutive days as mandated by the Louisiana 
Department of Health and Hospitals after a rare brain-eating amoeba was found in the 
water system.  
Source: http://www.nola.com/politics/index.ssf/2013/11/to_fight_brain-
eating_amoeba_s.html 

 
28. November 19, Montgomery News – (Pennsylvania) Horsham approves new water, 

sewer lines to deal with contamination. The Horsham Council permitted the 
installation of new water and sewer lines November 13 for the residents of Limekiln 
Pike and Park Road after 2 years of dealing with perchloroethylene contaminated wells. 
The installation will begin December and is expected to be complete by May 2014. 
Source: 
http://www.montgomerynews.com/articles/2013/11/19/public_spirit_willow_grove_gui
de/news/doc528684a275fde720408070.txt 

 
For another story, see item 21 

 
[Return to top]  
 
Healthcare and Public Health Sector 

29. November 20, Eureka Times-Standard – (California) Redwood Memorial: Thumb 

 

http://www.fda.gov/Safety/Recalls/ucm375740.htm
http://www.qualityassurancemag.com/FSIS-generic-meat-labeling-rules.aspx
http://www.fda.gov/Safety/Recalls/ucm375734.htm
http://www.nola.com/politics/index.ssf/2013/11/to_fight_brain-eating_amoeba_s.html
http://www.nola.com/politics/index.ssf/2013/11/to_fight_brain-eating_amoeba_s.html
http://www.montgomerynews.com/articles/2013/11/19/public_spirit_willow_grove_guide/news/doc528684a275fde720408070.txt
http://www.montgomerynews.com/articles/2013/11/19/public_spirit_willow_grove_guide/news/doc528684a275fde720408070.txt
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drive with patient data missing; Eureka Internal Medicine records put in trash 
unshredded. Redwood Memorial Hospital in Fortuna announced November 19 that 
they notified 1,039 patients after an unencrypted thumb drive was lost November 6 that 
may have contained their personal identifiable information; and as a result, Redwood 
Memorial and St. Joseph hospitals are pulling all thumb drives and mobile devices 
containing protected health information and encrypting them. 
Source: http://www.times-standard.com/localnews/ci_24560866/redwood-memorial-
thumb-drive-patient-data-missing-eureka 
 

30. November 19, Glen Falls Post-Star – (New York) Police: Gansevoort woman stole 
nearly $58,000 from doctor’s office. A former account clerk at Glen Falls Obstetrics 
& Gynecology in Queensbury was arrested and charged for allegedly stealing $57,830 
from the practice by writing unauthorized checks and forging doctor’s names to cash 
them from April to October. 
Source: http://poststar.com/news/blotter/police-gansevoort-woman-stole-nearky-from-
doctor-s-office/article_3dc61d4e-512d-11e3-89c5-0019bb2963f4.html 

 
[Return to top]  
 
Government Facilities Sector 

31. November 19, CNN – (Virginia) Student at Virginia’s Liberty University killed in 
dorm shooting. A male student at Liberty University in Virginia was shot and killed 
November 19 by an emergency services officer after an altercation at a women’s dorm. 
Source: http://www.cnn.com/2013/11/19/justice/virginia-university-fatal-
shooting/index.html  
 

32. November 19, Maui TV News – (Hawaii) Snorkler finds what may be explosive 
device. D.T. Fleming Beach in Kapalua was evacuated and temporarily closed to the 
public after a snorkeler found a canister underwater. The Army Explosive Ordinance 
Disposal team is investigating the canister and will determine whether or not to destroy 
it. 
Source: http://mauitvnews.com/blog/2013/11/19/snorkler-finds-what-may-be-
explosive-device/ 
 

33. November 19, Stanford Daily – (California) County health investigation closes, 
norovirus likely cause of stomach illness. The Santa Clara County Public Health 
Department completed their investigation into the cause of the gastrointestinal illness 
that sickened 62 students from Stanford University’s Florence Moore Hall in October, 
drawing no formal conclusions on the original source of the outbreak. Health officials 
still believe norovirus was the likely cause. 
Source: http://www.stanforddaily.com/2013/11/19/county-health-investigation-closes-
norovirus-likely-cause-of-stomach-illness/ 
 

34. November 19, WBTW 13 Florence – (South Carolina) Threat cancels Tuesday classes 
at FDTC health sciences campus. Authorities are investigating a threat against a 
teacher at Florence-Darlington Technical College’s health sciences campus in South 

 

http://www.times-standard.com/localnews/ci_24560866/redwood-memorial-thumb-drive-patient-data-missing-eureka
http://www.times-standard.com/localnews/ci_24560866/redwood-memorial-thumb-drive-patient-data-missing-eureka
http://poststar.com/news/blotter/police-gansevoort-woman-stole-nearky-from-doctor-s-office/article_3dc61d4e-512d-11e3-89c5-0019bb2963f4.html
http://poststar.com/news/blotter/police-gansevoort-woman-stole-nearky-from-doctor-s-office/article_3dc61d4e-512d-11e3-89c5-0019bb2963f4.html
http://www.cnn.com/2013/11/19/justice/virginia-university-fatal-shooting/index.html
http://www.cnn.com/2013/11/19/justice/virginia-university-fatal-shooting/index.html
http://mauitvnews.com/blog/2013/11/19/snorkler-finds-what-may-be-explosive-device/
http://mauitvnews.com/blog/2013/11/19/snorkler-finds-what-may-be-explosive-device/
http://www.stanforddaily.com/2013/11/19/county-health-investigation-closes-norovirus-likely-cause-of-stomach-illness/
http://www.stanforddaily.com/2013/11/19/county-health-investigation-closes-norovirus-likely-cause-of-stomach-illness/
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Carolina that prompted officials to cancel classes for November 19. 
Source: http://www.scnow.com/news/local/article_9f33a1f8-5134-11e3-9719-
0019bb30f31a.html 
 

35. November 19, WCCO 4 Minneapolis – (Minnesota) Pine County gov’t center 
evacuated due to suspicious mail. The Pine County Government Center in 
Minneapolis was evacuated and closed November 19 after six envelopes containing a 
white powdery substance were delivered to multiple departments in the building.  A 
HAZMAT team conducted an assessment of the substance.  
Source: http://minnesota.cbslocal.com/2013/11/19/pine-county-govt-center-evacuated-
due-to-suspicious-mail/ 

 
[Return to top]  
 
Emergency Services Sector 
 

36. November 20, CNN – (International) Search widens in Florida for 2 missing after air 
ambulance crash. Two people were killed and two others are missing after a Mexico-
based air ambulance crashed into the Atlantic Ocean after dropping off a patient at Fort 
Lauderdale-Hollywood International Airport November 19. Rescue crews continued 
searching for the missing persons while authorities investigated the crash. 
Source: http://www.cnn.com/2013/11/20/us/florida-plane-crash/ 

 
37. November 19, WRCB 3 Chattanooga – (Tennessee) Chattanooga Fire Station 8 

temporarily relocates firefighters. Tests confirmed mold was present at Chattanooga 
Fire Station 8 November 19 prompting officials to temporarily relocate firefighters at 
Fire Station 6 while crews removed the mold and treated the building. 
Source: http://www.wrcbtv.com/story/24016529/chattanooga-fire-station-8-
temporarily-relocates-firefighters 

 
[Return to top] 
 
Information Technology Sector 

38. November 20, Krebs on Security – (International) Cupid Media hack exposed 42M 
passwords. Personal information including names, unencrypted passwords, email 
addresses, and birthdays belonging to around 42 million Cupid Media customers was 
discovered on the same servers that stored stolen information from Adobe, PR 
Newswire, and other organizations. The Australia-based dating site company stated 
that the data appeared to be related to a January 2013 breach.  
Source: http://krebsonsecurity.com/2013/11/cupid-media-hack-exposed-42m-
passwords/ 
 

39. November 20, V3.co.uk – (International) Google adds Android and Apache to open 
source security rewards programme. Google expanded its security rewards 
program for researchers who reveal security issues to include its Android mobile 

 

http://www.scnow.com/news/local/article_9f33a1f8-5134-11e3-9719-0019bb30f31a.html
http://www.scnow.com/news/local/article_9f33a1f8-5134-11e3-9719-0019bb30f31a.html
http://minnesota.cbslocal.com/2013/11/19/pine-county-govt-center-evacuated-due-to-suspicious-mail/
http://minnesota.cbslocal.com/2013/11/19/pine-county-govt-center-evacuated-due-to-suspicious-mail/
http://www.cnn.com/2013/11/20/us/florida-plane-crash/
http://www.wrcbtv.com/story/24016529/chattanooga-fire-station-8-temporarily-relocates-firefighters
http://www.wrcbtv.com/story/24016529/chattanooga-fire-station-8-temporarily-relocates-firefighters
http://krebsonsecurity.com/2013/11/cupid-media-hack-exposed-42m-passwords/
http://krebsonsecurity.com/2013/11/cupid-media-hack-exposed-42m-passwords/
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operating system, Apache httpd, and others. Google plans to further expand the 
platforms included in the program before the end of the year.  
Source: http://www.v3.co.uk/v3-uk/news/2308040/google-adds-android-and-apache-to-
open-source-security-rewards-programme 
 

40. November 20, Softpedia – (International) Your LG Smart TV is spying on you, 
even if you tell it to stop. A security researcher found that LG Smart TVs can collect 
data on channels watched, device IDs, and the file names of external media even if 
the device’s advertisement service option is disabled. The information is then 
transmitted without encryption.  
Source: http://news.softpedia.com/news/Your-LG-Smart-TV-Is-Spying-on-You-Even-
If-You-Tell-It-to-Stop-401874.shtml 
 

41. November 20, Help Net Security – (New Jersey) E-Sports to pay $1M to settle 
covert Bitcoin mining complaint. E-Sports Entertainment entered into a settlement 
with the State of New Jersey and agreed to pay $1 million to resolve allegations that it 
infected around 14,000 computers in New Jersey with malware that allowed E-Sports 
to monitor subscribers’ program usage, mine Bitcoins, and create a botnet.  
Source: http://www.net-security.org/secworld.php?id=15984 
 

42. November 19, Softpedia – (International) Google Ads point to fake Snapchat 
downloads. Researchers at ThreatTrack Security found that users searching for 
“Snapchat download” may encounter sponsored results that lead to potentially 
unwanted applications when they intend to download Snapchat. Similar campaigns of 
misleading sponsored search results have appeared on Bing as well.  
Source: http://news.softpedia.com/news/Google-Ads-Point-to-Fake-Snapchat-
Downloads-401630.shtml 
 

43. November 19, SC Magazine – (International) Phony anti-virus programs evade 
detection with stolen certificates. Researchers at BitDefender found a fake antivirus 
program named Antivirus Security Pro utilizing stolen digital certificates issued for 
East Entertainment Services in 2012. BitDefender contacted Ease Entertainment so 
that the certificates can be revoked.  
Source: http://www.scmagazine.com/phony-anti-virus-programs-evade-detection-with-
stolen-certificates/article/321734/ 

 
44. November 18, IDG News Service – (International) Hackers actively exploiting 

JBoss vulnerability to compromise servers, researchers say. Researchers have 
spotted an increase in attackers using a known vulnerability found in products from 
several vendors to compromise JBoss Java EE application servers. 
Source: http://www.networkworld.com/news/2013/111913-hackers-actively-exploiting-
jboss-vulnerability-276071.html 
 

45. November 18, IDG News Service – (International) Google to pay $17 million to 
States in Apple cookies case. Google reached a settlement with 37 States and the 
District of Columbia over its unauthorized placement of cookies on devices running 

 

http://www.v3.co.uk/v3-uk/news/2308040/google-adds-android-and-apache-to-open-source-security-rewards-programme
http://www.v3.co.uk/v3-uk/news/2308040/google-adds-android-and-apache-to-open-source-security-rewards-programme
http://news.softpedia.com/news/Your-LG-Smart-TV-Is-Spying-on-You-Even-If-You-Tell-It-to-Stop-401874.shtml
http://news.softpedia.com/news/Your-LG-Smart-TV-Is-Spying-on-You-Even-If-You-Tell-It-to-Stop-401874.shtml
http://www.net-security.org/secworld.php?id=15984
http://news.softpedia.com/news/Google-Ads-Point-to-Fake-Snapchat-Downloads-401630.shtml
http://news.softpedia.com/news/Google-Ads-Point-to-Fake-Snapchat-Downloads-401630.shtml
http://www.scmagazine.com/phony-anti-virus-programs-evade-detection-with-stolen-certificates/article/321734/
http://www.scmagazine.com/phony-anti-virus-programs-evade-detection-with-stolen-certificates/article/321734/
http://www.networkworld.com/news/2013/111913-hackers-actively-exploiting-jboss-vulnerability-276071.html
http://www.networkworld.com/news/2013/111913-hackers-actively-exploiting-jboss-vulnerability-276071.html
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Apple’s Safari Web browser, and agreed to pay $17 million.  
Source: http://www.networkworld.com/news/2013/111813-google-to-pay-17-
million-276070.html 

 
Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: http://www.it-isac.org  

 
[Return to top]  
 
Communications Sector 

Nothing to report 
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Commercial Facilities Sector 

Nothing to report 
 
[Return to top] 
 
Dams Sector 

 
46. November 20, MLive.com – (Michigan) Sinkholes around 100-year-old Goodrich 

dam send officials looks for short-term fix. Growing sinkholes near a dam at Hegel 
Road in Goodrich are being evaluated by an engineering firm to determine if they 
pose a threat to the dam. A proposal for the sinkholes is expected to be presented at a 
December 9 village council meeting.  
Source: http://www.mlive.com/news/flint/index.ssf/2013/11/sink_holes_around_100-
year-old.html 
 

47. November 20, Sioux City Journal – (Iowa) $128K approved to fix failing 
Smithland, Iowa levee. Local officials approved a $128,000 bid to restore a levee on 
the Little Sioux River in Smithland in order to prevent erosion after repairs that were 
made in 2009 proved insufficient.  
Source: http://siouxcityjournal.com/news/local/k-approved-to-fix-failing-smithland-
iowa-levee/article_867ae310-2c60-5c23-b250-68a5b8074c6c.html 
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http://www.networkworld.com/news/2013/111813-google-to-pay-17-million-276070.html
http://www.networkworld.com/news/2013/111813-google-to-pay-17-million-276070.html
mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.it-isac.org/
http://www.mlive.com/news/flint/index.ssf/2013/11/sink_holes_around_100-year-old.html
http://www.mlive.com/news/flint/index.ssf/2013/11/sink_holes_around_100-year-old.html
http://siouxcityjournal.com/news/local/k-approved-to-fix-failing-smithland-iowa-levee/article_867ae310-2c60-5c23-b250-68a5b8074c6c.html
http://siouxcityjournal.com/news/local/k-approved-to-fix-failing-smithland-iowa-levee/article_867ae310-2c60-5c23-b250-68a5b8074c6c.html


 
 

- 12 - 

Department of Homeland Security (DHS)  
DHS Daily Open Source Infrastructure Report Contact Information  

 
About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday through Friday] 
summary of open-source published information concerning significant critical infrastructure issues. The DHS Daily 
Open Source Infrastructure Report is archived for 10 days on the Department of Homeland Security Web site: 
http://www.dhs.gov/IPDailyReport 

Contact Information 
Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at (703) 942-8590  

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 
instructions to Get e-mail updates when this information changes.  

Removal from Distribution List: Send mail to support@govdelivery.com.  

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201.  
To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov. 

Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material.  
 

 

 

http://www.dhs.gov/IPDailyReport
mailto:cikr.productfeedback@hq.dhs.gov
http://www.dhs.gov/files/programs/editorial_0542.shtm
https://public.govdelivery.com/accounts/USDHS/subscriber/new?topic_id=USDHS_73
mailto:support@govdelivery.com
mailto:nicc@hq.dhs.gov
mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.dhs.gov/alerts



