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Top Stories 

 Fannie Mae filed a lawsuit against nine large international banks that allegedly 

manipulated the London Interbank Offered Rate and caused the institution to lose an 

estimated $800 million. – Washington Post (See item 6)  
 

 A gunman opened fire at Los Angeles International Airport, killing one TSA agent and 

wounding at least one other person. – New York Daily News (See item 11)  
 

 A number of school districts in central Texas cancelled classes after a severe storm brought 

flooding and high winds, causing evacuations and power outages. – NBC News (See item 

34)  
 

 A former volunteer firefighter pleaded guilty October 31 to torching 52 unoccupied 

buildings while his fiancée set fire to 15 along the Eastern Shore in Accomac, Virginia. – 

Associated Press (See item 39)  
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Energy Sector 
 

1. November 1, Lexington Herald-Leader – (Kentucky) KU crews working to finish 

fixing power outages in Lexington. Heavy rains and high winds October 31 caused 

Kentucky Utility crews to work to restore power to more than 36,270 customers 

November 1 after they lost service due to downed electrical lines and power poles. 

Source: http://www.kentucky.com/2013/11/01/2906080/ku-working-friday-morning-to-

finish.html 

 

2. October 31, U.S. Environmental Protection Agency – (Arkansas) EPA settles Clean 

Water Act violations in Arkansas. The U.S. Environmental Protection Agency and 

Whiting Oil and Gas entered into a consent agreement to resolve Clean Water Act 

violations resulting from a 2012 spill of 820 barrels of crude oil in Ouachita County. 

Whiting Oil and Gas agreed to pay a $58,570 penalty for the spill which impacted 

Smackover Creek and nearby shorelines.  

Source: 

http://yosemite.epa.gov/opa/admpress.nsf/0/3EFA5BEB59D5DB5E85257C150055F28
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Chemical Industry Sector 

     Nothing to report 

 

[Return to top] 

 

Nuclear Reactors, Materials, and Waste Sector 
 

    Nothing to report 

 

[Return to top]  

 

Critical Manufacturing Sector 

3. October 31, U.S. Department of Labor – (Ohio) U.S. Labor Department’s OSHA 

cites Quaker City Castings for 9 safety violations at Salem, Ohio, foundry; 

proposes fines of $45,000. Quaker City Castings Inc. was cited by the Occupational 

Safety and Health Administration for nine serious safety and health violations at its 

Salem, Ohio, facility prompted by a July complaint inspection. Proposed fines totaled 

$45,000.  

Source: 

https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEA

SES&p_id=25032 

 

4. October 31, U.S. Department of Labor – (Illinois) Northstar Metal Products cited by 

http://www.kentucky.com/2013/11/01/2906080/ku-working-friday-morning-to-finish.html
http://www.kentucky.com/2013/11/01/2906080/ku-working-friday-morning-to-finish.html
http://yosemite.epa.gov/opa/admpress.nsf/0/3EFA5BEB59D5DB5E85257C150055F283
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=25032
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U.S. Labor Department’s OSHA for multiple violations following April explosion 

and fire at Glendale Heights, Ill., plant. The Occupational Safety and Health 

Administration cited Northstar Metal Products with 1 repeat and 10 serious violations 

at its Glendale Heights sheet metal facility following an inspection prompted by a dust 

collector explosion and fire. The administration proposed fines totaling $51,480. 

Source: 

https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEA

SES&p_id=25029 

 

5. October 31, U.S. Consumer Product Safety Commission – (International) Calphalon 

recalls blenders due to injury hazard. The U.S. Consumer Product Safety 

Commission announced a recall of about 22,000 Celphalon XL 9 speed blenders due to 

the potential for pieces of the units’ mixing blades breaking off and posing an injury 

hazard.  

Source: http://www.cpsc.gov/en/Recalls/2014/Calphalon-Recalls-Blenders/ 

 

[Return to top]  

 

Defense Industrial Base Sector 

 
      Nothing to report 

 

[Return to top]  

 

Financial Services Sector 

6. October 31, Washington Post – (International) Fannie Mae sues banks over alleged 

Libor manipulation. Fannie Mae filed a lawsuit October 30 against nine large 

international banks that allegedly manipulated the London Interbank Offered Rate 

(LIBOR) and caused the institution to lose an estimated $800 million on various 

transactions.  

Source: http://www.washingtonpost.com/business/economy/fannie-mae-sues-global-

banks-over-libor-scandal/2013/10/31/6f9405be-4261-11e3-8b74-

d89d714ca4dd_story.html 

 

7. October 31, KOMO 4 Seattle – (Washington) Police, FBI hunting for prolific 

‘Cyborg Bandit’ bank robber. Seattle police and the FBI are searching for a suspect 

known as the “Cyborg Bandit” believed to have robbed four banks in Bellevue, 

Shoreline, Botheil, and Woodinville.  

Source: http://www.komonews.com/news/local/Police-FBI-hunting-for-prolific-

Cyborg-Bandit-bank-robber-230128061.html 

 

8. October 31, U.S. Attorney’s Office, Northern District of Illinois – (National) Four 

defendants indicted in alleged $10 million bank fraud scheme involving the sale of 

26 gas stations in four States. Four individuals were indicted October 31 for allegedly 

running a scheme to fraudulently obtain more than $10 million in loan proceeds from 

https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=25029
http://www.cpsc.gov/en/Recalls/2014/Calphalon-Recalls-Blenders/
http://www.washingtonpost.com/business/economy/fannie-mae-sues-global-banks-over-libor-scandal/2013/10/31/6f9405be-4261-11e3-8b74-d89d714ca4dd_story.html
http://www.washingtonpost.com/business/economy/fannie-mae-sues-global-banks-over-libor-scandal/2013/10/31/6f9405be-4261-11e3-8b74-d89d714ca4dd_story.html
http://www.komonews.com/news/local/Police-FBI-hunting-for-prolific-Cyborg-Bandit-bank-robber-230128061.html
http://www.komonews.com/news/local/Police-FBI-hunting-for-prolific-Cyborg-Bandit-bank-robber-230128061.html
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the sales of 26 gas stations in Illinois, Iowa, Nebraska, and Wisconsin. A fifth 

individual was also charged separately with tax offenses related to the alleged scheme.  

Source: http://www.fbi.gov/chicago/press-releases/2013/four-defendants-indicted-in-

alleged-10-million-bank-fraud-scheme-involving-the-sale-of-26-gas-stations-in-four-

states 

 

9. October 31, KGW 8 Portland – (Oregon) Three arrested in Beaverton with 200 fake 

credit cards. Authorities arrested three individuals suspected of payment card fraud in 

Beaverton October 21 and found 200 counterfeit payment cards, credit card creation 

equipment, and fake IDs in their possession.  

Source: http://www.kgw.com/news/Men-seized-with-200-fake-credit-cards-in-

Beaverton-230090001.html 

 

10. October 30, Marin Independent Journal – (California) Terra Linda bank robbed, 

investigators probe connection to serial bandit. Police in San Rafael believe an 

October 30 robbery that took place at a Wells Fargo branch may be the work of a bank 

robber suspected of holding up eight other Marin County banks since December 2012.  

Source: http://www.marinij.com/crimebeat/ci_24418425/terra-linda-bank-robbed-

investigators-probe-connection-serial 

 

      For another story, see item 41 

 

[Return to top]  

 

Transportation Systems Sector 
 

11. November 1, New York Daily News – (California) LAX shooting: TSA worker dead 

after gunman opens fire inside Los Angeles International Airport Terminal. A 

gunman opened fire with a rifle at Los Angeles International Airport November 1, 

killing one TSA agent and wounding at least one other person and prompting an 

evacuation of neighboring terminals Flights were grounded and delayed and a suspect 

was in custody. 

Source: http://www.nydailynews.com/news/national/lax-gunman-opens-fire-la-airport-

article-1.1503916 

 

12. November 1, KPIX 5 San Francisco; Associated Press – (Arizona) Flight forced to 

land in San Francisco and wait on runway for four hours after suspected bomb 

threat. A suspicious package onboard a United Express Flight 5573 plane from San 

Francisco to San Antonio forced an emergency landing at the Phoenix Sky Harbor 

International Airport and the evacuation of 46 passengers October 31. Authorities 

searched the plane but found nothing dangerous; the FBI is investigating the incident. 

Source: http://sanfrancisco.cbslocal.com/2013/10/31/united-express-flight-from-sfo-

makes-emergency-landing-due-to-threat/ 

 

13. November 1, Santa Fe New Mexican – (New Mexico) Broken gas line snarls rush-

hour traffic. A damaged natural-gas line during a city landscaping project closed 

http://www.fbi.gov/chicago/press-releases/2013/four-defendants-indicted-in-alleged-10-million-bank-fraud-scheme-involving-the-sale-of-26-gas-stations-in-four-states
http://www.fbi.gov/chicago/press-releases/2013/four-defendants-indicted-in-alleged-10-million-bank-fraud-scheme-involving-the-sale-of-26-gas-stations-in-four-states
http://www.kgw.com/news/Men-seized-with-200-fake-credit-cards-in-Beaverton-230090001.html
http://www.kgw.com/news/Men-seized-with-200-fake-credit-cards-in-Beaverton-230090001.html
http://www.marinij.com/crimebeat/ci_24418425/terra-linda-bank-robbed-investigators-probe-connection-serial
http://www.marinij.com/crimebeat/ci_24418425/terra-linda-bank-robbed-investigators-probe-connection-serial
https://www.safelnk.net/owa/,DanaInfo=webmail2010.goldlnk.rootlnka.net,SSL+redir.aspx?C=BAGrE7cN6U6r4RfVMbyUDBkSlTKcqtAInDIl1GiA3vNXgxlCXdb3LSVl-4Tu-phrj9NbrznEG98.&URL=http%3a%2f%2fwww.nydailynews.com%2fnews%2fnational%2flax-gunman-opens-fire-la-airport-article-1.1503916
https://www.safelnk.net/owa/,DanaInfo=webmail2010.goldlnk.rootlnka.net,SSL+redir.aspx?C=BAGrE7cN6U6r4RfVMbyUDBkSlTKcqtAInDIl1GiA3vNXgxlCXdb3LSVl-4Tu-phrj9NbrznEG98.&URL=http%3a%2f%2fwww.nydailynews.com%2fnews%2fnational%2flax-gunman-opens-fire-la-airport-article-1.1503916
http://sanfrancisco.cbslocal.com/2013/10/31/united-express-flight-from-sfo-makes-emergency-landing-due-to-threat/
http://sanfrancisco.cbslocal.com/2013/10/31/united-express-flight-from-sfo-makes-emergency-landing-due-to-threat/
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Airport Road between Calle Atajo and South Meadows Drive in Santa Fe, and caused 

the evacuation of residents at the Vista Alegre Apartments and at a nearby shopping 

complex for over 4 hours while crews worked to fix the damaged pipe October 31. 

Source: http://www.santafenewmexican.com/news/local_news/broken-gas-line-closes-

airport-road-spurs-evacuation/article_1382aa62-ad05-5142-abb3-93354a1326c3.html 

 

14. November 1, KSLA 12 Shreveport – (Texas) 18-wheeler runs over car, Hwy 79 in 

ETX down to one lane. An accident involving a semi-truck and a car on Highway 79 

near Bethany, Texas, closed part of the highway for an undisclosed amount of time 

November 1 as HAZMAT crews cleaned up 200 gallons of diesel fuel that spilled when 

the semi-truck’s gas tank ruptured. 

Source: http://www.ksla.com/story/23849389/18-wheeler-runs-over-car-on-hwy-79-

driver-airlifted 

 

15. November 1, Associated Press – (South Carolina) Part of US 13 to be closed for 

bridge replacement. A portion of U.S. 13 north of Windsor in Bertie County will be 

closed beginning November 4 to replace a bridge that is structurally deficient. The 

bridge is scheduled to re-open by June 1, 2014. 

Source: http://www.blueridgenow.com/article/20131101/APN/1311010579?tc=ar 

 

16. October 31, New York Times – (National) F.A.A. moves to ease electronics ban, 

opening the runwats to Angry Birds. The Federal Aviation Administration 

announced October 31 that passengers can now use electronic devices during all phases 

throughout the flight, but use of a cellphone to talk is still banned.  

Source: http://www.nytimes.com/2013/11/01/business/passengers-to-be-free-to-use-

electronics-on-flights-faa-says.html  

 

17. October 31, KWTX 10 Waco – (Texas) Natural gas leak closes busy local road, 

forces evacuations. A natural gas leak at a gas station in Waco forced evacuations and 

closed southbound lanes of Hewitt Drive for over 4 hours October 31, causing heavy 

traffic backups. 

Source: http://www.kwtx.com/home/headlines/Natural-Gas-Leak-Closes-Down-Busy-

Local-Road-230066241.html  

 

18. October 31, Frederick News-Post – (Maryland) Driver killed in crash on Woodsboro 

Pike. A fatal 2-vehicle accident resulting in an overturned car on Woodsboro Pike near 

Nicholson Road, Maryland, killed 1, injured 3, and closed the road for over 4 hours 

October 31. 

Source: 

http://www.fredericknewspost.com/locations/local/frederick_county/walkersville-

woodsboro/article_abbd3d56-426d-11e3-954d-001a4bcf6878.html 

 

19. October 31, Contra Costa Times – (California) State regulators vote to overhaul rail 

worker safety following BART deaths. The California Public Utilities Commission 

board passed rail safety regulations October 31, which include improvements in safety 

and communications systems.  

http://www.santafenewmexican.com/news/local_news/broken-gas-line-closes-airport-road-spurs-evacuation/article_1382aa62-ad05-5142-abb3-93354a1326c3.html
http://www.santafenewmexican.com/news/local_news/broken-gas-line-closes-airport-road-spurs-evacuation/article_1382aa62-ad05-5142-abb3-93354a1326c3.html
http://www.ksla.com/story/23849389/18-wheeler-runs-over-car-on-hwy-79-driver-airlifted
http://www.ksla.com/story/23849389/18-wheeler-runs-over-car-on-hwy-79-driver-airlifted
http://www.blueridgenow.com/article/20131101/APN/1311010579?tc=ar
http://www.nytimes.com/2013/11/01/business/passengers-to-be-free-to-use-electronics-on-flights-faa-says.html
http://www.nytimes.com/2013/11/01/business/passengers-to-be-free-to-use-electronics-on-flights-faa-says.html
http://www.kwtx.com/home/headlines/Natural-Gas-Leak-Closes-Down-Busy-Local-Road-230066241.html
http://www.kwtx.com/home/headlines/Natural-Gas-Leak-Closes-Down-Busy-Local-Road-230066241.html
http://www.fredericknewspost.com/locations/local/frederick_county/walkersville-woodsboro/article_abbd3d56-426d-11e3-954d-001a4bcf6878.html
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Source: http://www.contracostatimes.com/news/ci_24426923/state-regulators-vote-

overhaul-rail-worker-safety-following 

 

20. October 31, KVUE 24 Austin – (Texas) Hutto residents clean up after being 

evacuated. Heavy rains resulted in four swift water rescues on a bridge over Brushy 

Creek, road closures, and the evacuation of 88 homes in Hutto, Texas, for an 

undisclosed amount of time October 31. A temporary shelter was set up at Hutto 

Middle School for displaced residents.  

Source: http://www.kvue.com/news/local/Hutto-229998851.html 

 

21. October 31, Wyandotte Daily News – (Kansas) 72nd Street bridge over I-70 to close 

Friday. The Kansas Department of Transportation announced November 1 the closure 

of 72nd Street bridge over eastbound and westbound I-70 in Kansas City to repair 

damages from an October 3 bridge accident, and expect the closure to continue through 

early December. 

Source: http://www.wyandottedailynews.com/news/bridge-work-planned-nearby-at-i-

70-and-72nd/  

 

22. October 31, KCEN 6 Temple – (Texas) Roads damaged by flooding in Bell County. 

An October 30 storm and heavy rains in eastern Bell County, Texas, damaged several 

roads and bridges that require repairs and closed roads and bridges for an undisclosed 

amount of time into October 31. 

Source: http://www.kcentv.com/story/23845220/roads-damaged-by-flooding-in-bell-

county 

 

[Return to top]  

 

Food and Agriculture Sector 

23. November 1, Food Safety News – (Tennessee) E. coli illnesses prompt TN officials to 

investigate raw dairy farm. At least three children were sickened with E. coli in Knox 

County, Tennessee, after consuming raw milk from McBee Dairy Farm October 31. 

Health officials are investigating the incidents. 

Source: http://www.foodsafetynews.com/2013/11/tennessee-raw-dairy-raided-after-e-

coli-illnesses/ 

 

24. October 31, San Luis Obispo Tribune – (California) Mussel quarantine lifted by State 

health officials. The California Department of Public Health ended an annual 

quarantine October 31 on sport-harvested mussels from the State’s coastal waters, 

intended to protect the public from two types of shellfish poisoning. The quarantine 

remains in effect for an area near the north jetty of the Humboldt Bay entrance to the 

Humboldt-Del Norte County line. 

Source: http://www.sanluisobispo.com/2013/10/31/2760044/mussel-quarantine-lifted-

by-state.html 

 

25. October 31, U.S. Department of Agriculture – (National) USDA sanctions five 

companies under PACA. The U.S. Department of Agriculture sanctioned five produce 

http://www.contracostatimes.com/news/ci_24426923/state-regulators-vote-overhaul-rail-worker-safety-following
http://www.contracostatimes.com/news/ci_24426923/state-regulators-vote-overhaul-rail-worker-safety-following
http://www.kvue.com/news/local/Hutto-229998851.html
http://www.wyandottedailynews.com/news/bridge-work-planned-nearby-at-i-70-and-72nd/
http://www.wyandottedailynews.com/news/bridge-work-planned-nearby-at-i-70-and-72nd/
http://www.kcentv.com/story/23845220/roads-damaged-by-flooding-in-bell-county
http://www.kcentv.com/story/23845220/roads-damaged-by-flooding-in-bell-county
http://www.foodsafetynews.com/2013/11/tennessee-raw-dairy-raided-after-e-coli-illnesses/
http://www.foodsafetynews.com/2013/11/tennessee-raw-dairy-raided-after-e-coli-illnesses/
http://www.sanluisobispo.com/2013/10/31/2760044/mussel-quarantine-lifted-by-state.html
http://www.sanluisobispo.com/2013/10/31/2760044/mussel-quarantine-lifted-by-state.html
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businesses located throughout the U.S. for failing to pay Perishable Agricultural 

Commodities Act reparation awards. 

Source: 

http://www.ams.usda.gov/AMSv1.0/ams.fetchTemplateData.do?template=TemplateU

&navID=&page=Newsroom&resultType=Details&dDocName=STELPRDC5100036&

dID=174279&wf=false&description=USDA+Restricts+Five+PACA+Violators+in+Cal

ifornia%2C+Texas%2C+and+Colorado+from+Operating+in+the+Produce+Industry 

 

26. October 31, Food Safety News – (Colorado) Denver E. coli outbreak linked to 

Jimmy John’s. Eight people became sick after eating at three Jimmy John’s location in 

the Denver area between October 7-15. A Colorado Department of Public Health and 

Environment official reported that the illness may have come from a produce item. 

Source: http://www.foodsafetynews.com/2013/11/denver-jimmy-johns-with-e-coli-

outbreak 

  

27. October 30, Food Safety News – (Pennsylvania) E. coli outbreak linked to Pittsburgh 

restaurant. Allegheny County health officials linked five cases of E. coli O157:H7 

infections to The Porch restaurant in Oakland, Pennsylvania that voluntarily closed 

October 30 to allow health investigators to inspect the facilities and planned to reopen 

October 31.  

Source: http://www.foodsafetynews.com/2013/10/e-coli-outbreak-linked-to-pittsburgh-

restaurant/ 

 

[Return to top] 

 

Water and Wastewater Systems Sector 

28. October 31, Torrance Daily Breeze – (California) More human remains found at 

Carson sewage treatment plant. More human remains were found at the Joint Water 

Pollution Control Plant in Carson, California, October 31, which investigators believe 

were related to an earlier discovery of human remains October 26 at two other water 

facilities.  

Source: http://www.dailybreeze.com/general-news/20131031/more-human-remains-

found-at-carson-sewage-treatment-plant 

 

29. October 31, Verde Independent – (Arizona) Clarksdale dedicates $5.3 million 

wastewater plant. The Town of Clarksdale dedicated a new wastewater treatment 

plant October 29 capable of producing 350,000 gallons of Class A+ effluent each day 

allowing for more business and development to the town.  

Source: 

http://verdenews.com/main.asp?SectionID=1&SubSectionID=1&ArticleID=57042 

 

30. October 30, Suwannee Democrat – (Florida) Sinkholes open at Branford Wastewater 

Treatment Plant. Authorities issued a precautionary boil water notice for residents and 

businesses within 1 mile of Branford’s water treatment plant October 30 after sinkholes 

opened near the plant and drained the treated wastewater contents of the facility’s 

percolation pond.  

http://www.ams.usda.gov/AMSv1.0/ams.fetchTemplateData.do?template=TemplateU&navID=&page=Newsroom&resultType=Details&dDocName=STELPRDC5100036&dID=174279&wf=false&description=USDA+Restricts+Five+PACA+Violators+in+California%2C+Texas%2C+and+Colorado+from+Operating+in+the+Produce+Industry
http://www.foodsafetynews.com/2013/11/denver-jimmy-johns-with-e-coli-outbreak
http://www.foodsafetynews.com/2013/11/denver-jimmy-johns-with-e-coli-outbreak
http://www.foodsafetynews.com/2013/10/e-coli-outbreak-linked-to-pittsburgh-restaurant/
http://www.foodsafetynews.com/2013/10/e-coli-outbreak-linked-to-pittsburgh-restaurant/
http://www.dailybreeze.com/general-news/20131031/more-human-remains-found-at-carson-sewage-treatment-plant
http://www.dailybreeze.com/general-news/20131031/more-human-remains-found-at-carson-sewage-treatment-plant
http://verdenews.com/main.asp?SectionID=1&SubSectionID=1&ArticleID=57042
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Source: http://suwanneedemocrat.com/suwannee/x2112910066/Sinkholes-open-at-

Branford-Wastewater-Treatment-Plant 

 

31. October 29, Cranston Patch – (Rhode Island) Cranston sues Resource Recovery over 

wastewater. The City of Cranston filed a lawsuit against Resource Recover, the 

operator of the Central Landfill in Johnston, for allegedly sending excessive amounts of 

polluted wastewater to the city’s water treatment facility, with pollutants above levels 

the plant allowed under sewer ordinances and a separate agreement between the city 

and the operator.  

Source: http://cranston.patch.com/groups/politics-and-elections/p/cranston-sues-

resource-recovery-over-wastewater 

 

      For another story, see item 2 

 

[Return to top]  

 

Healthcare and Public Health Sector 

       Nothing to report 

 

[Return to top]  

 

Government Facilities Sector 

32. November 1, Uniontown Herald-Standard – (Pennsylvania) Storm causes damage, 

school cancellations. Uniontown Area School District closed its schools along with 

Central Green School District, while Albert Gallatin Area School District closed two if 

its schools due to a storm that produced high winds and knocked out power throughout 

Pennsylvania. 

Source: http://www.heraldstandard.com/news/hsnewsnow/storm-causes-damage-

school-cancellations/article_870abc7a-cb29-59b6-9364-9e475fbe3c61.html 

 

33. November 1, WXMI 17 Grand Rapids – (Michigan) High winds cause power outages, 

close schools Friday morning. Several school districts in west Michigan were forced 

to close or delay opening November 1 due to high winds that knocked down trees and 

power lines, causing electrical service disruptions. 

Source: http://fox17online.com/2013/11/01/high-winds-cause-power-outages-close-

schools-friday-morning/#axzz2jP0Le2Dg 

  

34. October 31, NBC News – (Texas) Deadly storm system hits wide swath of U.S. as 

rain, floods lash Texas. A number of school districts in central Texas cancelled classes 

after a severe storm October 31 brought flooding and high winds, causing evacuations 

and power outages. 

Source: http://usnews.nbcnews.com/_news/2013/10/31/21260264-deadly-storm-

system-hits-wide-swath-of-us-as-rain-floods-lash-texas 

 

35. October 31, San Francisco Chronicle – (California) Food poisoning outbreak at 

http://suwanneedemocrat.com/suwannee/x2112910066/Sinkholes-open-at-Branford-Wastewater-Treatment-Plant
http://suwanneedemocrat.com/suwannee/x2112910066/Sinkholes-open-at-Branford-Wastewater-Treatment-Plant
http://cranston.patch.com/groups/politics-and-elections/p/cranston-sues-resource-recovery-over-wastewater
http://cranston.patch.com/groups/politics-and-elections/p/cranston-sues-resource-recovery-over-wastewater
http://www.heraldstandard.com/news/hsnewsnow/storm-causes-damage-school-cancellations/article_870abc7a-cb29-59b6-9364-9e475fbe3c61.html
http://www.heraldstandard.com/news/hsnewsnow/storm-causes-damage-school-cancellations/article_870abc7a-cb29-59b6-9364-9e475fbe3c61.html
http://fox17online.com/2013/11/01/high-winds-cause-power-outages-close-schools-friday-morning/#axzz2jP0Le2Dg
http://fox17online.com/2013/11/01/high-winds-cause-power-outages-close-schools-friday-morning/#axzz2jP0Le2Dg
http://usnews.nbcnews.com/_news/2013/10/31/21260264-deadly-storm-system-hits-wide-swath-of-us-as-rain-floods-lash-texas
http://usnews.nbcnews.com/_news/2013/10/31/21260264-deadly-storm-system-hits-wide-swath-of-us-as-rain-floods-lash-texas
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Stanford – norovirus suspected. Health officials are investigating a possible norovirus 

outbreak at Stanford University in California after 52 students became ill after eating at 

Florence Moore Hall the week of October 28. The undergraduate housing complex is 

undergoing complete sanitizing. 

Source: http://blog.sfgate.com/stew/2013/10/31/dozens-at-stanford-ill-from-suspected-

food-poisoning/ 

 

36. October 31, WRC 4 Washington, D.C. – (Washington, D.C.) Washington Monument 

to go dark after Sunday. Work on the interior of the Washington Monument in 

Washington, D.C. was about 30 percent complete while exterior work was roughly 80 

percent complete October 31 as crews planned to start removing the scaffolding 

November 11. 

Source: http://www.nbcwashington.com/news/local/Washington-Monument-to-Go-

Dim-as-Crews-Prepare-for-Scaffolding-Removal-230055671.html 

  

37. October 31, Topeka Capital-Journal – (Kansas) 10 students, driver rescued from 

tipped bus partially submerged in creek. A school bus driver was transported to an 

area hospital with injuries after the bus, carrying 10 children, tipped over October 31 in 

a Butler County creek and was partially submerged for over an hour. 

Source: http://cjonline.com/news/2013-10-31/10-students-driver-rescued-tipped-bus-

partially-submerged-creek 

 

38. October 31, Gainesville Sun – (Florida) Worker stole $200,000 from Red Cross, 

police say. An internal audit revealed a former employee of the Northeast Florida 

Chapter of the Red Cross was involved in approximately 60 cases of fraudulent activity 

netting over $200,000. The former employee added money to a debit card issued to 

victims through a stolen username and password authorized to add funds.   

Source: 

http://www.gainesville.com/article/20131031/ARTICLES/131039907?p=1&tc=pg 

 

[Return to top]  

 

Emergency Services Sector 
 

39. October 31, Associated Press – (Virginia) Ex-firefighter pleads guilty to arsons in 

Va. A former volunteer firefighter pleaded guilty October 31 to torching 52 unoccupied 

buildings while his fiancée set fire to 15 along the Eastern Shore in Accomac, Virginia 

between November 2012 and April 2013. 

Source: http://www.fireengineering.com/ap-news/2013/10/31/ex-firefighter-pleads-

guilty-to-arsons-in-va.html 

 

[Return to top] 

 

Information Technology Sector 

40. November 1, IDG News Service – (International) New malware variant suggests 

http://blog.sfgate.com/stew/2013/10/31/dozens-at-stanford-ill-from-suspected-food-poisoning/
http://blog.sfgate.com/stew/2013/10/31/dozens-at-stanford-ill-from-suspected-food-poisoning/
http://www.nbcwashington.com/news/local/Washington-Monument-to-Go-Dim-as-Crews-Prepare-for-Scaffolding-Removal-230055671.html
http://www.nbcwashington.com/news/local/Washington-Monument-to-Go-Dim-as-Crews-Prepare-for-Scaffolding-Removal-230055671.html
http://cjonline.com/news/2013-10-31/10-students-driver-rescued-tipped-bus-partially-submerged-creek
http://cjonline.com/news/2013-10-31/10-students-driver-rescued-tipped-bus-partially-submerged-creek
http://www.gainesville.com/article/20131031/ARTICLES/131039907?p=1&tc=pg
http://www.fireengineering.com/ap-news/2013/10/31/ex-firefighter-pleads-guilty-to-arsons-in-va.html
http://www.fireengineering.com/ap-news/2013/10/31/ex-firefighter-pleads-guilty-to-arsons-in-va.html
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cybercriminals targeting SAP users. Researchers at Doctor Web observed a new 

variant of a banking trojan that also contains code to search infected systems for SAP 

client applications, possibly as a first step to targeting SAP users in the future.  

Source: 

http://www.computerworld.com/s/article/9243727/New_malware_variant_suggests_cy

bercriminals_targeting_SAP_users 

 

41. November 1, Softpedia – (International) Gaming trojan Grolker updated to steal 

banking credentials. Symantec researchers found that the Grolker online gaming 

credential trojan is now being utilized to steal banking credentials. The malware uses 

malicious Javascript to steal information and has mostly been spotted targeting users in 

South Korea and Hungary.  

Source: http://news.softpedia.com/news/Gaming-Trojan-Grolker-Updated-to-Steal-

Banking-Credentials-396390.shtml 

 

42. October 31, Softpedia – (International) Searching for “Google Chrome download” 

on Yahoo can result in malware infection. ThreatTrack Security researchers 

discovered that searching for “Google Chrome download” on Yahoo’s search engine 

can lead users to malicious Web sites via sponsored ads. The malicious sites then 

attempt to install a variant of the Sirefef/ ZeroAccess malware.  

Source: http://news.softpedia.com/news/Searching-for-Google-Chrome-Download-on-

Yahoo-Can-Result-in-Malware-Infection-395933.shtml 

 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 

visit their Web site: http://www.us-cert.gov 

 

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 

Analysis Center) Web site: https://www.it-isac.org  

 

[Return to top]  

 

Communications Sector 

Nothing to report 

 

[Return to top] 

 

Commercial Facilities Sector 

43. November 1, WRAL 5 Raleigh – (North Carolina) Two killed, two injured in shooting 

outside Fayetteville nightclub. Police are investigating after a shooting in the parking 

lot of Mickey's Gentlemen's Club in Fayetteville that left two dead and two others 

injured November 1. 

Source: http://www.wral.com/two-killed-two-injured-in-shooting-outside-fayetteville-

nightclub/13062045/ 

 

http://www.computerworld.com/s/article/9243727/New_malware_variant_suggests_cybercriminals_targeting_SAP_users
http://news.softpedia.com/news/Gaming-Trojan-Grolker-Updated-to-Steal-Banking-Credentials-396390.shtml
http://news.softpedia.com/news/Gaming-Trojan-Grolker-Updated-to-Steal-Banking-Credentials-396390.shtml
http://news.softpedia.com/news/Searching-for-Google-Chrome-Download-on-Yahoo-Can-Result-in-Malware-Infection-395933.shtml
http://news.softpedia.com/news/Searching-for-Google-Chrome-Download-on-Yahoo-Can-Result-in-Malware-Infection-395933.shtml
mailto:soc@us-cert.gov
http://www.us-cert.gov/
https://www.it-isac.org/
http://www.wral.com/two-killed-two-injured-in-shooting-outside-fayetteville-nightclub/13062045/
http://www.wral.com/two-killed-two-injured-in-shooting-outside-fayetteville-nightclub/13062045/
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44. November 1, WAWV 38 Terre Haute – (Indiana) Residents evacuated from Clinton 

Chateau Apartments. Strong winds October 31 prompted the evacuation of an 

estimated 60 to 100 residents from the Clinton Chateau Apartments in Vermillion 

County, Indiana, after causing structural damage to the roof. Officials did not have an 

estimated time for residents to return and placed them in hotels temporarily. 

Source: http://www.mywabashvalley.com/story/residents-evacuated-from-clinton-

chateau-apartments/d/story/0ECrbwjL2k-r4-QnWQ3Jlw 

 

45. November 1, Sioux Falls Argus Leader – (South Dakota) Argus 911: Officer shot 

during standoff in Pierre released from hospital. A suspect was in custody 

November 1 after a shootout at a mobile home park in Pierre that began October 31, 

and prompted the evacuation of the mobile home park and a nearby apartment building. 

Source: 

http://www.argusleader.com/viewart/20131101/ARGUS911/311010038/Argus-911-

Officer-shot-during-standoff-Pierre-will-live 

 

46. November 1, Honolulu Star-Advertiser – (Hawaii) Kiteboarder bitten on leg by shark 

at Kanaha Beach on Maui. Officials closed Kanaha Beach Park in Kahului October 

31 after a kiteboarder was bitten by a shark at the Ka’a Point area. Authorities with the 

Hawaii Department of Land and Natural Resources will make an assessment November 

1 on whether to reopen the beach.   

Source: 

http://www.staradvertiser.com/news/breaking/20131031_Shark_attack_reported_at_Ka

naha_Beach_on_Maui.html?id=230147221 

 

For another story, see item 13 

 

[Return to top] 

 

Dams Sector 
 

47. October 31, Wenatchee World – (Washington) Electric jolt causes minor damage at 

Grand Coulee Dam. An electric jolt that occurred October 23 in a penstock at the 

Grand Coulee Dam in Washington damaged concrete facing on one of the dam’s 

powerhouses.  

Source: http://www.wenatcheeworld.com/news/2013/oct/31/electric-jolt-causes-minor-

damage-at-grand-coulee-dam/ 
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