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Top Stories

e An audit conducted by the Arizona Auditor General’s Office determined over half of the
underground fuel storage tanks in the State are either reaching or have passed their 30-year
life expectancy. — KPHO 5 Phoenix (See item 1)

o Crews reached 45 percent containment September 10 of the 3,718-acre wildfire burning in
Mount Diablo State Park in Contra Costa County, California. — Associated Press (See item
19)

« A man was taken into custody after guards at Louisiana State Penitentiary opened fire on
him September 8 after he rammed his car through the prison’s gates and hit a prison
investigator inside the complex. — Baton Rouge Advocate (See item 28)

e Websense reported that 81 percent of businesses run outdated versions of Java and 40
percent run outdated versions of Flash, leaving them vulnerable to common exploits. — The
Register (See item 30)
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Enerqy Sector

1. September 10, KPHO 5 Phoenix — (Arizona) Thousands of underground fuel tanks
at risk of leaking. An audit conducted by the Arizona Auditor General’s Office
determined over half of the underground fuel storage tanks in the State are either
reaching or have passed their 30-year life expectancy and are at risk of leaking
gasoline, diesel fuel, and other chemicals into surrounding soil and groundwater.
Source: http://www.kpho.com/story/23386085/thousands-of-fuel-tanks-at-risk-of-

leaking

| Return to topl

Chemical Industry Sector

Nothing to report

| Return to topl

Nuclear Reactors, Materials, and Waste Sector

2. September 10, Associated Press — (Massachusetts) Plymouth nuclear plant shut
down. The Pilgrim nuclear power plant in Plymouth was shut down September 8 to
repair a small feed water system steam leak. The plant remained offline September 10
with no stated timetable for its return to service.

Source:
http://bostonherald.com/business/business_markets/2013/09/plymouth_nuclear_plant_s
hut_down

| Return to topl

Critical Manufacturing Sector

3. September 9, Grand Rapids Press — (Michigan) Workers called back to General
Motors plant disabled by lightning. A General Motors engine component plant in
Wyoming, Michigan, was shut down September 9 after it was struck by lightning and
sustained electrical systems damage. The plant resumed operations September 10.
Source: http://www.mlive.com/business/west-
michigan/index.ssf/2013/09/workers _called back to_general.html
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Defense Industrial Base Sector

Nothing to report

| Return to topl
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Financial Services Sector
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4. September 10, Softpedia — (International) Experts spot targeted attack aimed at

Asian financial institutions. Researchers at Websense identified a cybercrime
campaign targeting financial institutions in Asian countries including Nepal, Pakistan,
and the United Arab Emirates that uses fake remittance and currency exchange emails
to deliver a variant of the Zeus banking trojan.

Source: http://news.softpedia.com/news/Experts-Spot-Targeted-Attack-Aimed-at-
Asian-Financial-Institutions-381831.shtml

September 10, Mount Vernon Patch — (Virginia) ‘Beacon Hill Bandit’ believed to
have struck TD Bank for fifth time. A suspect known as the “Beacon Hill Bandit”
was believed to have been responsible for a September 9 robbery of a TD Bank branch
in Alexandria. The suspect is believed to have robbed the same bank four times since
2010.

Source: http://mountvernon.patch.com/groups/police-and-fire/p/police-investigating-
5th-robbery-at-td-bank-on-richmond-highway 4e913a2e

Transportation Systems Sector

6. September 9, WPTV 5West Palm Beach — (Florida) Boca Raton train, pedestrian

accident. Lanes now open. Traffic closed for several hours September 9 after a train
struck a pedestrian in Boca Raton at the intersection of Dixie Highway and Glades
Road.

Source:

http://www.wptv.com/dpp/news/region_s palm_beach county/boca_raton/boca-raton-
train-pedestrian-accident-incident-closes-dixie-highway-and-glades-road

September 9, Los Angeles Times — (California) Fatal motorcycle crash on 10 Freeway
clogs traffic in San Dimas. One person was killed in a fatal collision involving a semi-
truck and motorcycle on westbound 10 Freeway in San Dimas near the Kellogg Drive
exit, which closed multiple lanes for more than 2 hours September 9.

Source: http://www.latimes.com/local/lanow/la-me-In-fatal-crash-san-dimas-clogs-
traffic-on-10-freeway-20130909,0,4414303.story

September 9, Joliet Patch — (lllinois) Yorkville truck driver dies from 1-80 crash
injures. One person was killed in a fatal accident involving a single semi-truck on
Interstate 80 near Minooka that closed eastbound lanes for about 5 hours September 9.
Source: http://joliet.patch.com/groups/police-and-fire/p/crash-closes-eastbound-
interstate-80-in-minooka

September 9, WIAT 42 Birmingham — (Alabama) Two fatalities in accident on
Highway 280. An accident involving a semi-truck and a car on Highway 280 in
Birmingham killed two people, and closed westbound lanes for an undisclosed amount
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10.

of time September 9.
Source: http://www.cbs42.com/2013/09/09/two-fatalities-in-accident-on-highway-280/

September 9, WCHS 8 Charleston/Huntington — (West Virginia) 1-64 near Huntington
reopened after power pole repairs. A construction accident involving a truck closed
Interstate 64 near Huntington, West Virginia, in both directions for 2 hours September
9 while crews repaired 2 damaged power poles and lines.

Source: http://www.wchstv.com/newsroom/eyewitness/130909 18906.shtml

For additional stories, see items 24 and 27

| Return to topl

Food and Agriculture Sector

11.

12.

September 9, U.S. Department of Labor7 — (Mississippi) OSHA finds 25 health,
safety violations at Delta Oil. The Occupational Safety and Health Administration
cited Delta Oil Mill in Greenwood, Mississippi, for 25 safety and health violations
following injuries to a worker in 2013 and proposed penalties totaling $83,415.

Source:

https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS RELEA
SES&p id=24759

September 9, U.S. Food and Drug Administration — (National) General Mills
announces voluntary recall of limited quantity of refrigerated Pillsbury Cinnamon
Rolls with Icing. General Mills announced September 6 a voluntary recall of specific
8-count single and double packages of Pillsbury Cinnamon Rolls with Icing as a
precaution because the dough may contain fragments from a broken piece of plastic on
the production line.

Source: http://www.fda.gov/Safety/Recalls/ucm367695.htm

For another story, see item 20

| Return to topl

Water and Wastewater Systems Sector

13.

September 9, KSWO 7 Wichita Falls — (Oklahoma) Lawton treatment plant working

to restore water quality. Lawton city officials warned citizens that its tap water was

safe to drink despite an increase in manganese the weekend of September 7 that led to
discoloration. City officials attributed the discoloration to an increase in algae due to
higher temperatures and have also increased the amount of chlorine being added to the
water.

Source: http://www.kswo.com/story/23381999/lawton-treatment-plant-working-to-restore-

water-quality
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September 9, KXAS 5 Dallas-Fort Worth — (Texas) Water main breaks at Arlington
Warehouse. A 6-inch water main break near an Arlington, Texas warehouse spilled
thousands of gallons of water September 9 over 4 hours before it was closed. The cause

of the break is not known.

Source: http://www.nbcdfw.com/news/local/Water-Main-Breaks-At-Arlington-Warehouse-
222943561.html

September 9, WITN 7 New Bern — (North Carolina) Jacksonville road back open after
sewer line break, spill. The city of Jacksonville reported that an emergency sewer line
repair was completed September 9 after 10,000 gallons of untreated wastewater
inadvertently discharged from a broken wastewater pipe into a stormwater conflict box,
which led to Mill Creek.

Source: http://www.witn.com/home/headlines/Jacksonville-Road-Back-Open-After-Sewer-
Line-Break-Spill-223061161.html

Healthcare and Public Health Sector

16.
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September 9, Associated Press — (Georgia) Ga. health institute cited for safety
violations. The U.S. Department of Labor’s Occupational Safety and Health
Administration cited Atlanta Health Careers Institute in McDonough for failing to
correct problems that were discovered during a 2012 inspection including failing to
train employees in blood borne pathogens programs, and failing to offer Hepatitis B
vaccine to workers. Penalties totaled $62,000.

Source: http://www.macon.com/2013/09/09/2654922/ga-health-institute-cited-for.html

Government Facilities Sector

17.

18.

September 10, Knoxville News Sentinel — (Tennessee) Students expected back in class
after Monday power outage. Authorities are investigating a September 9 power
outage that prompted the evacuation and early dismissal of Farragut Middle and
Farragut Intermediate schools in west Knox County. Classes were expected to resume
September 10.

Source: http://www.knoxnews.com/news/2013/sep/10/students-expected-back-in-class-

after-monday/

September 10, Chico Enterprise-Record — (California) Clover Fire in Shasta County
tops 6,700 acres; air tanker lands safely in Chico after losing engine. Crews reached
5 percent containment of California’s Clover Fire after burning through 6,700 acres by
September 10. A Cal Fire S-2T tanker remained grounded after a wire caused one
engine to shut down September 9.

Source: http://www.chicoer.com/news/ci_24057737/clover-fire-shasta-county-tops-6-
700-acres
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24,

25.

September 10, Associated Press — (California) Containment more than doubles
overnight on SF Bay Area wildfire. Crews reached 45 percent containment
September 10 of the 3,718-acre wildfire burning in Mount Diablo State Park in Contra
Costa County. Officials reduced the number of homes threatened to 75 after firefighters
made progress towards containment of the fire.

Source: http://www.washingtonpost.com/national/about-100-homes-evacuated-smoke-
advisory-issued-as-wildfire-surges-in-sf-bay-area-state-park/2013/09/09/50f25474-
19af-11e3-80ac-96205cach45a_story.html

September 10, Food Safety News — (Tennessee) Chicken is suspected contamination
source on Tennessee campus. A Salmonella and Campylobacter outbreak at the
University of Tennessee’s Chattanooga campus caused at least 25 people to become ill.
Chicken is suspected as the source, but has not been confirmed.

Source: http://www.foodsafetynews.com/2013/09/chicken-suspected-as-source-of-
contamination-on-utc-campus/

September 10, Associated Press — (Texas) 3rd metal detector, additional entrance
used at Houston-area school where student, 17, slain. Classes resumed at Spring
High School in Spring, Texas, amid heightened security following a September 4 knife
fight that left one student dead.

Source:
http://www.therepublic.com/view/story/04d1185eea8f43448ee405787c0a89f6/T X--
High-School-Stabbing-Texas

September 9, Alaska Dispatch — (Alaska) Sorry conspiracy theorists, Alaska Army
says websites down due to broken server. The September 9 shut down of 3 Alaska
U.S. Army Web sites was the result of a hardware issue and no military functions were
compromised. Officials stated the sites should be back online September 10.

Source: http://www.alaskadispatch.com/article/20130909/sorry-conspiracy-theorists-
alaska-army-says-websites-down-due-broken-server

September 9, Anchorage Daily News — (Alaska) Anchorage’s Atwood Building closed
after mechanical failure. An accidental discharge of fire suppression equipment
prompted the evacuation of more than 1,200 State workers and closure of Anchorage’s
Atwood Building September 9. The building will reopen September 10.

Source: http://www.adn.com/2013/09/09/3066747/anchorages-atwood-building-
closed.html

September 9, WCAU 10 Philadelphia — (Pennsylvania) Megabus, school bus crash on
Philly highway. A September 9 accident involving a Megabus, school bus, and a
minivan left at least 6 people injured at the intersection of Interstate 676 westbound and
Interstate 76 in Philadelphia.

Source: http://www.nbcphiladelphia.com/news/breaking/Bus-Crash-1-676-
222970091.html

September 9, KING 5 Seattle — (Washington) Thousands of Social Security numbers
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exposed in Pierce County. Officials with the Pierce County Housing Authority in
Washington are investigating a security breach after names and Social Security
numbers of nearly 1,000 Section 8 housing applicants on the county’s wait list
appeared online. The county’s housing authorities notified everyone impacted.
Source: http://www.king5.com/news/local/Private-information-of-Section-8-waitlist-
applicants-accidentally-posted-online-223054931.html

September 9, WHO-DT 13 Des Moines — (lowa) Website hacked: Threats posted on
city site. The City of Mitchellville’s Web site was hacked over the weekend of
September 7, taking the site offline and displaying a message in its place. The city’s
web service provider Mattison Web LLC’s site was also hacked, prompting the
company to move to a new Web host.

Source: http://whotv.com/2013/09/09/website-hacked-threats-posted-on-city-site/

September 8, KARE 11 Minneapolis — (Minnesota) Fire damages historic town hall in
Eagan. Police are investigating a September 8 fire that caused extensive damage to a
historic town hall building in Eagan and deemed it suspicious. Traffic on Pilot Knob
Road was blocked off for 3 hours while crews worked to get the blaze under control.
Source: http://www.karell.com/news/article/1038352/396/Fire-damages-historic-
Town-Hall-in-Eagan

Emergency Services Sector

28.

29.
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September 9, Baton Rouge Advocate — (Louisiana) Sheriff: Man slams into Angola
gate, hits investigator. A man was taken into custody after guards at Louisiana State
Penitentiary opened fire on him September 8 after he rammed his car through the
prison’s gates and hit a prison investigator inside the complex. Authorities are
investigating the cause of the incident after discovering the man kidnapped his 2
children who were also in the vehicle.

Source: http://theadvocate.com/news/7003247-123/sheriff-man-slams-into-angola

September 9, Detroit News — (Michigan) Suspect in Detroit manhunt caught. Detroit
Police caught an inmate who escaped from custody September 9 by stabbing a sheriff’s
deputy multiple times, snatching his uniform, and carjacking a vehicle. Police spent 14
hours searching for the inmate after he escaped from the Frank Murphy Hall of Justice

while on his way to a hearing.

Source: http://www.detroitnews.com/article/20130909/METRO01/309090109/

Information Technoloqy Sector

30.

September 10, The Register — (International) Biz bods STILL don’t patch hacker’s
delight Java and Flash. Websense reported that 81 percent of businesses run outdated
versions of Java and 40 percent run outdated versions of Flash, leaving many
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businesses vulnerable to popular exploits that can be used to steal data or disrupt
operations.
Source: http://www.theregister.co.uk/2013/09/10/java_flash_security snapshot/

31. September 10, Threatpost — (International) Adobe fixes code execution bugs in Flash,
Reader. Adobe released a set of patches for Flash and Reader, resolving several
security vulnerabilities, including memory corruption flaws and buffer overflows that
could allow code execution.

Source: http://threatpost.com/adobe-fixes-code-execution-bugs-in-flash-reader/102234

32. September 10, Softpedia — (International) Android malware uses SMTP to send
stolen information. F-Secure researchers identified a piece of Android malware,
Trojan:Android/SMSAgent.C, that uses SMTP servers to send back stolen information.
The malware collects phone numbers, SMS messages, and recorded audio.

Source: http://news.softpedia.com/news/Android-Malware-Uses-SMTP-to-Send-
Stolen-Information-381891.shtml

33. September 10, Softpedia — (International) 1,000 Japanese one-click fraud apps
published on Google Play in August 2013. Symantec reported that during August a
total of 2,500 one-click fraud apps were spotted on the Google Play store, with close to
1,000 of the malicious apps being uploaded by a suspected Japanese cybercrime group.
Source: http://news.softpedia.com/news/1-000-Japanese-One-Click-Fraud-Apps-
Published-on-Google-Play-in-August-2013-381669.shtml

34. September 9, Softpedia — (International) AVG warns of fake AVG antivirus apps
hosted on Google Play. AVG Technologies reported finding at least 33 fake versions
of the company’s antivirus app on Google Play. The fake apps change devices’ search
options and spam victims with advertisements.

Source: http://news.softpedia.com/news/AVG-Warns-of-Fake-AVG-Antivirus-Apps-
Hosted-on-Google-Play-381464.shtml

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: https://www.it-isac.org
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Communications Sector

35. September 9, WAFB 9 Baton Rouge — (Louisiana) Cox outage affects downtown BR.
Cox customers in downtown Baton Rouge lost cable television, Internet, and phone
services for several hours September 9 after an accident ruptured 3 fiber optic lines.
Source: http://www.bayoubuzz.com/louisiana-news/baton-rouge-news/item/526036-
cox-outage-affects-downtown-br
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Commercial Facilities Sector
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41.

September 10, WSAZ 3 Huntington — (Ohio) Guests escape overnight fire at
Chesapeake, Ohio motel. A September 10 fire at a Chesapeake, Ohio Traveler’s Motel
left 24 guests displaced and caused heavy smoke and water damage to the building.
Source: http://www.wsaz.com/news/headlines/BREAKING-NEWS-ALERT-Motel-
Evacuated-by-Fire-223084221.html

September 10, Newport News Daily News — (Virginia) Newport News officials
continue to look into cause of apartment blaze. Officials are looking into the cause of
a September 9 fire at the Ashton Green Apartment complex in Newport News, which
injured two people and possibly condemned 17 apartment units.

Source: http://www.dailypress.com/news/breaking/dp-cause-of-apartment-fire-in-
newport-news-to-be-determined,0,1901727.story

September 9, Associated Press — (California, Indiana) NFL stadium falls leave 1 fan
dead, 2 hurt. Authorities released information in the September 8 accidents at the San
Francisco 49ers and Indianapolis Colts stadiums. In California, a fan fell over a rail and
died while two fans were injured at the Indianapolis Colt-Raiders game after a railing
collapsed.

Source: http://news.yahoo.com/nfl-stadium-falls-leave-1-fan-dead-2-084604687--

spt.html

September 9, WRC-TV 4 Washington D.C. — (Virginia) Afghan national charged with
explosives possession. A naturalized U.S. citizen and Afghan national was charged
September 9 in Alexandria with possession of a crude homemade bomb after a cleaning
service discovered what appeared to be a bomb while cleaning his home March 2012.
Source: http://www.nbcwashington.com/news/local/Bomb-Squad-Searches-Vehicle-at-
Eden-Center-Falls-Church-222971001.html

September 9, McComb Enterprise Journal — (Mississippi) Bomb lobbed at theater.
McComb police are searching for the culprit who threw a chemical bomb containing
chemicals and brillo pads in a plastic bottle in front of the Pike County Theatre,
September 7.

Source: http://www.enterprise-journal.com/news/article 2ede4176-196f-11e3-b23d-
0019bb2963f4.html

September 9, Bergen Record — (New Jersey) Three-alarm apartment fire in Clifton
displaces 30, injures three. Firefighters ruled a six-unit Clifton apartment building
uninhabitable after a September 9 fire started on the second floor, led to three injuries,
and displaced between 25 and 30 residents.

Source: http://www.northjersey.com/clifton/Three-
alarm_apartment_fire_in_Clifton_displaces_30_injures_three.html



http://www.wsaz.com/news/headlines/BREAKING-NEWS-ALERT-Motel-Evacuated-by-Fire-223084221.html
http://www.wsaz.com/news/headlines/BREAKING-NEWS-ALERT-Motel-Evacuated-by-Fire-223084221.html
http://www.dailypress.com/news/breaking/dp-cause-of-apartment-fire-in-newport-news-to-be-determined,0,1901727.story
http://www.dailypress.com/news/breaking/dp-cause-of-apartment-fire-in-newport-news-to-be-determined,0,1901727.story
http://news.yahoo.com/nfl-stadium-falls-leave-1-fan-dead-2-084604687--spt.html
http://news.yahoo.com/nfl-stadium-falls-leave-1-fan-dead-2-084604687--spt.html
http://www.nbcwashington.com/news/local/Bomb-Squad-Searches-Vehicle-at-Eden-Center-Falls-Church-222971001.html
http://www.nbcwashington.com/news/local/Bomb-Squad-Searches-Vehicle-at-Eden-Center-Falls-Church-222971001.html
http://www.enterprise-journal.com/news/article_2ede4176-196f-11e3-b23d-0019bb2963f4.html
http://www.enterprise-journal.com/news/article_2ede4176-196f-11e3-b23d-0019bb2963f4.html
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42. September 8, WRTV 6 Indianapolis — (Indiana) Families displaced by apartment fire
on southwest side. A September 7 fire at an Indianapolis apartment building displaced
three families and left $300,000 in estimated damages to two apartment units.

Source: http://www.theindychannel.com/news/local-news/families-displaced-by-
apartment-fire-on-southwest-side

| Return to topl

Dams Sector

43. September 9, NJ.com — (New Jersey) Repairs to 400-year-old dam in Cranbury will
take 11 months, reduce traffic to one lane. The township of Cranbury announced that
the 400-year-old Brainerd Lake Dam will undergo a year-long $3.5 million
rehabilitation project beginning October 2013 and will replace or expand parts of the
structure as it addresses a breach in the dam’s foundation.

Source: http://www.nj.com/middlesex/index.ssf/2013/09/repairs_to_400-year-
old_dam_in_cranbury will _take 11 months reduce_traffic_to_one_lane_officials_say
html

| Return to topl
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