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Top Stories
An employee at Hardrock Excavating in Youngstown, Ohio, pleaded guilty August 29 to

dumping tens of thousands of gallons of fracking waste on at least 24 occasions into a
tributary of the Mahoning River. — Cleveland Plain Dealer (See item 2)

Three members of a New York-based brokerage firm pleaded guilty for their roles in a $66
million bribery scheme involving two Venezuelan state-owned economic development
banks. — South Florida Business Journal (See item 6)

A massive 11-alarm fire destroyed a Dietz & Watson cold storage facility Burlington
County, New Jersey September 1. — WCAU 10 Philadelphia (See item 16)

The U.S. Department of Justice announced August 29 that an Army sergeant based at Fort
Campbell pleaded guilty for taking payments from a trucking company representative to
facilitate the theft of 25 truckloads of fuel from a military base in Afghanistan. —

Associated Press(See item 33)
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Enerqy Sector

1. August 31, Detroit News — (Michigan) Blasts blow off manhole covers in downtown
Detroit. An explosion at an underground electrical substation caused several manhole
covers in the Detroit area to blow off and caused debris and smoke to fly into the air.
Residents were evacuated from nearby homes while officials investigated.

Source: http://www.detroitnews.com/article/20130831/METRO01/308310033/Blasts-
blow-off-manhole-covers-downtown-Detroit

2. August 29, Cleveland Plain Dealer — (Ohio) Youngstown man admits dumping toxic
fracking waste into Mahoning River. An employee at Hardrock Excavating in
Youngstown pleaded guilty August 29 to dumping tens of thousands of gallons of
fracking waste on at least 24 occasions into a tributary of the Mahoning River. The
employee told authorities he acted on the orders of his superior and ran a hose from the
20,000-gallon storage tanks to a nearby storm water drain and opened the release valve.
Source:
http://www.cleveland.com/metro/index.ssf/2013/08/youngstown_man_admits_dumpin
g.html#incart_river_default

For another story, see item 14
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Chemical Industry Sector

Nothing to report
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Nuclear Reactors, Materials, and Waste Sector

Nothing to report
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Critical Manufacturing Sector

3. September 1, WMAQ 5 Chicago — (Illinois) 9 hospitalized after formaldehyde gas
released at Elgin plant. Nine people were hospitalized at the Capsonic Corporation
facility in Elgin August 31 after an injection molding machine overheated and caused
chemical pellets to burn and release formaldehyde gas.

Source: http://www.nbcchicago.com/news/local/9-Hospitalized-After-Formaldehyde-
Gas-Exposure-221999921.html

4. August 31, New York Times — (National) Ford recalls 370,000 sedans. Ford announced
a recall of about 355,000 model year 2005-2011 Ford Crown Victoria, Mercury Grand
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Marquis, and Lincoln Town Car vehicles in the U.S. due to a corrosion problem that
could lead to loss of steering. The recall includes about 195,000 Crown Victoria police
models.

Source: http://wheels.blogs.nytimes.com/2013/08/31/ford-recalls-370000-sedans

[Return to top]

Defense Industrial Base Sector

Nothing to report
[Return to top]

Financial Services Sector

5. August 31, Softpedia — (International) Osprey Packs hacked, customer credit card
information stolen. Colorado-based Osprey Packs notified customers of its Pro Deal
Web site that attackers might have used malware to obtain access to customers’ credit
card numbers and expiration dates, shipping and email addresses, names, and phone
numbers.

Source: http://news.softpedia.com/news/Osprey-Packs-Hacked-Customer-Credit-Card-
Information-Stolen-379584.shtml

6. August 30, South Florida Business Journal — (International) Miami traders plead
guilty to $66M Venezuelan bank bribery scheme. Three members of New York-
based brokerage firm Direct Access Partners pleaded guilty for their roles in a $66
million bribery scheme involving two Venezuelan state-owned economic development
banks whose officials were bribed in exchange for securing bond trading business.
Source: http://www.bizjournals.com/southflorida/news/2013/08/30/miami-traders-
plead-to-66m-venezuelan.html?page=all

[Return to top]

Transportation Systems Sector

7. September 3, KLAS 8 Las Vegas — (Nevada) Motorcyclist killed in early morning
crash on U.S. 95. One person was killed in a fatal motorcycle accident that closed
three lanes of southbound U.S. Route 95 in Las Vegas for several hours September 3.
Source: http://www.8newsnow.com/story/23322532/breaking-news-one-dead-
following-motorcycle-accident

8. September 3, KFOR 4 Oklahoma City — (Oklahoma) Driver charged with
manslaughter, DUI in crash that killed one, injured 5. A multi-car accident in which
one person died and 5 others were injured closed Oklahoma State Highway 9 in
Norman for about 5 hours September 2. Authorities said the crash was alcohol-related
and one of the drivers was arrested and charged.
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Source: http://kfor.com/2013/09/03/labor-day-drunk-driving-accident-kills-one-5-to-
hospital/

September 3, WJLA 7 Washington, D.C. — (Virginia) Alexandria warehouse fire
reached six alarms. A six-alarm fire at an Alexandria warehouse used by construction
and recycling companies September 2 shutdown traffic for several hours on local roads.
An investigation into the cause of the fire is ongoing.

Source: http://www.wjla.com/articles/2013/09/firefighters-battling-alexandria-fire-
93494.html

September 2, WFOR 4 Miami — (Florida) 1-95 open after crash leaves 6 people
injured. A crash closed all southbound lanes of Interstate 95 near Miami Shores for
several hours September 1. Four out of the six injured were taken to a hospital.
Source: http://miami.cbslocal.com/2013/09/02/i-95-re-open-after-crash-leaves-6-
people-injured/

September 2, Valley Roadrunner — (California) Tour bus crashes enroute to Casino
Pauma. Authorities are investigating a tour bus crash that closed Pala Temecula Road
for several hours September 1. The bus was headed from Los Angeles to Casino Pauma
with 18 passengers on board.

Source: http://www.valleycenter.com/Articles-News-c-2013-09-02-84947.113122-
Tour-bus-crashes-enroute-to-Casino-Pauma.htmi

September 2, WCSC 5 Charleston — (South Carolina) Traffic back to normal on 1-26
near 1-95 interchange following accident. An accident shut down Interstate 26 in the
area of the Interstate 95 interchange in Dorchester County for several hours September
2.

Source: http://www.live5news.com/story/23319024/emergency-crews-responding-to-i-
26-accident-in-dorchester-co

September 1, Boston Herald — (Massachusetts) Tunnel fire shuts down Red Line
service in 4 stations. An overheated water-damaged cable caused damage to a subway
tunnel and shut down Red Line subway service between JFK and Park Stations in
Boston for several hours September 1.

Source:
http://bostonherald.com/news_opinion/local_coverage/2013/09/tunnel_fire_shuts_dow
n_red_line_service_in_4_stations

September 1, KMAX 31 Sacramento — (California) Tanker with 8K gallons of fuel
catches fire, driver dies. One person was killed in an August 31 fatal three-car crash in
which a tanker carrying 8,000 gallons of gas burst into flames and closed Mariposa
Road in Escalon through September 1.

Source: http://sacramento.cbslocal.com/2013/09/01/tanker-with-8k-gallons-of-fuel-
catches-fire-driver-dies/
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Food and Agriculture Sector
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September 3, KNBC 4 Los Angeles — (California) 3 hurt in ammonia spill at cheese
factory in South Gate. An ammonia spill prompted an evacuation at Saputo Cheese
USA in South Gate for nearly 2 hours September 3. Three plant workers were injured.
Source: http://www.nbclosangeles.com/news/local/Ammonia-Leak-Prompts-
Evacuation-at-South-Gate-Cheese-Factory-222161051.html

September 3, WCAU 10 Philadelphia — (New Jersey) 11-alarm fire guts Dietz &
Watson warehouse. A massive 11-alarm fire destroyed a Dietz & Watson cold storage
facility on Cooperstown Road in Burlington County September 1. Fire officials were
able to contain the blaze September 2, but it will likely continue to smolder for a few
days.

Source: http://www.nbcphiladelphia.com/news/local/2-Alarm-Fire-Rips-Through-
Dietz--Watson-Building-222001371.html

September 2, Food Safety News — (Wisconsin; Michigan; Ohio) Spartan Fresh Potato
Salad recalled for Listeria risk. A limited quantity of Spartan Fresh Selections
American Potato Salad in 16 ounce packages was recalled by Milwaukee-based
Garden-Fresh Foods, Inc. because it has the potential to be contaminated with Listeria
monocytogenes.

Source: http://www.foodsafetynews.com/2013/09/spartan-fresh-potato-salad-recalled-
for-listeria-risk/

September 2, Food Safety News — (National) Purina ONE beyOnd Dry Dog Food
recalled for Salmonella risk. A limited number of 3 and one half pound bags of
Purina ONE beyOnd Our White Meat Chicken & Whole Barley Recipe Adult Dry Dog
Food was recalled by Nestle Purina PetCare Company because one bag of the product
was found to be contaminated with Salmonella.

Source: http://www.foodsafetynews.com/2013/09/purina-one-beyond-dry-dog-food-
recalled-for-salmonella-risk/#.UiXwlpKkoOc

September 2, Food Safety News — (National) Chobani pulls yogurt cups, says no
recall. Chobani reportedly asked various grocery retailers in the U.S. to pull its yogurt
cups from shelves over quality concern issues stemming from customer reports of foul-
smelling, sour yogurt which some customers have alleged sickened them. The company
has not issued a formal recall and has not made clear which of its products are affected
by the quality concerns.

Source: http://www.foodsafetynews.com/2013/09/chobani-pulls-yogurt-cups-says-no-
recall/

August 31, Food Safety News — (California) Restaurant suspected source of San
Francisco E. coli outbreak. The San Francisco Department of Public Health has
begun investigating a 14-person E. coli outbreak that is reportedly linked to Burma
Superstar. While the outbreak source is unknown, Burma Superstar closed voluntarily
during the weekend of August 31.

Source: http://www.foodsafetynews.com/2013/08/restaurant-suspected-source-of-san-
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francisco-e-coli-outbreak/

21. August 31, Cape Cod Today — (Massachusetts) Vp outbreak shuts down Plymouth
County commercial oyster harvest. Commercial oyster harvesting in parts of
Plymouth County were shut down August 30 due to an outbreak of Vibrio
parahaemolyticus (Vp). This is the first closure due to Vp in Massachusetts and the
Department of Public Health is investigating over 40 reports of illnesses due to Vp.
Source: http://www.capecodtoday.com/article/2013/08/31/21457-vp-outbreak-shuts-
down-plymouth-county-commercial-oyster-harvest

22. August 30, Food Safety News — (Washington) Yakima County E. coli cases twice
normal level; source still unknown. Approximately 17 cases of E. coli were reported
so far in 2013 in Yakima County and health officials are still investigating the source of
the bacteria.

Source: http://www.foodsafetynews.com/2013/08/yakima-county-e-coli-cases-twice-
normal-level-common-source-still-unknown/

23. August 30, U.S. Food Safety and Inspection Service — (National) Texas firm recalls
canned pasta due to misbranding and undeclared allergen. Approximately 1,920
cans of SpaghettiOs with Meatballs were recalled by Texas-based Campbell’s Soup
Supply Company LLC due to misbranding and undeclared allergens.

Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-
alerts/recall-case-archive/archive/2013/recall-049-2013-release

[Return to top]

Water and Wastewater Systems Sector

24. September 1, Bainbridge Island Review— (Washington) Broken sewer pipe spilled
400,000 gallons of raw sewage into Puget Sound. A sewer main break August 30
caused between 400,000 to 450,000 gallons of raw sewage to flow into Puget Sound,
prompting authorities to post warning signs along Eagle Harbor, close beaches, and
suspend swimming and other water activities. Repairs to the main were completed
September 1.

Source: http://www.bainbridgereview.com/news/222028941.html

25. August 31, Springfield State Journal-Register— (Illinois) Main part of Chatham water
treatment process complete. The South Sangamon Water Commission completed a
chemical treatment process to remove lime buildup from their pipes after a new water
treatment plant became functional May 2012.

Source: http://www.sj-r.com/top-stories/x1837079983/Main-part-of-Chatham-water-
treatment-process-complete

26. August 30, Ann Arbor Political Reporter— (Michigan) Raw sewage spills into Huron
River in Nichols Arboretum after sewer pipe clogs. Ann Arbor officials reported tree
roots clogged a sewer pipe at the Nichols Arboretum August 29 causing an
undetermined amount of raw sewage to flow in Huron River and prompting city crews

-6-
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to initiate repairs. Additional reports indicate the flow could have begun as early as
August 22.

Source: http://www.annarbor.com/news/raw-sewage-spills-into-huron-river-in-nichols-
arboretum-after-sewer-pipe-clogs

August 30, Pittsburgh Tribune Review— (Pennsylvania) Mosquito found at Green
County sewage plant tests positive for West Nile Virus. Authorities announced
August 30 that a mosquito caught at the Rices Landing Sewage Treatment Plant August
8 tested positive for the West Nile Virus, prompting the Pennsylvania Department of
Environmental Protection to apply a larvacide at the plant and collect additional
samples within a 1-mile radius.

Source: http://triblive.com/news/adminpage/4622623-74/mosquito-plant-virus

August 30, Middleton Tri-Town Transcript— (Massachusetts) Third positive result of
West Nile virus confirmed in Middleton. Massachusetts Department of Public Health
officials announced August 30 that they identified the third West Nile Virus-positive
mosquito pool for Middleton from collection traps placed near the Danvers Water
Treatment Plant, prompting area spraying and urging citizens to take precautions to
avoid mosquito bites.

Source: http://www.wickedlocal.com/middleton/topstories/x914317934/Third-positive-
result-of-West-Nile-virus-confirmed-in-Middleton

For another story, see item 2

Healthcare and Public Health Sector
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29.

August 31, St. Louis Post-Dispatch — (Missouri) St. Anthony’s doctor’s laptop stolen
with patient information. St. Anthony’s doctors’ group notified 2,600 nursing home
patients after they discovered a laptop computer and flash drive containing their
personal information was stolen from a doctor’s car July 29, the South County hospital
reported. Police are working with the hospital to investigate the theft.

Source: http://www.stltoday.com/lifestyles/health-med-fit/health/health-matters/st-
anthony-s-doctor-s-laptop-stolen-with-patient-information/article_e236e6el-b274-
5591-84f4-c515ff655b04.html

Government Facilities Sector

30. September 2, KNTV 11 San Jose — (California) Rim Fire near Yosemite now 70

percent contained, marijuana grow possibly to blame. Crews reached 70 percent
containment September 2 of California’s Rim Fire after burning through 235,841 acres
with full containment still expected by September 20.

Source: http://www.nbcbayarea.com/news/local/Rim-Fire-Near-Yosemite-Now-60-
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Percent-Contained-222058621.html

August 31, Winston-Salem Journal — (North Carolina) 18-year-old charged in
shooting at Carver. A student was in custody August 30 after he shot and injured
another student outside Carver High School in North Carolina during a fire drill. The
shooting was the result of an ongoing dispute between the two students, police said in a
statement.

Source: http://www.journalnow.com/news/local/article_247ee7d0-11a4-11e3-b183-
001a4bcf6878.html

August 31, Associated Press — (International) Man arrested for threats against
Hawaii Rep. A man was arrested in Tijuana, Mexico, August 28 after he made alleged
threats against a Hawaii representative. The suspect will be transported to Washington,
D.C. after his initial court appearance.

Source: http://www.lasvegassun.com/news/2013/aug/31/dc-gabbard-threats/

August 30, Associated Press — (International) Fort Campbell soldier pleads guilty in
fuel scam. The U.S. Justice Department announced August 29 that an Army sergeant
based at Fort Campbell pleaded guilty for taking payments from a trucking company
representative to facilitate the theft of 25 truckloads of fuel from a military base in
Afghanistan. The total amount of loss to the U.S. was over $400,000.

Source: http://www.military.com/daily-news/2013/08/30/fort-campbell-soldier-pleads-
quilty-in-fuel-scam.html?comp=7000023468004&rank=1

August 30, Associated Press — (Pennsylvania) 3 plead guilty in $700K school
vandalism. After causing $700,000 in damages to Youngsville High School in Warren
County, Pennsylvania, three graduates pleaded guilty August 29 to vandalism and
agreed to pay for the damage as part of their sentencing.

Source: http://www.vindy.com/news/2013/aug/30/3-plead-quilty-in-700k-school-
vandalism/

Emergency Services Sector

[Return to top]
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September 1, WSMV 4 Nashville — (Tennessee) One dead, five injured in middle
Tenn. crash involving stolen police cruiser. One person was killed and four other
were injured August 31 after a woman driving a stolen police cruiser allegedly hit a car
and crashed into a Marathon gas station pump in Fayetteville.

Source: http://www.wbir.com/news/article/286823/2/One-dead-five-injured-in-middle-
Tenn-crash-involving-stolen-police-cruiser

For another story, see item 4

Information Technology Sector
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September 2, Softpedia — (International) Digital Product Delivery hit by DDoS
attack. E-commerce service provider Digital Product Delivery was hit by a distributed
denial of service (DDoS) attack September 2. The attack disrupted service to customers
before normal operations were restored.

Source: http://news.softpedia.com/news/Digital-Product-Delivery-Hit-by-DDOS-
Attack-9-2-2013-379977.shtml

September 2, CNET — (International) Facebook flaw allowed hackers to delete posted
photos. Facebook fixed a critical flaw in its Support Dashboard that could allow an
attacker to delete photos without the owner’s knowledge.

Source: http://news.cnet.com/8301-1009 3-57600991-83/facebook-flaw-allowed-
hackers-to-delete-posted-photos/

August 30, Softpedia — (International) VMware fixes DoS vulnerability in ESXi and
ESX. VMware update VMware ESX and ESXi in order to close a Network File Copy
vulnerability that could be used in a denial of service (DoS) attack.

Source: http://news.softpedia.com/news/VMware-Fixes-DOS-Vulnerability-in-ESXi-
and-ESX-379472.shtml

August 30, Softpedia — (International) Cybercriminals attach disassembled malware
to malicious emails. Researchers at Symantec observed a targeted email attack
technique that contains malware disassembled into several components that
reassembles when a shortcut file is launched, helping the malware evade detection.
Source: http://news.softpedia.com/news/Cybercriminals-Attach-Disassembled-
Malware-to-Malicious-Emails-379336.shtml

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: https://www.it-isac.org

[Return to top]

Communications Sector

[Return to top]

40. August 29, KCAU 9 Sioux City— (lowa) 16,000 Cable One customers lost phone and

internet services Thursday. Two separate circuit-related problems caused a four hour
outage August 29 in the Sioux City area that caused 16,000 Cable One customers to
lose phone and Internet services before the problem was fixed.

Source: http://www.kcautv.com/story/23292639/cable-one-experiencing-phone-and-
internet-outage

Commercial Facilities Sector
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41.

42.

43.

44,

45.

46.

47.

September 3, WHDH 7 Boston- (Rhode Island) Apartments evacuated after flash
flood. Heavy rainfall September 2 left an entire Cranston neighborhood under 4 feet of
water, prompting emergency services to rescue residents from two apartment buildings
by boat. A firefighter was hospitalized during the rescues after a first floor collapsed
due to the basement flooding.

Source: http://www.cw56.com/news/articles/local/rhode-
island/10011585969290/apartments-evacuated-after-flash-flood/

September 3, Delaware News Journal— (Delaware) Fire at Bear apartment building
injures one, leaves dozens homeless. Fire officials are looking into a two-alarm fire at
an apartment building in the Village of Canterbury apartment complex in Bear,
Delaware, which left one man critically injured and displaced dozens. The cause and
estimated damages of the fire are unknown.

Source: http://www.delawareonline.com/article/20130903/NEWS06/309030050/Fire-
Bear-apartment-building-injures-one-leaves-dozens-homeless

September 2, Mesabi Daily News— (Minnesota) Cook motel damaged in fire; no one
injured. A September 1 fire at the Vermilion Motel in Cook caused an estimated
$500,000 in damages and displaced all occupants of the 17-room motel.

Source: http://www.virginiamn.com/news/local/article_2c400ba6-1448-11e3-a44b-
001a4bcf887a.html

August 31, WJT 12 Jackson— (Mississippi) 1 dead, 1 injured in Camelot Apartment
shooting. Jackson police arrested and charged a man with murder August 31 in
connection with a shooting at the Camelot Apartments that left one dead and another in
life-threatening condition at a local hospital.

Source: http://www.wjtv.com/story/23309213/1-dead-1-injured-in-camelot-apartments-

shooting

August 31, Los Angeles Times— (California) One dead, one injured in Hawaiian
Gardens shooting. Los Angeles authorities are investigating the August 31 shooting of
two men at the Hawaiian Gardens Apartments which left one dead and the other
injured.

Source: http://www.latimes.com/local/lanow/la-me-In-hawaiian-gardens-shooting-
20130831,0,5724747 .story

August 31, Lake Forest Patch— (California) Apartment complex fire injures 2
firefighters, displaces 25 residents. Orange County officials reported that two
firefighters were injured in an August 31 three-alarm Lake Forest apartment building
fire that displaced 25 residents and damaged four of the eight units at the complex.
Source: http://lakeforest-ca.patch.com/groups/police-and-fire/p/apartment-complex-
fire-injures-2-firefighters-displaces-25-residents

August 31, Associated Press— (Oregon) Apartment fire in Portland suburb injures 1,
displaces 40 residents; oil in frying pan blamed. All 16 units at the Country Oaks
Apartments in Beaverton were damaged in an August 30 cooking oil fire that caused an
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48.

estimated $480,000 in damages, injured one person, and displaced 40 others.
Source:
http://www.therepublic.com/view/story/9b163cecccd846e7a74075f07e426ce4/OR--
Apartment-Fire

August 31, Winchester Star— (Virginia) Cause of fire that displaced 20 families,
injured 2 firefighters in Bellview apartments released. A child was believed to have
unintentionally set a fire at a Winchester apartment building which injured two
firefighters, caused an unknown amount of damage to at least 16 apartments, and
displaced 20 families.

Source: http://www.winchesterstar.com/article/83013fire

Dams Sector

[Return to top]

49.

50.

August 31, LaCrosse Tribune— (Wisconsin) West Salem’s Neshonoc Dam gets
upgrade. Repair work to the 75-year-old Neshonoc Dam is underway and will last 3
weeks as $60,000 of repairs addresses leaks in the weakened West Salem dam.
Source: http://lacrossetribune.com/news/local/neshonoc-dam-gets-
upgrade/article_b05396e0-11f7-11e3-bac4-001a4bcf887a.html

August 30, KWGS 89.5FM Tulsa— (Oklahoma) Lock on major Oklahoma shipping
route reopens. The U.S. Army Corps of Engineers reopened the farthest upstream lock
on the McClellan-Kerr Arkansas River Navigation System August 30 after a week’s
worth of repairs following the discovery of additional damage to the lock, Dam 18, and
portions of the gates.

Source: http://publicradiotulsa.org/post/lock-major-oklahoma-shipping-route-reopens
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About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday through Friday]
summary of open-source published information concerning significant critical infrastructure issues. The DHS Daily
Open Source Infrastructure Report is archived for 10 days on the Department of Homeland Security Web site:
http://www.dhs.gov/IPDailyReport

Contact Information

Content and Suggestions: Send mail to cikr.productfeedback@hg.dhs.gov or contact the DHS
Daily Report Team at (703) 942-8590

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow
instructions to Get e-mail updates when this information changes.

Removal from Distribution List: Send mail to support@govdelivery.com.

Contact DHS

To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201.

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit
their Web page at www.us-cert.gov.

Department of Homeland Security Disclaimer

The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source
material.
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