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Top Stories 

 A New York man pleaded guilty to his role in a $200 million international credit card fraud 

operation involving at least 22 individuals in three States. – Newark Star-Ledger (See item 

6)  
 

 Power feed failures August 7 caused an outage at the Bissell Point Wastewater Treatment 

Plant in north St. Louis and led to 3.5 million gallons of untreated wastewater discharging 

into the Mississippi River. – KMOW 4 St. Louis (See item 25)  

 Evacuations were ordered for several communities after a wildfire broke out August 7 in 

the mountains near Banning, California, and burned over 6,000 acres. – Associated Press 

(See item 26)  

 Cisco issued an advisory after a serious vulnerability in its TelePresence system caused by 

default credentials in the system that could be used by an attacker to gain complete control 

of the Web server on which the system is running. – Threatpost (See item 36)  
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Energy Sector 
 

1. August 8, Appleton Post-Crescent – (Wisconsin) 25,000 still without power as storm 

cleanup continues; governor visiting New London. We Energies crews worked to 

restore power to the remaining 25,000 customers in Wisconsin after a severe storm 

August 7 knocked out service to nearly 60,000 customers during the peak of the outage. 

Source: http://www.postcrescent.com/viewart/20130808/APC0101/308080228/25-000-

without-power-Walker-visiting-New-London-update-video-photos- 

 

[Return to top]  

 

Chemical Industry Sector 

       Nothing to report 

 

[Return to top] 

 

Nuclear Reactors, Materials, and Waste Sector 
 

        Nothing to report 

 

[Return to top]  

 

Critical Manufacturing Sector 

2. August 7, Reuters – (National) Toyota recalling 342,000 Tacoma pickups for seat 

belt problem. Toyota announced a recall of 342,000 model year 2004-2011 Tacoma 

Access Cab vehicles due to the possibility of a screw to come loose which could cause 

seat belts to malfunction.  

Source: http://www.chicagotribune.com/classified/automotive/sns-rt-us-autos-toyota-

recall-20130807,0,5385486.story 

 

3. August 7, U.S. Department of Labor – (Alabama) Hanna Steel Corp. in Northport, 

Ala, cited for repeat, serious safety violations by the US Department of Labor’s 

OSHA; $117,500 in proposed fines. The Occupational Safety and Health 

Administration cited Hanna Steel Corp. with 15 safety violations, 2 of them repeat 

violations, at its Northport facility and proposed fines of $117,500.  

Source: 

https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEA

SES&p_id=24498 

 

4. August 7, U.S. Department of Labor – (Ohio) US Labor Department’s OSHA fines 

Spectrum Machine $188,300 for exposing workers to lead hazards at Ravenna, 

Ohio manufacturing plant. The Occupational Safety and Health Administration cited 

Spectrum Machine Inc. with 13 health violations, 3 of which were willful violations, at 

its Ravenna facility. Proposed fines totaled $188,300.  

http://www.postcrescent.com/viewart/20130808/APC0101/308080228/25-000-without-power-Walker-visiting-New-London-update-video-photos-
http://www.postcrescent.com/viewart/20130808/APC0101/308080228/25-000-without-power-Walker-visiting-New-London-update-video-photos-
http://www.chicagotribune.com/classified/automotive/sns-rt-us-autos-toyota-recall-20130807,0,5385486.story
http://www.chicagotribune.com/classified/automotive/sns-rt-us-autos-toyota-recall-20130807,0,5385486.story
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=24498
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Source: 

https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEA

SES&p_id=24501 
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Defense Industrial Base Sector 
 

Nothing to report 

 

[Return to top]  

 

Financial Services Sector 

5. August 8, The Register – (International) ‘Hand of Thief’ banking trojan reaches for 

Linux – for only $2K. A banking trojan called “Hand of Thief” targeting Linux users 

was found for sale for $2,000 in underweb forums, according to a researchers from 

RSA. The trojan includes form-grabbers for several browsers, routines to block access 

to security updates and measures, and virtual machine detection to avoid analysis  

Source: http://www.theregister.co.uk/2013/08/08/linux_banking_trojan/ 

6. August 7, Newark Star-Ledger – (International) More defendants plead guilty in 

massive, $200M credit card fraud. A New York man pleaded guilty to his role in a 

$200 million credit card fraud operation involving at least 22 individuals. Defendants 

charged thus far include individuals in New York, New Jersey, and Pennsylvania, and 

are accused of wiring millions of dollars to Pakistan, India, China, and the United Arab 

Emirates.  

Source: 

http://www.nj.com/news/index.ssf/2013/08/four_more_defendants_plead_guilty_in.ht

ml 

 

7. August 7, Tampa Tribune – (Florida; New York) Sarasota sheriff: New York pair 

jailed in credit card fraud scheme. Two individuals from New York were arrested in 

Sarasota County, Florida, and accused of using fraudulent credit cards to make 

purchases. Police found them in possession of more than 50 credit cards, around $3,000 

of gift cards, a card cloning machine, and a thumb drive with stolen card information 

on it.  

Source: http://tbo.com/news/crime/sarasota-sheriff-new-york-pair-jailed-in-credit-card-

fraud-scheme-20130807/ 

 

8. August 7, Panama City News Herald – (Florida) Coastal Community Bank officials 

charged with fraud by feds. Three executives at the failed Coastal Community 

Investments holding company were charged with defrauding the Federal Deposit 

Insurance Corporation (FDIC) of $4 million after the company took out a $3 million 

dollar loan, then used fraudulent information to take out a second loan through an FDIC 

program to pay the first but also failed to repay the second loan.  

 

https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=24501
http://www.theregister.co.uk/2013/08/08/linux_banking_trojan/
http://www.nj.com/news/index.ssf/2013/08/four_more_defendants_plead_guilty_in.html
http://tbo.com/news/crime/sarasota-sheriff-new-york-pair-jailed-in-credit-card-fraud-scheme-20130807/
http://tbo.com/news/crime/sarasota-sheriff-new-york-pair-jailed-in-credit-card-fraud-scheme-20130807/
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Source: http://www.newsherald.com/news/crime-public-safety/coastal-community-

bank-officials-charged-with-fraud-by-feds-1.183250?page=0 

 

[Return to top]  

 

Transportation Systems Sector 

 
9. August 8, WBIR 10 Knoxville – (Tennessee) Truck driver comes to the rescue 

following I-40 crash. An August 7 crash involving seven vehicles closed all lanes on 

Interstate 40 in Cocke County near Hartford for nearly 16 hours. Officials closed both 

sides of Interstate 40 to put out a fire that started after three tractor trailers collided and 

two became engulfed in flames. 

Source: http://www.wbir.com/news/article/283581/2/Family-survives-fiery-crash-that-

shut-down-I-40 

 

10. August 7, KFSN 30 Fresno – (California) Overturned big rig closes HWY 99 near 

Delano. A big rig carrying unknown hazardous materials overturned and prompted 

authorities to close northbound Highway 99 north of Delano, California, for several 

hours August 7.  

Source: http://abclocal.go.com/kfsn/story?section=news/local&id=9197834 

 

11. August 7, Jackson County Chronicle – La Crosse Tribune – (Wisconsin) Fiery semi 

accident closes I-94 portion for three hours. An accident involving two semi-trucks 

closed a portion of Interstate 94 near Black River Falls for 3 hours August 7.  

Source: http://lacrossetribune.com/jacksoncochronicle/news/latest/fiery-semi-accident-

closes-i--portion-for-three-hours/article_9cb25032-ffa9-11e2-a6a1-0019bb2963f4.html 

 

12. August 7, Associated Press; KWCH 12 Wichita – (Missouri) Crash spills hogs onto 

the highway. A collision in which a truck crashed into a tractor-trailer carrying dozens 

of pigs resulted in the animals being scattered across the roadway and prompted 

authorities to close the southbound lanes of Interstate 35 in Cameron, Missouri, for 

several hours August 7.  

Source: http://www.kwch.com/kwch-news-jlr-crash-spills-hogs-onto-the-highway-

20130807,0,419766.story 

13. August 7, Florida Today – (Florida) FHP: One dead after I-95 crash near 

Rockledge. One person was killed in a fatal crash that shut down southbound lanes of 

Interstate 95 near Rockledge for 2 hours August 7.  

Source: http://www.floridatoday.com/article/20130807/NEWS01/130807015/FHP-

One-dead-after-95-crash-near-Rockledge 

 

14. August 7, Chippewa Herald – (Wisconsin) Crash near Cornell kills Chippewa Falls 

man. A fatal crash involving a semi-truck closed both directions of Highway 27 near 

Cornell, Wisconsin, for nearly 4 hours August 7.  

Source: http://chippewa.com/news/local/crash-near-cornell-kills-chippewa-falls-

 

http://www.newsherald.com/news/crime-public-safety/coastal-community-bank-officials-charged-with-fraud-by-feds-1.183250?page=0
http://www.newsherald.com/news/crime-public-safety/coastal-community-bank-officials-charged-with-fraud-by-feds-1.183250?page=0
http://www.wbir.com/news/article/283581/2/Family-survives-fiery-crash-that-shut-down-I-40
http://www.wbir.com/news/article/283581/2/Family-survives-fiery-crash-that-shut-down-I-40
http://abclocal.go.com/kfsn/story?section=news/local&id=9197834
http://lacrossetribune.com/jacksoncochronicle/news/latest/fiery-semi-accident-closes-i--portion-for-three-hours/article_9cb25032-ffa9-11e2-a6a1-0019bb2963f4.html
http://lacrossetribune.com/jacksoncochronicle/news/latest/fiery-semi-accident-closes-i--portion-for-three-hours/article_9cb25032-ffa9-11e2-a6a1-0019bb2963f4.html
http://www.kwch.com/kwch-news-jlr-crash-spills-hogs-onto-the-highway-20130807,0,419766.story
http://www.kwch.com/kwch-news-jlr-crash-spills-hogs-onto-the-highway-20130807,0,419766.story
http://www.floridatoday.com/article/20130807/NEWS01/130807015/FHP-One-dead-after-95-crash-near-Rockledge
http://www.floridatoday.com/article/20130807/NEWS01/130807015/FHP-One-dead-after-95-crash-near-Rockledge
http://chippewa.com/news/local/crash-near-cornell-kills-chippewa-falls-man/article_8fede248-ffb4-11e2-9332-001a4bcf887a.html
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man/article_8fede248-ffb4-11e2-9332-001a4bcf887a.html 

 

15. August 7, Chippewa Herald – (Wisconsin) Storm closes Hwy. 124 for several hours. 

A severe thunderstorm shut down all lanes of Highway 124 in Chippewa County for 

several hours August 7.  

Source: http://chippewa.com/news/local/storm-closes-hwy-for-several-

hours/article_4624abc2-ff70-11e2-a7b6-001a4bcf887a.html 

 

16. August 7, Visalia Times-Delta/ Tulare Advance-Register – (California) CHP opens all 

NB 99 lanes after nearly 10-hour closure. A big rig hauling a trailer crashed and 

spilled a corrosive substance, which prompted authorities to close all northbound lanes 

on Highway 99 in the Visalia area for nearly 10 hours August 7.  

Source: 

http://www.visaliatimesdelta.com/article/20130807/NEWS01/130807003/CHP-opens-

all-NB-99-lanes-after-nearly-10-hour-closure 

 

17. August 7, KTRK 13 Houston – (Texas) Big rig accident shut down I-45 near Willis 

for hours. A fiery big rig crash shut down all southbound lanes of the Interstate 45 near 

Willis for over 7 hours August 7. 

Source: http://abclocal.go.com/ktrk/story?section=resources/traffic&id=9198133 

[Return to top]  

 

Food and Agriculture Sector 

18. August 8, Food Safety News – (Massachusetts) At least 27 sickened with Salmonella 

after eating at Clover restaurants. According to the Massachusetts Department of 

Public Health the number of customers sickened with Salmonella after dining at Clover 

Food Lab locations in Massachusetts has risen to 27.  

Source: http://www.foodsafetynews.com/2013/08/at-least-27-sickened-with-

salmonella-from-bostons-clover-restaurants/ 

 

19. August 8, Food Safety News – (Massachusetts) Wellesley Supermarkets cleared in E. 

coli investigation. The Wellesley Health Department in Massachusetts stated that no 

local supermarkets were involved in three E. coli infections that occurred in the 

community in June. Health department sources were not able to comment on whether 

the investigation remains open or whether the pathogen’s source was determined. 

Source: http://www.foodsafetynews.com/2013/08/wellesley-supermarkets-cleared-in-e-

coli-investigation/ 

 

20. August 7, U.S. Department of Labor – (Texas) BCW Food Products in Dallas cited 

by US Department of Labor's OSHA for failing to protect workers from 

amputation hazards. The U.S. Department of Labor's Occupational Safety and Health 

Administration cited BCW Food Products Inc. in Dallas with three safety violations 

and proposed penalties of $66,900 after a worker's left arm was amputated by an 

industrial screw conveyor while cleaning the inside of a packaging machine. 

Source: 

http://chippewa.com/news/local/crash-near-cornell-kills-chippewa-falls-man/article_8fede248-ffb4-11e2-9332-001a4bcf887a.html
http://chippewa.com/news/local/storm-closes-hwy-for-several-hours/article_4624abc2-ff70-11e2-a7b6-001a4bcf887a.html
http://chippewa.com/news/local/storm-closes-hwy-for-several-hours/article_4624abc2-ff70-11e2-a7b6-001a4bcf887a.html
http://www.visaliatimesdelta.com/article/20130807/NEWS01/130807003/CHP-opens-all-NB-99-lanes-after-nearly-10-hour-closure
http://abclocal.go.com/ktrk/story?section=resources/traffic&id=9198133
http://www.foodsafetynews.com/2013/08/at-least-27-sickened-with-salmonella-from-bostons-clover-restaurants/
http://www.foodsafetynews.com/2013/08/at-least-27-sickened-with-salmonella-from-bostons-clover-restaurants/
http://www.foodsafetynews.com/2013/08/wellesley-supermarkets-cleared-in-e-coli-investigation/
http://www.foodsafetynews.com/2013/08/wellesley-supermarkets-cleared-in-e-coli-investigation/
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https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEA

SES&p_id=24507 

 

21. August 6, U.S. Food and Drug Administration – (New York) Gold Star Fish Corp. 

issues an alert on Listeria in Baltic Treasures, Norwegian style Matjes, 

Marinella”Delicatessnaya”, Jewish Style Matjes, Traditional Russian Matjes, and 

Rybacka Wies Matjes brands of herring fillets in oil. The following products; Baltic 

Treasures, Norwegian Style Matjes, Marinella "Delicatessnaya", Jewish Style Matjes, 

Traditional Russian Matjes, and Rybacka Wies Matjes brands of herring fillets in oil 

were recalled by New York-based Gold Star Fish Corporation due to contamination or 

possible contamination with Listeria monocytogenes.  

Source: http://www.fda.gov/Safety/Recalls/ucm364260.htm 

 

      For another story, see item 12 

 

[Return to top]  

 

Water and Wastewater Systems Sector 

22. August 7, U.S. Environmental Protection Agency – (New Jersey) Dredging begins to 

remove 20,000 cubic yards of highly contaminated mud from Lyndhurst section of 

the Passaic River; $20 million project to be paid by various companies. Federal and 

State officials reported August 7 that a $20 million cleanup of a half-mile stretch of the 

Passaic River in New Jersey began recently and will include 20,000 cubic yards of highly 

contaminated mud being removed from the river. An investigation into the cause of the 

contamination indicated as many as 70 companies may be responsible for contaminating 

the Lower Passaic River.  

Source: 

http://yosemite.epa.gov/opa/admpress.nsf/0/C35D798C60E7854285257BC0005497D3  

 

23. August 7, Associated Press – (Vermont) Vt. Wastewater plant dumps 500k gallons 

into river. Worker error was the cause of a 500,000 gallon partially treated sewage spill 

into Vermont’s Winooski River August 2. The Essex Junction wastewater treatment plant 

is now operating properly. 

Source: http://www.boston.com/news/local/vermont/2013/08/07/wastewater-plant-

dumps-gallons-into-river/5sMfh0aLG5ZvQo3ma4UqvJ/story.html  

 

24.  August 7, WICU 12 Erie – (Pennsylvania) Fire breaks out at Erie water works pump 

house. A fire that was contained August 7 to the roof of the Wasielewski Water 

Treatment Plant in Millcreek Township shut down the plant after water was believed to 

have damaged the building’s contents. The Chestnut Plant was brought back up with no 

expected loss of service as the Wasielewski plant remained closed until it can be 

investigated and assessed by Erie Water Works. 

Source: http://www.erietvnews.com/story/23078323/fire-breaks-out-at-erie-water-works-

pump-house  

 

25. August 7, KMOW 4 St. Louis – (Missouri) Gallons of sewage flows into Mississippi 

https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=24507
http://www.fda.gov/Safety/Recalls/ucm364260.htm
http://yosemite.epa.gov/opa/admpress.nsf/0/C35D798C60E7854285257BC0005497D3
http://www.boston.com/news/local/vermont/2013/08/07/wastewater-plant-dumps-gallons-into-river/5sMfh0aLG5ZvQo3ma4UqvJ/story.html
http://www.boston.com/news/local/vermont/2013/08/07/wastewater-plant-dumps-gallons-into-river/5sMfh0aLG5ZvQo3ma4UqvJ/story.html
http://www.erietvnews.com/story/23078323/fire-breaks-out-at-erie-water-works-pump-house
http://www.erietvnews.com/story/23078323/fire-breaks-out-at-erie-water-works-pump-house
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River after plant power outage. Power feed failures August 7 caused an outage at the 

Bissell Point Wastewater Treatment Plant in north St. Louis and led to 3.5 million gallons 

of untreated wastewater discharging into the Mississippi River.  

Source: http://www.kmov.com/news/local/Power-Outage-Causes-Discharge-Into-

Mississippi-River---218775511.html 

 

[Return to top]  

 

Healthcare and Public Health Sector 

       Nothing to report 

 

[Return to top]  

 

Government Facilities Sector 

26. August 8, Associated Press – (California) 3 hurt in S. California wildfire; some can’t 

evacuate. Evacuations were ordered for several communities after a wildfire broke out 

August 7 in the mountains near Banning and burned over 6,000 acres. Three people 

were injured and about a dozen structures were damaged or destroyed. 

Source: http://news.msn.com/us/3-hurt-in-s-california-wildfire-some-cant-evacuate 

 

27. August 8, Associated Press – (Missouri) Campground evacuated, some water 

rescues in SW Missouri. Flash flooding prompted authorities to evacuate 

campgrounds in Roaring River State Park and a campground near Blue Eye in Missouri 

August 8.  

Source: http://stlouis.cbslocal.com/2013/08/08/campground-evacuated-water-rescues-

missouri/ 

 

28. August 8, Virginian-Pilot – (Virginia) Network outage cripples Chesapeake City 

Hall. Communication services including email, telephone services, and online services 

were down for several hours August 7 at the Chesapeake City Hall in Virginia due to 

an apparent failure in the computer network. 

Source: http://hamptonroads.com/2013/08/network-outage-cripples-chesapeake-city-

hall 

 

29. August 7, Riverhead Patch – (New York) Cops: 4 children, 4 adults injured in school 

bus accident, none seriously. A school bus heading to the Long Island Aquarium rear-

ended a truck August 7 in Riverhead and left 4 students and 5 adults injured.  

Source: http://riverhead.patch.com/groups/police-and-fire/p/cops-no-serious-injuries-

in-main-street-school-bus-accident 

 

30. August 7, Baltimore Sun – (Maryland) FBI investigating apparent bomb threat left 

at representative’s office. A Maryland congressman’s office was evacuated for several 

hours August 7 after staff members discovered 10 globs of  a putty-like substance and 

wiring on the door. A bomb squad cleared the scene and officials stated the suspicious 

object was not hazardous. 

http://www.kmov.com/news/local/Power-Outage-Causes-Discharge-Into-Mississippi-River---218775511.html
http://www.kmov.com/news/local/Power-Outage-Causes-Discharge-Into-Mississippi-River---218775511.html
http://news.msn.com/us/3-hurt-in-s-california-wildfire-some-cant-evacuate
http://stlouis.cbslocal.com/2013/08/08/campground-evacuated-water-rescues-missouri/
http://stlouis.cbslocal.com/2013/08/08/campground-evacuated-water-rescues-missouri/
http://hamptonroads.com/2013/08/network-outage-cripples-chesapeake-city-hall
http://hamptonroads.com/2013/08/network-outage-cripples-chesapeake-city-hall
http://riverhead.patch.com/groups/police-and-fire/p/cops-no-serious-injuries-in-main-street-school-bus-accident
http://riverhead.patch.com/groups/police-and-fire/p/cops-no-serious-injuries-in-main-street-school-bus-accident
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Source: http://www.baltimoresun.com/news/maryland/crime/blog/bs-md-cummings-

suspicious-substance-2-20130807,0,814851.story 

 

31. August 7, KYW-TV 3 Philadelphia – (Pennsylvania) 3 injured in gas leak, fire at 

Rosemont College. Evening classes at Rosemont College in Montgomery County, 

Pennsylvania, were cancelled August 7 after three people were injured when a 

contractor accidentally struck a gas main that ignited a fire.  

Source: http://philadelphia.cbslocal.com/2013/08/07/2-injured-in-gas-leak-fire-at-

rosemont-college/ 

 

32. August 7, Ventura County Star – (California) University Park, damaged by Springs 

Fire, reopens. Officials at California State University Channel Islands reopened 

University Park the week of August 5 after the Springs Fire burned through as much as 

75 percent of the park. 

Source: http://www.vcstar.com/news/2013/aug/07/university-park-damaged-by-

springs-fire-reopens/ 

 

33. August 7, Fresno Bee – (California) Aspen fire reported 80% contained. Firefighters 

reached 80 percent containment August 7 of the 21,931-acre Aspen Fire burning north 

of Huntington Lake.  

Source: http://www.fresnobee.com/2013/08/07/3429755/aspen-fire-reported-80-

contained.html 

 

34. August 7, El Paso Times – (Texas) Sul Ross State University lockdown lifted after 

unconfirmed reports of gunman (updated). Police locked down Sul Ross State 

University in Texas for over 3 hours August 7 after reports of a man allegedly carrying 

a rifle on campus. Officials gave an all clear after conducting a search of the campus, 

while the university cancelled classes and closed offices. 

Source: http://www.elpasotimes.com/newupdated/ci_23810828/odessa-american-sul-

ross-state-university-lockdown-after  

 

 [Return to top]  

 

Emergency Services Sector 
 

       Nothing to report 

 [Return to top]  

 

Information Technology Sector 

35. August 8, The Register – (International) HP plugs password-leaking printer flaw. HP 

released patches for several models of LaserJet Pro printers that closes a vulnerability 

caused by hardcoded URLs in the printers’ firmware which could allow an attacker to 

extract plaintext user passwords.  

Source: 

http://www.theregister.co.uk/2013/08/08/hp_plug_password_leaking_printer_vuln/ 

http://www.baltimoresun.com/news/maryland/crime/blog/bs-md-cummings-suspicious-substance-2-20130807,0,814851.story
http://www.baltimoresun.com/news/maryland/crime/blog/bs-md-cummings-suspicious-substance-2-20130807,0,814851.story
http://philadelphia.cbslocal.com/2013/08/07/2-injured-in-gas-leak-fire-at-rosemont-college/
http://philadelphia.cbslocal.com/2013/08/07/2-injured-in-gas-leak-fire-at-rosemont-college/
http://www.vcstar.com/news/2013/aug/07/university-park-damaged-by-springs-fire-reopens/
http://www.vcstar.com/news/2013/aug/07/university-park-damaged-by-springs-fire-reopens/
http://www.fresnobee.com/2013/08/07/3429755/aspen-fire-reported-80-contained.html
http://www.fresnobee.com/2013/08/07/3429755/aspen-fire-reported-80-contained.html
http://www.elpasotimes.com/newupdated/ci_23810828/odessa-american-sul-ross-state-university-lockdown-after
http://www.elpasotimes.com/newupdated/ci_23810828/odessa-american-sul-ross-state-university-lockdown-after
http://www.theregister.co.uk/2013/08/08/hp_plug_password_leaking_printer_vuln/
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36. August 8, Help Net Security – (International) Chrome not the only  

browser that stores plain-text passwords. Google responded to a software 

developer’s post that discussed how the Chrome browser displays saved passwords by 

stating that if an attacker compromises a user’s operating system account then there 

would be insufficient means to prevent them from accessing passwords. Several 

security researchers debated whether the saved passwords systems represent a security 

threat, while one noted that Firefox also stores passwords in a similar manner.  

Source: https://www.net-security.org/secworld.php?id=15376 

 

37. August 7, Threatpost – (International) Remotely exploitable bug affects wide range 

of Cisco telepresence systems. Cisco issued an advisory after a serious vulnerability in 

its TelePresence system caused by default credentials in the system that could be used 

by an attacker to gain complete control of the Web server on which the system is 

running. Workarounds were listed for use until a patch can be issued.  

Source: https://threatpost.com/remotely-exploitable-bug-affects-wide-range-of-cisco-

telepresence-systems/101910 

 

38. August 7, Softpedia – (International) Malware developers migrate ZeuS P2P 

protocol to new port range. Researchers at Damballa found that the developers of the 

GameOver peer-to-peer (P2P) version of the ZeuS malware have begun migrating the 

P2P protocol to a new port range.  

Source: http://news.softpedia.com/news/Malware-Developers-Migrate-ZeuS-P2P-

Protocol-to-New-Port-Range-373868.shtml 

 

39. August 7, The Register – (International) Malicious snoopware targeting India found 

at tiny Midwest ISP. ThreatConnect researchers traced a malware-based 

cyberespionage campaign targeting India to a small internet service provider (ISP) in 

Kansas City, Missouri. The researchers found booby-trapped .PDF files and Flash 

video files used in the campaign, as well as a .ZIP file of malware on the ISP’s systems.  

Source: http://www.theregister.co.uk/2013/08/07/india_cyberespionage/ 

 

40. August 7, Softpedia – (International) Reveton malware uses fake AV to help crooks 

make a profit. ThreatTrack Security researchers identified a variant of the Reveton 

ransomware that uses a fake antivirus program called Live Security Professional to lure 

users into pay the cybercriminals behind it. The ransomware is distributed using the 

Sweet Orange exploit kit.  

Source: http://news.softpedia.com/news/Reveton-Malware-Uses-Fake-AV-to-Help-

Crooks-Make-a-Profit-373736.shtml 

 

       For another story, see item 5 
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http://news.softpedia.com/news/Malware-Developers-Migrate-ZeuS-P2P-Protocol-to-New-Port-Range-373868.shtml
http://news.softpedia.com/news/Malware-Developers-Migrate-ZeuS-P2P-Protocol-to-New-Port-Range-373868.shtml
http://www.theregister.co.uk/2013/08/07/india_cyberespionage/
http://news.softpedia.com/news/Reveton-Malware-Uses-Fake-AV-to-Help-Crooks-Make-a-Profit-373736.shtml
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Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 

visit their Web site: http://www.us-cert.gov 

 

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 

Analysis Center) Web site: https://www.it-isac.org  

 

Return to top[ ]  

 

Communications Sector 

41. August 7, Palm Beach Post – (Florida) Comcast resolves loss of service, power 

outage blamed. Comcast customers throughout several Florida counties reported high 

definition channel outages since August 4 while Comcast reported service had been 

restored to customers after an August 6 power outage caused some to lose cable service 

for 5 hours. 

Source: http://www.palmbeachpost.com/news/business/comcast-outage-resolved-

being-blamed-on-power-even/nZHBn/ 

 

[Return to top]  

 

Commercial Facilities Sector 

42. August 8, WCVB 5 Boston – (Massachusetts) Horseneck Beach temporarily 

evacuated after shark sighting. The Massachusetts Department of Conservation and 

Recreation reported a shark sighting August 7 in Westport, prompting the evacuation 

and closure of Horseneck Beach, Demarest Lloyd State Park and Gooseberry for 24 

hours.  

Source: http://www.wcvb.com/news/local/boston-south/horseneck-beach-temporarily-

evacuated/-/9848842/21371954/-/11c5prq/-/index.html 

 

43. August 8, KMSP 9 Minneapolis-St. Paul – (Minnesota) 8 injured in bull escape at 

Dakota County Fairgrounds. Eight people were hurt August 7 at the Bulls and 

Barrels rodeo event at the Dakota County Fairgrounds after a bull escaped from a 

penned area.  

Source: http://www.myfoxtwincities.com/story/23078244/injuries-reported-at-bulls-

and-barrels-event-at-dakota-county-fairgrounds  

 

44. August 7, Associated Press – (National) Walmart agrees to improve safety 

conditions at more than 2,800 stores. Walmart agreed to improve worker training 

programs for operating hazardous equipment and use of cleaning chemicals in a 

settlement agreement with the U.S. Department of Labor announced August 7. The 

agreement covers changes in 28 States or 2,857 Walmart stores that follow 

Occupational Safety and Health Administration standards as well as a $190,000 fine to 

fix the hazards discovered during an inspection of a Rochester, New York store. 

Source: http://www.huffingtonpost.com/2013/08/07/walmart-safety-

conditions_n_3719947.html 

mailto:soc@us-cert.gov
http://www.us-cert.gov/
https://www.it-isac.org/
http://www.palmbeachpost.com/news/business/comcast-outage-resolved-being-blamed-on-power-even/nZHBn/
http://www.palmbeachpost.com/news/business/comcast-outage-resolved-being-blamed-on-power-even/nZHBn/
http://www.wcvb.com/news/local/boston-south/horseneck-beach-temporarily-evacuated/-/9848842/21371954/-/11c5prq/-/index.html
http://www.wcvb.com/news/local/boston-south/horseneck-beach-temporarily-evacuated/-/9848842/21371954/-/11c5prq/-/index.html
http://www.myfoxtwincities.com/story/23078244/injuries-reported-at-bulls-and-barrels-event-at-dakota-county-fairgrounds
http://www.myfoxtwincities.com/story/23078244/injuries-reported-at-bulls-and-barrels-event-at-dakota-county-fairgrounds
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http://www.huffingtonpost.com/2013/08/07/walmart-safety-conditions_n_3719947.html
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45. August 7, Associated Press – (Indianapolis) Pepper spray causes Goodwill store 

evacuation. Hazardous material crews reported that 12 Indianapolis Goodwill 

employees were treated August 7 for sore throats and headaches after a donor dropped 

off a box containing pepper spray.  

Source: http://www.wsbt.com/news/wsbt-pepper-spray-causes-goodwill-store-

evacuation-20130807,0,4891072.story 

 

46. August 7, WATE 6 Knoxville – (Tennessee) Knoxville office buildings evacuated 

after gas leak. The Knoxville Utility Board reported an 8-inch gas pipeline was cut by 

a contractor August 7, prompting the evacuation of several buildings and businesses to 

permit repairs to the pipe.  

Source: http://www.wate.com/story/23073504/knoxville-office-buildings-evacuated-

after-gas-leak 

 

[Return to top]  

 

Dams Sector 

 
47. August 7, KCRG 13 Columbia – (Missouri) Ameren Missouri to open flood gates at 

Bagnell Dam. Ameren Missouri held off opening Bagnell Dam’s flood gates pending 

the Osage Beach Fire Department’s evacuation of Camp Bagnell. The Osage River is 

expected to rise 3 feet as a result of the planned release.  

Source: http://www.connectmidmissouri.com/news/story.aspx?id=930782   

 

48. August 7, Eureka Times-Standard – (California) Additional Water from the Trinity 

Reservoir to be released for Klamath salmon. The California Bureau of Reclamation 

reported that it will release additional water August 13 from the Lewiston Dam to help 

protect adult Chinook salmon from mortality and a disease outbreak along the Lower 

Klamath River. The additional release will continue through September. 

Source: http://www.times-standard.com/breakingnews/ci_23814861/additional-water-

from-trinity-reservoir-be-released-klamath 

 

49. August 7, KGTV 10 San Diego – (California) Multi-million dollar Sutter County 

levee project gets underway. A multi-year $312 million levee repair project began 

August 7 in Sutter County on the Feather River and is expected to protect more than 

90,000 residents upon completion of the two-phase 44-mile project that will bring the 

levee into compliance with State and federal flood protection plans.  

Source: http://www.news10.net/news/article/253287/2/Multi-million-dollar-Sutter-

County-levee-project-gets-underway 

 

50. August 7, Associated Press – (Kansas) High waters cause closures at Marion 

Reservoir. Park rangers reported high water at Marion Reservoir will keep campsites 

in several areas closed, due to flooding and high water washing out main roads until 

August 29 in some areas and until the end of the year in others.  

Source: http://www.nebraska.tv/story/23081044/high-waters-cause-closures-at-marion-

reservoir 

http://www.wsbt.com/news/wsbt-pepper-spray-causes-goodwill-store-evacuation-20130807,0,4891072.story
http://www.wsbt.com/news/wsbt-pepper-spray-causes-goodwill-store-evacuation-20130807,0,4891072.story
http://www.wate.com/story/23073504/knoxville-office-buildings-evacuated-after-gas-leak
http://www.wate.com/story/23073504/knoxville-office-buildings-evacuated-after-gas-leak
http://www.connectmidmissouri.com/news/story.aspx?id=930782
http://www.times-standard.com/breakingnews/ci_23814861/additional-water-from-trinity-reservoir-be-released-klamath
http://www.times-standard.com/breakingnews/ci_23814861/additional-water-from-trinity-reservoir-be-released-klamath
http://www.news10.net/news/article/253287/2/Multi-million-dollar-Sutter-County-levee-project-gets-underway
http://www.news10.net/news/article/253287/2/Multi-million-dollar-Sutter-County-levee-project-gets-underway
http://www.nebraska.tv/story/23081044/high-waters-cause-closures-at-marion-reservoir
http://www.nebraska.tv/story/23081044/high-waters-cause-closures-at-marion-reservoir
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51. August 7, Pueblo Chieftain – (Colorado) Fowler residents threatened by flood. 

Heavy rainfall in Pueblo County August 7 caused the Bessemer Ditch, and the Oxford 

and the Highline canals to overflow, threatening homes near Fowler.  

Source: http://www.chieftain.com/news/1708462-120/pueblo-county-door-fowler 

 

[Return to top]  
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