
 - 1 - 

 

 

 

 

 
 

 

Daily Open Source Infrastructure Report 

06 August 2013 

Top Stories 

 Over 20 cars of a train carrying sodium hydroxide derailed in Lawtell, Louisiana, 

prompting the evacuation of roughly 100 homes within one mile of the derailment August 

4. – Associated Press (See item 10)  
 

 An outbreak of Cyclospora in Iowa and Nebraska that caused hundreds of confirmed 

illnesses was linked to Mexican-grown Taylor Farms salad mix.– Food Safety News (See 

item 21)  

 Crews reached 60 percent containment of Washington’s Colockum Tarps Fire that burned 

80,400 acres by August 4. – Wenatchee Complex Command Post (See item 25)  

 A research project which set up fake industrial control systems purporting to be connected 

to water plant systems observed the Comment Crew/APT1 hacking group had targeted and 

compromised one decoy system, among other project results. – MIT Technology Review 

(See item 46)  
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Energy Sector 
 

1. August 3, USA Today; Associated Press – (California) Five spectators injured at old 

power plant implosion. Five people were injured after shrapnel flew August 3 during 

the demolition of a decommissioned Pacific Gas and Electric steam power plant in 

Bakersfield.  

Source: http://www.digtriad.com/news/national/article/293693/175/California-Plant-

Implosion-Goes-Wrong-Five-Injured 

 

2. August 3, Reuters – (California) Northern California city sues Chevron over 

refinery fire. Richmond, California city officials filed a lawsuit August 2 against 

Chevron Corp claiming they were willfully negligent in an August 6, 2012 massive 

refinery fire and a smoke cloud that sent at least 15,000 people to hospitals. The fire 

was started by a pipeline rupture and knocked the refinery out of service until April 

2013. 

Source: http://in.reuters.com/article/2013/08/03/usa-chevron-blaze-

idINL1N0G403T20130803 

 

3. August 2, San Francisco Chronicle – (California) Recycling firm settles in stolen 

metal suit. Sims Group USA Corp. will pay $4.1 million to settle a lawsuit after San 

Francisco and Contra Costa County accused the company of purchasing stolen metal 

after employees accepted copper wiring that was clearly stolen. The company did not 

admit wrongdoing and the judge also ordered Sims to photograph metal sellers, take 

their fingerprints, and demand identification. 

Source: http://www.sfgate.com/crime/article/Recycling-firm-settles-in-stolen-metal-

suit-4703806.php 

 

     For another story, see item 15 

 

[Return to top]  

 

Chemical Industry Sector 

     See item 10 

 

[Return to top] 

 

Nuclear Reactors, Materials, and Waste Sector 
 

    Nothing to report 

 

[Return to top]  

 

Critical Manufacturing Sector 

4. August 3, IDG News Service – (International) Defcon researchers reveal tricks 

http://www.digtriad.com/news/national/article/293693/175/California-Plant-Implosion-Goes-Wrong-Five-Injured
http://www.digtriad.com/news/national/article/293693/175/California-Plant-Implosion-Goes-Wrong-Five-Injured
http://in.reuters.com/article/2013/08/03/usa-chevron-blaze-idINL1N0G403T20130803
http://in.reuters.com/article/2013/08/03/usa-chevron-blaze-idINL1N0G403T20130803
http://www.sfgate.com/crime/article/Recycling-firm-settles-in-stolen-metal-suit-4703806.php
http://www.sfgate.com/crime/article/Recycling-firm-settles-in-stolen-metal-suit-4703806.php


 - 3 - 

behind their car hack. Two security researchers delivered a presentation at the DEF 

CON 21 conference where they demonstrated how they were able to take control of 

several car systems and perform actions such as steering, acceleration, displaying 

incorrect speedometer readings, and others.  

Source: http://www.pcworld.com/article/2045895/researchers-reveal-methods-behind-

car-hack-at-defcon.html  

 

[Return to top]  

 

Defense Industrial Base Sector 
 

Nothing to report 

 

[Return to top]  

 

Financial Services Sector 

5. August 3, Tallahassee Democrat – (Florida) Federal Deposit Insurance Corporation 

suing Wakulla Bank leadership. The Federal Deposit Insurance Corporation 

announced a $14 million lawsuit against five senior leaders at the failed Wakulla Bank 

for allegedly taking unreasonable risks and violating internal policies that led to the 

bank’s failure.  

Source: 

http://www.tallahassee.com/article/20130803/NEWS/130803001/?nclick_check=1 

 

6. August 2, Associated Press – (New Hampshire) NH businessman found guilty in 

mortgage fraud case. A Manchester man was convicted of running a $13 million 

mortgage fraud scheme where he offered to bail out distressed homeowners if they 

signed over their deeds, and then had straw buyers purchase the properties at inflated 

prices.  

Source: http://www.nashuatelegraph.com/news/1012312-469/nh-businessman-found-

guilty-in-mortgage-fraud.html 

 

7. August 2, Zachary Plainsman-News – (Louisiana; Texas) Houston man pleads guilty 

to using fake credit cards to access cash at La. casinos. A Houston man pleaded 

guilty to creating a variety of counterfeit payment cards and then using them in 

Louisiana casinos to steal $118,684.  

Source: http://www.zacharytoday.com/view/full_story/23270510/article-Houston-man-

pleads-guilty-to-using-fake-credit-cards-to-access-cash-at-La--casinos---

?instance=secondary_news_left_column 

 

8. August 2, Reuters – (Connecticut) Former Green Mountain employee charged in 

insider trading scheme. The U.S. Securities and Exchange Commission charged a 

former employee of Green Mountain Coffee Roasters Inc. with allegedly participating 

in an insider trading scheme that netted himself and an accomplice in Hamden $7 

million.  

http://www.pcworld.com/article/2045895/researchers-reveal-methods-behind-car-hack-at-defcon.html
http://www.pcworld.com/article/2045895/researchers-reveal-methods-behind-car-hack-at-defcon.html
http://www.tallahassee.com/article/20130803/NEWS/130803001/?nclick_check=1
http://www.nashuatelegraph.com/news/1012312-469/nh-businessman-found-guilty-in-mortgage-fraud.html
http://www.nashuatelegraph.com/news/1012312-469/nh-businessman-found-guilty-in-mortgage-fraud.html
http://www.zacharytoday.com/view/full_story/23270510/article-Houston-man-pleads-guilty-to-using-fake-credit-cards-to-access-cash-at-La--casinos---?instance=secondary_news_left_column
http://www.zacharytoday.com/view/full_story/23270510/article-Houston-man-pleads-guilty-to-using-fake-credit-cards-to-access-cash-at-La--casinos---?instance=secondary_news_left_column
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Source: http://www.reuters.com/article/2013/08/02/us-sec-greenmountain-

idUSBRE97112420130802 

 

9. August 2, Riverside Press-Enterprise – (California) Rancho Mirage man indicted in 

$5.3 million scheme. A Rancho Mirage man was charged with allegedly participating 

in a mortgage refinancing scheme through his business, Nationwide Mortgage 

Concepts, that defrauded Ally Financial of around $5.3 million.  

Source: http://www.pe.com/business/business-headlines/20130802-mortgage-fraud-

rancho-mirage-man-indicted-in-5.3-million-scheme.ece 

 

     For another story, see item 41 

 

[Return to top]  

 

Transportation Systems Sector 

10. August 5, Associated Press – (Louisiana) Train derails in La.; about 100 homes 

evacuated. Over 20 cars of a train carrying sodium hydroxide derailed in Lawtell, 

prompting the evacuation of roughly 100 homes within one mile of the derailment 

August 4. 

Source: http://news.msn.com/us/train-derails-in-la-about-100-homes-evacuated 

11. August 5, WMBF 32 Myrtle Beach – (South Carolina) Dunn Shortcut Road opens 

after fatal plane crash. Three people died in a fatal plane crash August 3 that 

prompted the closure of Dunn Shortcut Road in Conway, South Carolina, for over 24 

hours.  

Source: http://www.wmbfnews.com/story/23037694/officials-a-plane-has-crashed-in-

the-wood-creek-subdivision 

 

12. August 4, KAKE 10 Wichita – (Kansas) Overnight flooding brings road closures, 

evacuations. Severe rainfall hit parts of central Kansas, causing road closures, 

evacuations, and flooding. Several roads and residential streets were completely 

washed out August 4. 

Source: http://www.kake.com/news/headlines/Overnight-Flooding-Brings-Road-

Closures--Evacuations-218275941.html 

 

13. August 4, KKTV 11 Colorado Springs; Associated Press – (Colorado) Tunnel re-

opened after deadly accident. One person was killed and several others were injured 

in an accident in which a casino tour bus and two other vehicles collided, closing a 

portion of Colorado’s Highway 6 from Highway 119 to Highway 58 for several hours 

August 4.  

Source: http://www.kktv.com/home/headlines/Fatal-Accident-Shuts-Down-Highway-

218280881.html 

 

14. August 4, KWWL 7 Waterloo – (Iowa) Fatal semi accident in Linn County. The 

driver of a semi tanker died in an accident that prompted the closure of the ramp from 

southbound Highway 13 to eastbound Highway 30 in Linn County for several 

 

http://www.reuters.com/article/2013/08/02/us-sec-greenmountain-idUSBRE97112420130802
http://www.reuters.com/article/2013/08/02/us-sec-greenmountain-idUSBRE97112420130802
http://www.pe.com/business/business-headlines/20130802-mortgage-fraud-rancho-mirage-man-indicted-in-5.3-million-scheme.ece
http://www.pe.com/business/business-headlines/20130802-mortgage-fraud-rancho-mirage-man-indicted-in-5.3-million-scheme.ece
http://news.msn.com/us/train-derails-in-la-about-100-homes-evacuated
http://www.wmbfnews.com/story/23037694/officials-a-plane-has-crashed-in-the-wood-creek-subdivision
http://www.wmbfnews.com/story/23037694/officials-a-plane-has-crashed-in-the-wood-creek-subdivision
http://www.kake.com/news/headlines/Overnight-Flooding-Brings-Road-Closures--Evacuations-218275941.html
http://www.kake.com/news/headlines/Overnight-Flooding-Brings-Road-Closures--Evacuations-218275941.html
http://www.kktv.com/home/headlines/Fatal-Accident-Shuts-Down-Highway-218280881.html
http://www.kktv.com/home/headlines/Fatal-Accident-Shuts-Down-Highway-218280881.html
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hours August 4.  

Source: http://www.kwwl.com/story/23040962/2013/08/04/fatal-semi-accident-in-linn-

county 

 

15. August 4, KKCD 11 Grand Junction – (Colorado) Hazmat spill closes Loveland Pass. 

A tanker carrying diesel fuel and gasoline crashed and rolled August 3, spilling at least 

4,000 pounds of fuel and prompting the closure of Loveland Pass in Summit County 

indefinitely during cleanup and an investigation. 

Source: http://www.nbc11news.com/home/headlines/Overnight-hazmat-spill-closes-

Loveland-Pass-218308741.html 

 

16. August 4, Lake Wales Daily Ridge – (Florida) Bartow woman killed in Hwy 60 

accident. State Route 60 in Mulberry was reduced to one lane in each direction for 

approximately 4 hours following a fatal accident August 3.  

Source: http://dailyridge.com/headlines-now/2013/08/04/bartow-woman-killed-in-hwy-

60-accident/ 

 

17. August 2, Beaver Dam Daily Citizen – (Wisconsin) Gas leak leads to evacuation in 

Brownsville. A gas leak August 2 in Brownsville diverted traffic on Highway 49 for 

several hours and led to evacuations while crews worked to shut off the gas. 

Source: http://www.wiscnews.com/bdc/news/local/article_1f318cbe-fbf7-11e2-b139-

0019bb2963f4.html 

 

[Return to top]  

 

Food and Agriculture Sector 

18. August 2, Argus Observer – (Idaho) Ammonia leak temporarily closes Dickerson’s 

Frozen Food plant. Dickinson’s Frozen Foods plant in Fruitland was closed for 

several hours July 31 because of an anhydrous ammonia leak. The plant was ventilated, 

cleaned up, and production resumed August 1. 

Source: http://www.argusobserver.com/news/ammonia-leak-temporarily-closes-

dickinson-s-frozen-food-plant/article_f39a9a74-fb91-11e2-9951-001a4bcf887a.html 

 

19. August 2, Food Safety News – (Arizona) Arizona Mexican restaurant linked to E. 

coli outbreak. Health officials in Arizona’s Maricopa County identified an E. coli 

outbreak linked to Federico’s Mexican Restaurant in Litchfield Park that has sickened 

at least 11 people and may be responsible for 4 additional cases. The restaurant 

voluntarily closed while investigators worked to determine the outbreak source. 

Source: http://www.foodsafetynews.com/2013/08/arizona-mexican-restaurant-linked-

to-e-coli-outbreak/  

 

20. August 2, KTVQ 2 Billings – (Montana) Crop damages estimated at millions of 

dollars in Gallatin County after storm. A severe storm August 1 was believed to 

have caused millions of dollars of damage to Gallatin County crops. 

Source: http://www.ktvq.com/news/crop-damages-estimated-at-millions-of-dollars-in-

gallatin-county-after-storm/#_ 

http://www.kwwl.com/story/23040962/2013/08/04/fatal-semi-accident-in-linn-county
http://www.kwwl.com/story/23040962/2013/08/04/fatal-semi-accident-in-linn-county
http://www.nbc11news.com/home/headlines/Overnight-hazmat-spill-closes-Loveland-Pass-218308741.html
http://www.nbc11news.com/home/headlines/Overnight-hazmat-spill-closes-Loveland-Pass-218308741.html
http://dailyridge.com/headlines-now/2013/08/04/bartow-woman-killed-in-hwy-60-accident/
http://dailyridge.com/headlines-now/2013/08/04/bartow-woman-killed-in-hwy-60-accident/
http://www.wiscnews.com/bdc/news/local/article_1f318cbe-fbf7-11e2-b139-0019bb2963f4.html
http://www.wiscnews.com/bdc/news/local/article_1f318cbe-fbf7-11e2-b139-0019bb2963f4.html
http://www.argusobserver.com/news/ammonia-leak-temporarily-closes-dickinson-s-frozen-food-plant/article_f39a9a74-fb91-11e2-9951-001a4bcf887a.html
http://www.argusobserver.com/news/ammonia-leak-temporarily-closes-dickinson-s-frozen-food-plant/article_f39a9a74-fb91-11e2-9951-001a4bcf887a.html
http://www.foodsafetynews.com/2013/08/arizona-mexican-restaurant-linked-to-e-coli-outbreak/
http://www.foodsafetynews.com/2013/08/arizona-mexican-restaurant-linked-to-e-coli-outbreak/
http://www.ktvq.com/news/crop-damages-estimated-at-millions-of-dollars-in-gallatin-county-after-storm/#_
http://www.ktvq.com/news/crop-damages-estimated-at-millions-of-dollars-in-gallatin-county-after-storm/#_
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21. August 2, Food Safety News – (National) Cyclospora outbreak linked to Taylor 

Farms Salad, some served at Olive Garden and Red Lobster. According to the U.S. 

Food and Drug Administration, the outbreak of Cyclospora in Iowa and Nebraska that 

caused hundreds of confirmed illnesses was linked to Mexican-grown Taylor Farms 

salad mix. Some of the contaminated salad mix was served at Olive Garden and Red 

Lobster restaurants and investigators believe the product expired and is no longer on 

the market. 

Source: http://www.foodsafetynews.com/2013/08/cyclospora-outbreak-linked-to-

taylor-farms-salad-some-served-at-olive-garden-and-red-lobster/ 

 

[Return to top]  

 

Water and Wastewater Systems Sector 

22. August 2, WBIR 10 Knoxville – (Tennessee) 9,500 gallons of sewage spews into Fall 

Creek and Cherokee Lake. A contractor’s bypass pump failed while making repairs 

to a Morristown sewage line August 2, causing a 9,500 gallon sewage spill in Falls 

Creek and ultimately Cherokee Lake. 

Source: http://www.wbir.com/news/article/282988/2/9500-gallons-of-sewage-spews-

into-Fall-Creek-and-Cherokee-Lake  

 

23. August 2, Willoughby News Herald – (Ohio) Boil-water notice still in effect for 

Springfield. A precautionary boil-water advisory was set in place for several 

Springfield, Ohio neighborhoods August 2 following water service disruption during 

repairs to a manhole. The advisory was expected to remain in effect 2 additional days 

to permit satisfactory bacteriological results. 

Source: http://www.newsherald.com/news/boil-water-notice-still-in-effect-for-

springfield-1.181676 

 

For another story, see item 46 

 

[Return to top]  

 

Healthcare and Public Health Sector 

     Nothing to report 

 

[Return to top]  

 

Government Facilities Sector 

24. August 5, Fresno Bee – (California) Containment of Aspen fire hits 70%. The U.S. 

Forest Service announced 70 percent containment of the 20,252-acre Aspen Fire 

burning north of Huntington Lake August 4. Several roads and campgrounds remained 

closed. 

Source: http://www.fresnobee.com/2013/08/04/3424501/containment-of-aspen-fire-

hits.html 

http://www.foodsafetynews.com/2013/08/cyclospora-outbreak-linked-to-taylor-farms-salad-some-served-at-olive-garden-and-red-lobster/
http://www.foodsafetynews.com/2013/08/cyclospora-outbreak-linked-to-taylor-farms-salad-some-served-at-olive-garden-and-red-lobster/
http://www.wbir.com/news/article/282988/2/9500-gallons-of-sewage-spews-into-Fall-Creek-and-Cherokee-Lake
http://www.wbir.com/news/article/282988/2/9500-gallons-of-sewage-spews-into-Fall-Creek-and-Cherokee-Lake
http://www.newsherald.com/news/boil-water-notice-still-in-effect-for-springfield-1.181676
http://www.newsherald.com/news/boil-water-notice-still-in-effect-for-springfield-1.181676
http://www.fresnobee.com/2013/08/04/3424501/containment-of-aspen-fire-hits.html
http://www.fresnobee.com/2013/08/04/3424501/containment-of-aspen-fire-hits.html
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25. August 4, Wenatchee Complex Command Post – (Washington) Colockum Tarps Fire 

now at 80,400 acres, 60% contained. Crews reached 60 percent containment of 

Washington’s Colockum Tarps Fire that burned 80,400 acres by August 4. Evacuation 

orders remained in effect due to the potential spread of the fire outside fire lines. 

Source: http://www.khq.com/story/23037599/colockum-tarps-fire-now-at-80000-acres-

60-contained 

 

26. August 4, Associated Press – (International) Some embassies to remain closed 

through Saturday. The U.S. Department of State announced that several U.S. 

diplomatic posts worldwide will remain closed through August 10, while several others 

reopened August 5, after a terrorist threat was received. 

Source: http://news.msn.com/us/some-embassies-to-remain-closed-through-saturday 

 

27. August 3, Associated Press – (Oregon) 40,000 acres charred as Ore. wildfires 

continue to burn. Oregon firefighters continued battling the Douglas Complex fires 

that scorched over 40,000 acres in the State by August 3. 

Source: http://www.kgw.com/news/Higher-temps-welcome-governor-to-Oregon-

wildfire-218225251.html 

 

28. August 3, Associated Press – (Virginia) F-16s collide off Va. coast; one pilot rescued 

at sea. The U.S. Coast Guard rescued a pilot off the Virginia coast August 1 after two 

District of Columbia Air National Guard fighter jets collided midair, forcing one to 

eject into the sea and another to fly back to Joint Base Andrews, Maryland. The cause 

of the collision is under investigation. 

Source: http://news.msn.com/us/f-16s-collide-off-va-coast-one-pilot-rescued-at-sea 

 

29. August 3, Kitsap Sun – (Washington) Contamination closes Potlatch State Park 

beach. Authorities closed the beach at Potlatch State Park to swimming and shellfish 

harvesting August 3 after a large septic system failed and spread bacterial 

contamination. 

Source: http://www.kitsapsun.com/news/2013/aug/03/contamination-closes-potlatch-

state-park-beach/#axzz2b6OHQsL7 

 

30. August 2, WVVA 6 Bluefield – (West Virginia) More than $20K in copper stolen 

from former high school. Police are investigating the theft of $20,000 worth of copper 

wiring from the former Rainelle High School in West Virginia. The facility is in the 

process of being converted into a youth center and authorities believe more than one 

person was involved in the crime. 

Source: http://www.wvva.com/story/23033675/2013/08/02/more-than-20k-in-copper-

stolen-from-former-high-school 

 

31. August 2, Associated Press – (Kentucky) Road construction closes damaged Inez 

high school. Education officials in Martin County closed Sheldon Clark High School 

after nearby blasting from a construction site caused cracks in the walls and floors of 

the building. High school and middle school students were moved for the 2013 

academic school year and consolidated into nearby schools. 

http://www.khq.com/story/23037599/colockum-tarps-fire-now-at-80000-acres-60-contained
http://www.khq.com/story/23037599/colockum-tarps-fire-now-at-80000-acres-60-contained
http://news.msn.com/us/some-embassies-to-remain-closed-through-saturday
http://www.kgw.com/news/Higher-temps-welcome-governor-to-Oregon-wildfire-218225251.html
http://www.kgw.com/news/Higher-temps-welcome-governor-to-Oregon-wildfire-218225251.html
http://news.msn.com/us/f-16s-collide-off-va-coast-one-pilot-rescued-at-sea
http://www.kitsapsun.com/news/2013/aug/03/contamination-closes-potlatch-state-park-beach/#axzz2b6OHQsL7
http://www.kitsapsun.com/news/2013/aug/03/contamination-closes-potlatch-state-park-beach/#axzz2b6OHQsL7
http://www.wvva.com/story/23033675/2013/08/02/more-than-20k-in-copper-stolen-from-former-high-school
http://www.wvva.com/story/23033675/2013/08/02/more-than-20k-in-copper-stolen-from-former-high-school
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Source: http://www.weku.fm/post/road-construction-closes-damaged-inez-high-school 

 

32. August 2, Associated Press – (Missouri) 18 injured in Montgomery County I-70 bus 

accident. A Missouri School for the Deaf in Fulton bus overturned in Montgomery 

County, Missouri, August 2 and left 18 injured, including 15 students. The students 

were transported to an area hospital along with two chaperones and the driver who 

were also injured. 

Source: http://www.kbia.org/post/18-injured-montgomery-county-i-70-bus-accident 

 

33. August 2, Oklahoma City Oklahoman – (Oklahoma) Oklahoma’s websites, phone 

services down. Telephone service, email, and Web sites were down for Oklahoma’s 

State agencies for 4 to 6 hours after a power switch button at the State’s data center was 

inadvertently pushed August 2. 

Source: http://newsok.com/oklahomas-websites-phone-service-down/article/3868562  

[Return to top]  

 

Emergency Services Sector 
 

34. August 5, Billings Gazette – (Montana) Man in custody after 75-mile chase in stolen 

ambulance. An American Medical Response ambulance was stolen from a Billings 

restaurant parking lot August 3 and after leading police on a 75-mile chase, the driver 

crashed and was arrested near Big Horn County. 

Source: http://mtstandard.com/news/local/state-and-regional/man-in-custody-after--

mile-chase-in-stolen-ambulance/article_1f44425e-fd92-11e2-8654-001a4bcf887a.html 

 

35. August 4, WLTX 19 Columbia – (South Carolina) Lee County ambulance on fire. 

Authorities are investigating the cause of a fire at the Lee County Emergency Medical 

Services Base in Bishopville that destroyed two ambulances and damaged a third 

August 4. 

Source: http://www.wltx.com/news/article/244893/2/Lee-County-Ambulance-on-Fire 

 

36. August 2, Associated Press – (Ohio) Review finds 75 Cleveland police officers 

violated department rules in deadly chase last fall. Officials found that 75 patrol 

officers violated orders and police department rules in a November 2012 deadly chase 

in Cleveland, where two people were killed after officer’s fired 137 shots at them. 

Twelve supervisors were also punished after an investigation into the incident. 

Source: http://www.foxnews.com/us/2013/08/02/review-finds-75-cleveland-police-

officers-violated-department-rules-in-deadly/ 

 [Return to top]  

 

Information Technology Sector 

37. August 5, Threatpost – (International) BREACH compression attack steals HTTPS 

secrets in under 30 seconds. Browser Reconnaissance and Exfiltration via Adaptive 

Compression of Hypertext (BREACH) an attack that enables the reading of encrypted 

http://www.weku.fm/post/road-construction-closes-damaged-inez-high-school
http://www.kbia.org/post/18-injured-montgomery-county-i-70-bus-accident
http://newsok.com/oklahomas-websites-phone-service-down/article/3868562
http://mtstandard.com/news/local/state-and-regional/man-in-custody-after--mile-chase-in-stolen-ambulance/article_1f44425e-fd92-11e2-8654-001a4bcf887a.html
http://mtstandard.com/news/local/state-and-regional/man-in-custody-after--mile-chase-in-stolen-ambulance/article_1f44425e-fd92-11e2-8654-001a4bcf887a.html
http://www.wltx.com/news/article/244893/2/Lee-County-Ambulance-on-Fire
http://www.foxnews.com/us/2013/08/02/review-finds-75-cleveland-police-officers-violated-department-rules-in-deadly/
http://www.foxnews.com/us/2013/08/02/review-finds-75-cleveland-police-officers-violated-department-rules-in-deadly/
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messages via plaintext injection into an HTTPS request, prompted an advisory after it 

was demonstrated at the Black Hat 2013 conference.  

Source: https://threatpost.com/breach-compression-attack-steals-https-secrets-in-under-

30-seconds/101579 

 

38. August 5, Wired.com – (International) Feds are suspects in new malware that attacks 

Tor anonymity. A piece of malware that exploits a vulnerability in Firefox 17 and 

redirects connections over The Onion Router (TOR) network so users’ true IP addresses 

can be discerned was found on several Web sites hosted by Freedom Hosting. 

          Source: http://www.wired.com/threatlevel/2013/08/freedom-hosting/ 

 

39. August 5, Softpedia – (International) Experts say 10 companies are responsible for 

60% of Russian mobile malware. Security firm Lookout released a study of Russian 

mobile malware and found that 10 organizations were responsible for creating 60% of 

mobile malware originating in Russia, among other findings.  

Source: http://news.softpedia.com/news/Experts-Say-10-Companies-Are-Responsible-

for-60-of-Russian-Mobile-Malware-373107.shtml 

 

40. August 5, Softpedia – (International) Samsung Smart TVs can be hijacked, 

researchers warn. Researchers from ISEC Partners at the Black Hat 2013 conference 

demonstrated several vulnerabilities in Samsung Smart TVs that can be exploited to 

obtain sensitive information or spy via webcam.  

Source: http://news.softpedia.com/news/Samsung-Smart-TVs-Can-Be-Hijacked-

Researchers-Warn-373064.shtml 

 

41. August 5, V3.co.uk – (International) IPv6 is latest tool for stealing credit card 

numbers and passwords. Security firm Neohapsis warned that the lack of 

implementation of the IPv6 protocol could allow attacks to monitor networks or redirect 

users to malicious pages by setting up a false IPv6 version of an IPv4 connection. 

Modern operating systems will then select the IPv6 connection due to their inbuilt 

preference for the protocol.  

Source: http://www.v3.co.uk/v3-uk/news/2286734/ipv6-is-latest-tool-for-stealing-credit-

card-numbers-and-passwords 

 

42. August 4, IDG News Service – (International) Android one-click Google 

authentication method puts users, businesses at risk. A Tripwire researcher at the 

DEF CON 21 conference detailed a way in which the weblogin feature on Google sites 

can be used to give attackers access to Google accounts. The researcher published a 

proof-of-concept app that can steal weblogin tokens and send them to the attacker for 

use.  

Source: 

https://www.computerworld.com/s/article/9241355/Android_one_click_Google_authent

ication_method_puts_users_businesses_at_risk 

 

43. August 2, PC Magazine – (International) Smart bot reads your Facebook, mimics you 

in spear phishing messages. Trustwave researchers presented findings on how social 

https://threatpost.com/breach-compression-attack-steals-https-secrets-in-under-30-seconds/101579
https://threatpost.com/breach-compression-attack-steals-https-secrets-in-under-30-seconds/101579
http://www.wired.com/threatlevel/2013/08/freedom-hosting/
http://news.softpedia.com/news/Experts-Say-10-Companies-Are-Responsible-for-60-of-Russian-Mobile-Malware-373107.shtml
http://news.softpedia.com/news/Experts-Say-10-Companies-Are-Responsible-for-60-of-Russian-Mobile-Malware-373107.shtml
http://news.softpedia.com/news/Samsung-Smart-TVs-Can-Be-Hijacked-Researchers-Warn-373064.shtml
http://news.softpedia.com/news/Samsung-Smart-TVs-Can-Be-Hijacked-Researchers-Warn-373064.shtml
http://www.v3.co.uk/v3-uk/news/2286734/ipv6-is-latest-tool-for-stealing-credit-card-numbers-and-passwords
http://www.v3.co.uk/v3-uk/news/2286734/ipv6-is-latest-tool-for-stealing-credit-card-numbers-and-passwords
https://www.computerworld.com/s/article/9241355/Android_one_click_Google_authentication_method_puts_users_businesses_at_risk
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media is used to generate spearphishing attacks and released a tool called Microphisher 

which automates the monitoring of a target’s social media in order to develop a 

‘fingerprint’ of believable language patterns to better impersonate the target.  

Source: http://securitywatch.pcmag.com/security/314402-smart-bot-reads-your-

facebook-mimics-you-in-spear-phishing-messages 

 

44. August 2, Techworld – (International) Phishing attacks show sudden drop as 

criminals use servers for DDoS. The Anti-Phishing Working Group released their first 

quarter 2013 report, which found that detected phishing Web sites fell 20 percent in the 

quarter as cybercriminals switched servers to malware distribution or distributed denial 

of service (DDoS) attacks.  

Source: http://news.techworld.com/security/3462159/phishing-attacks-show-sudden-

drop-as-criminals-use-servers-for-ddos/ 

 

45. August 2, Computerworld – (International) Attackers turning to legit cloud services 

firms to plant malware. A researcher at Zscaler presented findings at the Black Hat 

2013 conference that showed cybercriminals are increasing their use of legitimate cloud 

services to distribute their malware.  

Source: 

https://www.computerworld.com/s/article/9241324/Attackers_turning_to_legit_cloud_se

rvices_firms_to_plant_malware 

 

46. August 2, MIT Technology Review – (International) Chinese hacking team caught 

taking over decoy water plant. A Trend Micro researcher presented the results of a 

project which set up fake industrial control systems purporting to be connected to water 

plant systems, and found that the Comment Crew/APT1 Chinese hacking group had 

targeted and compromised one decoy system, among other project results.  

Source: http://www.technologyreview.com/news/517786/chinese-hacking-team-caught-

taking-over-decoy-water-plant/ 

 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 

visit their Web site: http://www.us-cert.gov 

 

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 

Analysis Center) Web site: https://www.it-isac.org  

 

[Return to top]  

 

Communications Sector 

47. August 3, Lakeland Ledger – (Florida) Cable service disrupted. An unspecified 

disruption caused cable, telephone, and Internet service to be lost for much of August 3 

for Bright House Network customers throughout Tampa Bay.  

Source: http://www.theledger.com/article/20130803/news/130809744 

 

48. August 2, Albany Times Union – (New York) Fairpoint restores phone service. 

http://securitywatch.pcmag.com/security/314402-smart-bot-reads-your-facebook-mimics-you-in-spear-phishing-messages
http://securitywatch.pcmag.com/security/314402-smart-bot-reads-your-facebook-mimics-you-in-spear-phishing-messages
http://news.techworld.com/security/3462159/phishing-attacks-show-sudden-drop-as-criminals-use-servers-for-ddos/
http://news.techworld.com/security/3462159/phishing-attacks-show-sudden-drop-as-criminals-use-servers-for-ddos/
https://www.computerworld.com/s/article/9241324/Attackers_turning_to_legit_cloud_services_firms_to_plant_malware
http://www.technologyreview.com/news/517786/chinese-hacking-team-caught-taking-over-decoy-water-plant/
http://www.technologyreview.com/news/517786/chinese-hacking-team-caught-taking-over-decoy-water-plant/
mailto:soc@us-cert.gov
http://www.us-cert.gov/
https://www.it-isac.org/
http://www.theledger.com/article/20130803/news/130809744
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Approximately 1,500 Columbia County residents lost phone service for about 2 hours 

August 2 after equipment failure at Fairpoint Communications.  

Source: http://www.timesunion.com/local/article/Fairpoint-phone-outage-resolved-

4703194.php 

 

[Return to top]  

 

Commercial Facilities Sector 

49. August 5, Los Angeles Times – (California) Venice hit-and-run suspect held on 

suspicion of murder. A driver drove down a crowded Venice Beach boardwalk 

August 3, killing one and injuring 12 others before running away from the vehicle. Los 

Angeles Police Department reported the driver turned himself in and the event is under 

investigation. 

Source: http://www.latimes.com/local/lanow/la-me-ln-venice-boardwalk-crash-

20130805,0,1096945.story 

 

50. August 4, KVUE 24 Austin – (Texas) Water restored at apartment complex after 3-

day outage. Westdale Pointe Apartments’ 350 residents had water service restored 

August 4 after it was shut off August 2.  The apartment management set up model 

apartments at a sister complex to help residents use a shower during the outage. 

Source: http://www.kvue.com/news/Austin-apartment-complex-leaves-residents-

without-water-for-days-218291791.html 

 

51. August 4, New Rochelle Talk – (New York) Shooting outside Fifth Avenue 

Apartments in New Rochelle, 2 injured. A physical altercation outside the MacLeay 

Apartments in New Rochelle August 3 escalated into a shooting and left two injured.  

Source: http://www.newrochelletalk.com/content/shooting-outside-fifth-avenue-

apartments-new-rochelle-2-injured-video-scene 

 

52. August 4, Associated Press – (New York) Early morning fire forces Copake summer 

camp evacuation. A fire at the Camp Pontiac summer camp in Copake spread through 

one bunkhouse, forcing 26 individuals to evacuate the building. A camp-wide 

evacuation of about 1,000 individuals to a safe area then followed. 

Source: http://www.registerstar.com/news/article_bd987ad0-fd7c-11e2-b586-

0019bb2963f4.html 

 

[Return to top]  

 

 

Dams Sector 
 

Nothing to report 

 

[Return to top]  
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