/4 %“'\RT"’@:}

o Homeland
Securlty

Daily Open Source Infrastructure Report

03 July 2013

Top Stories

Honda announced a recall of 143,083 model year 2007-2008 Fit vehicles due to an issue
where water could enter the master power window switch and cause damage to a wire
harness. — AutoTalk (See item 3)

The Centers for Disease Control and Prevention announced that another 4 people are now
known to have been sickened in the ongoing hepatitis A outbreak linked to pomegranate
seeds from Turkey. — Food Safety News (See item 14)

Sacred Heart Hospital in Chicago notified the Illinois Department of Public Health of their
immediate closure July 1 after the hospital’s executives and doctors were arrested for
allegedly conspiring to exchange kickbacks for referrals of patients insured by Medicare
and Medicaid. — Associated Press (See item 17)

Crews reached full containment of a wildfire burning in El Dorado County, California, that
shut down Highway 50 and knocked out power to roughly 49,000 Pacific Gas and Electric
customers. — Sacramento Bee (See item 21)
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Enerqy Sector

See item 21

[Return to top]

Chemical Industry Sector

Nothing to report
[Return to top]

Nuclear Reactors, Materials, and Waste Sector

1. July 1, Associated Press — (Tennessee) Watts Bar nuclear reactor in Tenn. Back
online after fallen tree causes automatic shutdown. The Watts Bar nuclear power
plant near Spring City shut down its reactor June 28 after a nearby resident cut down a
tree which fell onto an electrical transmission line. The reactor was returned to service
June 30.

Source:
http://www.tribtown.com/view/story/81a8d4abd22f4e8c8dc178a650b609d3/US--
Nuclear-Plant-Tree

2. July 1, Kennewick Tri-City Herald — (Washington) DOE to pay $136,000 fine in
Hanford settlement. The U.S. Department of Energy agreed to pay $136,000 to settle
U.S. Environmental Protection Agency allegations that it violated radioactive and
hazardous materials storage requirements at the Hanford Site.

Source: http://www.tri-cityherald.com/2013/07/01/2455390/doe-to-pay-136000-fine-in-
hanford.html

[Return to top]

Critical Manufacturing Sector

3. July 1, AutoTalk — (National) Honda recalls 143,083 Fit vehicles to replace master
power window switch. Honda announced a recall of 143,083 model year 2007-2008
Fit vehicles due to an issue where water could enter the master power window switch
and cause overheating, melting, and other damage to a wire harness.
Source: http://www.autotalk.com/honda-recalls-143083-fit-vehicles-to-replace-master-
power-window-switch-20999/

[Return to top]

Defense Industrial Base Sector

Nothing to report
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Financial Services Sector

4. July 2, Softpedia — (International) Bulgarian man involved in Shadowcrew hacking
forum extradited to the US. A Bulgarian man who allegedly acted as a vendor for
illegal merchandise and services on the Shadowcrew identity theft and hacking forum
was arrested in Paraguay and extradited to the U.S. to face charges.

Source: http://news.softpedia.com/news/Bulgarian-Man-Involved-in-Shadowcrew-
Hacking-Forum-Extradited-to-the-US-364803.shtml

5. July 1, Reuters — (California) Former KPMG partner pleads guilty for insider
trading scheme. A former senior partner in accounting company KPMG pleaded guilty
to passing along insider information that netted a friend $1.27 million in illegal profits.
Source: http://www.foxbusiness.com/news/2013/07/01/former-kpmg-partner-pleads-
quilty-for-insider-trading-scheme/

6. July 1, U.S. Securities and Exchange Commission — (Michigan; Texas) SEC charges
three with insider trading on confidential acquisition negotiations between Rohm
& Haas and Dow. The U.S. Securities and Exchange Commission charged a former
Dow Chemical Company officer and two others with allegedly engaging in insider
trading ahead of Dow’s acquisition of Rohm & Haas Co. that generated $1.1 million in
illegal profits.
Source: https://www.sec.gov/litigation/litreleases/2013/1r22738.htm

For another story, see item 25
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Transportation Systems Sector

7. July 2, WSAW 7 Wausau — (Wisconsin) Woman, 57, killed in Marathon Co. crash. A
fatal four-vehicle crash closed Highway 97 south of Stratford for 4 hours July 1.
Source: http://www.wsaw.com/home/headlines/Multiple-Dept-Respond-to-3-Vehicle-
Crash-near-Stratford-213906081.html

8. July 1, Oklahoma City Oklahoman — (Oklahoma) Northbound lanes of Interstate 35
reopened after chemical spill. A chemical spill prompted authorities to close
northbound lanes of Interstate 35 in Oklahoma City for over 4 hours July 1.

Source: http://newsok.com/update-northbound-lanes-of-interstate-35-reopened-after-
chemical-spill/article/3858118

9. July 1, KSL-TV 5 Salt Lake City — (Utah) Man extremely critical after motorcycle
accident on 1-15. An accident involving a motorcycle and two vehicles prompted
authorities to close three northbound lanes of Interstate 15 in Murray for nearly 2 hours
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July 1.
Source: http://www.ksl.com/?sid=25836183&nid=148

10. July 1, Macomb Daily — (Michigan) Two die after vehicle trapped under semi-truck
in Troy. A fatal accident in which a vehicle was trapped under a semi-truck closed
northbound Interstate 75 in Troy for at least 6 hours July 1.

Source: http://www.macombdaily.com/article/20130701/NEWS01/130709980/two-die-
after-vehicle-trapped-under-semi-truck-in-troy

11. July 1, Bay News 9 St. Petersburg — (Florida) Ybor City post office reopens after
suspicious package found to contain eucalyptus oil. A leaking package of eucalyptus
oil prompted authorities to evacuate and close the Ybor City post office for over 3
hours while emergency crews began decontaminating employees as a precaution and
HAZMAT crews tested the substance.
Source:
http://www.baynews9.com/content/news/baynews9/news/article.html/content/news/arti
cles/bn9/2013/7/1/ybor_post_office_eva.html

12. July 1, WJZ-TV 13 Baltimore — (Maryland) Fatal accident: Tractor trailer overturns
on 1-95 South. Multiple lanes of Interstate 95 northbound and southbound in Belcamp
were closed for approximately 2 hours July 1 after a tractor trailer overturned, killing
one person.

Source: http://baltimore.cbslocal.com/2013/07/01/lanes-close-after-tractor-trailer-
overturns-on-i-95-south/

13. July 1, Honolulu Star Advertiser — (Hawaii) Hawaii island crash downs power pole,
closes Highway 19. A traffic accident on Highway 19 in Hawaii County closed all
lanes except for one for about 5 hours July 1.

Source:
http://www.staradvertiser.com/news/breaking/20130701 Hawaii_island_crash_downs
power_pole closes Highway 19.html

For another story, see item 21
[Return to tog]

Food and Agriculture Sector

14. July 1, Food Safety News — (National) 131 sickened by Hepatitis A outbreak linked
to Pomegranate seeds in Berry Mix. The Centers for Disease Control and Prevention
announced that another 4 people are now known to have been sickened in the ongoing
hepatitis A outbreak linked to pomegranate seeds from Turkey. A total of 131 people
have fallen ill and 59 have been hospitalized.

Source: http://www.foodsafetynews.com/2013/07/131-sickened-by-hepatitis-a-
outbreak-linked-to-pomegranate-seeds-in-berry-mix/
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15. July 1, Food Safety News — (National) Chai tea recalled for botulism risk. Harmony

[Return to top]

Chai of Eastsound, Washington, recalled its concentrated black spiced and
decaffeinated roobius chai teas because the beverage was improperly processed and has
the potential to be contaminated with Clostridium botulinum bacteria.

Source: http://www.foodsafetynews.com/2013/07/chai-tea-recalled-for-botulism-risk/

Water and Wastewater Systems Sector

16. July 1, WBBH 2 Fort Myers — (Florida) Water main break in Cape Coral. Twenty

[Return to top]

one businesses along Cape Coral Parkway were given boil advisories by the Cape Coral
Public Works after a water main break nearby spilled thousands of gallons July 1. The
spill was believed to have been caused by lightning and the advisory was expected to
last until July 5.

Source: http://www.nbc-2.com/story/22729075/water-main-break-in-cape-coral

Healthcare and Public Health Sector

17. July 1, Associated Press — (lllinois) Chicago hospital closes after investigation. The

[Return to top]

Sacred Heart Hospital in Chicago notified the Illinois Department of Public Health of
their immediate closure July 1. The hospital is under investigation after the hospital’s
owner and other executives and doctors were arrested for allegedly conspiring to
exchange kickbacks for referrals of patients insured by Medicare and Medicaid.
Source: http://www.wgem.com/story/22737369/chicago-hospital-closes-after-

investigation

Government Facilities Sector

18.

19.

July 2, Reuters — (Arizona) Firefighters look to make headway against deadly
Arizona wildfire. Firefighters in Arizona continued to battle the Yarnell Hills Fire that
burned over 8,400 acres with zero containment by July 1. Nineteen firefighters were
killed June 30 battling the blaze that scorched 200 structures.

Source: http://www.chicagotribune.com/news/sns-rt-us-usa-fires-arizona-
20130630,0,703731.story

July 2, Marietta Times — (Ohio) Courthouse closed after fire scare. The Washington
County Courthouse in Marietta was evacuated and closed July 1 after a smoking
computer prompted authorities to shut off power while they searched for the source of
the overheated equipment. Power was restored once they determined the cause, and the
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courthouse was scheduled to reopen July 2.
Source: http://www.newsandsentinel.com/page/content.detail/id/575684/Courthouse-
closed-after-fire-scare.html

20. July 2, WXIN 59 Indianapolis — (Indiana) Error may have disclosed info of 187,000+
FSSA clients. Indiana’s Family and Social Services Administration notified 187,000
clients that a contractor made a computer programming error on a document
management system and may have inadvertently disclosed their personal information.
Roughly 4,000 of those clients may have also had their Social Security numbers
disclosed during the incident that went from April 6 through May 21 before it was
corrected.

Source: http://fox59.com/2013/07/01/error-may-have-exposed-info-of-187000-fssa-
clients/

21. July 1, Sacramento Bee — (California) EI Dorado County fire contained, Highway 50
reopened. Crews reached full containment of a wildfire burning in EI Dorado County
that shut down Highway 50 and knocked out power to roughly 49,000 Pacific Gas and
Electric customers for several hours July 1.

Source: http://blogs.sacbee.com/crime/archives/2013/07/wildland-fire-closes-section-
of-highway-50-in-el-dorado-county.html

22. July 1, KGO-TV 7 San Francisco; Bay City News— (California) Brush fire burns 492
acres near Concord. Firefighters reached full containment of a brush fire that burned
492 acres near Concord in Contra Costa County and destroyed two sheds and a barn.
Source: http://abclocal.go.com/kgo/story?section=news/local/east_bay&id=9158676

23. July 1, Denver Post — (Colorado) Progress made on West Fork Complex Fire.
Firefighters reached four percent containment of Colorado’s West Fork Complex Fire
that burned a total of 96,742 acres by June 30. Authorities reopened U.S. 160 and
Colorado 149 but remained focused on protecting homes and people as the fire
continued to burn.

Source: http://www.denverpost.com/news/ci_23573365/progress-made-west-fork-

complex-fire

[Return to top]

Emergency Services Sector

24. July 1, Associated Press — (Wisconsin) Lincoln County Jail inmate allegedly attacks
3. Three corrections officers from Lincoln County Jail in Merrill and an inmate were
checked at a local hospital after an inmate allegedly attacked all three when they
entered his cell block June 30.

Source: http://www.news8000.com/news/Lincoln-County-Jail-inmate-allegedly-
attacks-3/-/326/20783692/-/6h8hnpz/-/index.html
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Information Technoloqy Sector

25. July 2, Help Net Security — (International) Litecoin-stealing trojan found. Researchers
at ESET discovered a trojan that targets the Litecoin virtual currency and attempts to
send users’ wallet.dat files to an FTP server under the attacker’s control.

Source: https://www.net-security.org/malware_news.php?id=2529

26. July 2, Softpedia — (New York) Man arrested after pulling former employer’s
website from Google search results. A British national living in New York was
arrested for allegedly accessing his former employer’s Web site and altering the
robots.txt file so that the site would not show up in search engine results.

Source: http://news.softpedia.com/news/Man-Arrested-After-Pulling-Former-
Employer-s-Website-from-Google-Search-Results-364869.shtml

For another story, see item 4

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: https://www.it-isac.org
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Communications Sector

27. July 2, Roanoke Times — (Virginia) Reduced signal has been restored for WDBJ-TV
antenna users. Twenty percent of antenna users and WDBJ-TV 7 Roanoke/Lynchbug
viewers lost their signal July 1 after an over-the-air transmitter failed. Technicians
hoped to have the signal fully restored July 2.

Source: http://www.roanoke.com/news/2047753-12/reduced-signal-has-been-restored-
for-wdbj-tv-antenna.html

28. July 2, Denver Post — (Colorado) Front Range Internet outage cuts e-mail service
for nearly a week. Software-compatibility issues on its new platform caused Front
Range Internet Inc.’s 16,000 Colorado residential and business customers to have
degraded services for nearly a week. The company expected to resolve the issue by July
2.

Source: http://www.denverpost.com/breakingnews/ci_23578009/front-range-internet-
outage-cuts-e-mail-service

[Return to top]
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Commercial Facilities Sector
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29.

30.

31.

32.

July 2, WSOC 9 Charlotte — (South Carolina) Resident calls fire at Rock Hill
apartments an accident. A resident of Oak Hollow Apartments in Rock Hill admitted
a cigarette may have been the cause of the July 2 fire which displaced 24 people and
heavily damaged at least four units by fire and several others by smoke.

Source: http://www.wsoctv.com/news/news/local/firefighters-battle-blaze-rock-hill-
apartments/nYbkR/

July 2, KOKI 23 Tulsa — (Oklahoma) TFD said cigarette started apartment fire.
Sixteen families were impacted in a July 2 apartment fire at the River Park at
Kensington Apartments in south Tulsa. Fire investigators determined the flames started
from a cigarette.

Source: http://www.fox23.com/news/local/story/Apartment-fire-in-south-
Tulsa/VRoab4lErEyr OxLX_4zQqg.cspx

July 1, KSTU 13 Salt Lake City — (Utah) Fire damages Murray apartments. A July 1
attic fire that displaced 15 people from the Wood Point Apartments in Murray also
destroyed or damaged several units and remains under investigation.

Source: http://fox13now.com/2013/07/01/fire-damages-murray-apartments/

June 30, WXYZ 7 Detroit — (Michigan) Detroit Police investigating shooting just
outside Greektown Casino. Detroit Police are reviewing surveillance footage from
cameras outside the Greektown Casino Hotel after a June 30 shooting that left at least
one injured. The block was shut down for several hours after the shooting incident.
Source: http://www.wxyz.com/dpp/news/region/detroit/detroit-police-investigate-
shooting-just-outside-greektown-casino

Dams Sector
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Nothing to report
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