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Top Stories

Xcel Energy crews in Minnesota worked to restore power to the remaining 42,000
customers throughout the State after storms knocked out electricity to a reported 554,000

customers. — KMSP 9 Minneapolis (See item 1)

More than 10,000 people in the western United States have received Hepatitis A vaccines
since news broke of an outbreak linked to Townsend Farms frozen berry mixes. — Food

Safety News (See item 17)

Firefighters continued to battle Colorado’s 75,150-acre West Fork Complex fire that
consists of the West Fork Fire, Windy Pass Fire, and Papoose Fire burning in the San Juan
and Rio Grande national forests. — KUSA 9 Denver (See item 24)

The biggest dam removal project in California’s history began June 21 after State
inspectors reported deposits of silt made the Sam Clemente Dam unable to withstand a
major earthquake. — KSBW 8 Salinas (See item 49)
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Enerqy Sector
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1.

June 24, KMSP 9 Minneapolis — (Minnesota) Power outage update: 42,000 remain
without power in Twin Cities. Xcel Energy crews in Minnesota worked June 24 to
restore power to the remaining 42,000 customers throughout the State after storms
knocked out electricity to a reported 554,000 customers.

Source: http://www.myfoxtwincities.com/story/22652705/power-outages-twin-cities-

jun-21-2013

June 23, Philadelphia Main Line Times — (Pennsylvania) Clean-up continues from
Malvern gasoline spill. Crews worked to clean up an estimated 5,300 gallons of
gasoline water that was released after a Buckeye Terminals LLC strainer vessel in the
terminal’s vapor recovering unit process piping failed June 22. Several roads in East
Whiteland were closed as part of cleanup efforts and the distribution center will remain
closed June 24 while repairs continue.

Source:
http://mainlinemedianews.com/articles/2013/06/23/main_line_suburban_life/news/doc5
1c7b59faa762965580688.txt?viewmode=fullstory

June 23, Associated Press — (Texas) West Texas man dies in oilfield-related
accident. Authorities are investigating the June 20 death of an Earthco employee in Big
Spring after employees were working on a large heater tank used to prepare oil for
transport when it rolled onto the man and pinned him against another piece of
equipment. The worker was taken to the hospital where he later died.

Source: http://www.ktxs.com/news/west-texas-man-dies-in-oilfieldrelated-accident/-
/14769632/20684958/-/4ydmqf/-/index.html

June 21, Denver Post — (Colorado) Encana shuts down northwest Colorado gas
wells from Wild Rose fire. Encana Oil & Gas shut down their Dragon Trail gas-
processing plant near Rangely as well as about 500 natural-gas wells in northwest
Colorado’s Rio Blanco County June 19 due to the Wild Rose wildfire that burned
through 1,065 acres.

Source: http://www.denverpost.com/coloradowildfires2013/ci_23514686/encana-shuts-
down-northwest-colorado-gas-wells-from

Chemical Industry Sector
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Nothing to report

Nuclear Reactors, Materials, and Waste Sector



http://www.myfoxtwincities.com/story/22652705/power-outages-twin-cities-jun-21-2013
http://www.myfoxtwincities.com/story/22652705/power-outages-twin-cities-jun-21-2013
http://mainlinemedianews.com/articles/2013/06/23/main_line_suburban_life/news/doc51c7b59faa762965580688.txt?viewmode=fullstory
http://www.ktxs.com/news/west-texas-man-dies-in-oilfieldrelated-accident/-/14769632/20684958/-/4ydmqf/-/index.html
http://www.ktxs.com/news/west-texas-man-dies-in-oilfieldrelated-accident/-/14769632/20684958/-/4ydmqf/-/index.html
http://www.denverpost.com/coloradowildfires2013/ci_23514686/encana-shuts-down-northwest-colorado-gas-wells-from
http://www.denverpost.com/coloradowildfires2013/ci_23514686/encana-shuts-down-northwest-colorado-gas-wells-from

[Return to top]

5. June 21, Reuters — (Washington) Tank at Washington state nuclear site may be

leaking radioactive waste. A possible leak in a double-shell nuclear waste storage tank
at the Hanford Nuclear Reservation was detected by workers June 20.

Source: http://articles.chicagotribune.com/2013-06-21/news/sns-rt-us-usa-nuclear-
leakbre95k187-20130621_1_sturdier-double-walled-tanks-older-single-shell-tanks-
washington-state-nuclear-site

Critical Manufacturing Sector
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Defense Industrial Base Sector
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6. June 21, Associated Press — (Virginia) Ex-CEO of Va. security firm gets 6 years for

small business contract fraud. The former CEO of Virginia-based security firm
Protection Strategies Inc. was sentenced June 21 to 6 years in prison for illegally
winning more than $150 million in government contracts that were supposed to have
been set aside for disadvantaged and minority-owned businesses.

Source:
http://www.tribtown.com/view/story/40022e9575f14113826a670c4612046b/DC--
Contract-Fraud

Financial Services Sector

7. June 23, Fayette Citizen — (Georgia) FDIC sues directors of failed F’ville bank for

$10.3M. The Federal Deposit Insurance Corporation filed suit against the former board
of directors of the failed Southern Community Bank in Fayetteville for $10.3 million
for allegedly being negligent in their management of the bank.

Source: http://www.thecitizen.com/articles/06-23-2013/fdic-sues-directors-failed-
f’ville-bank-103m

. June 22, KXAS 5 Fort Worth — (Texas) FBI makes arrest in “Mesh Mask Bandit”

case. A man suspected of being the “Mesh Mask Bandit” responsible for 19 robberies
in north Texas since December 2012 was arrested June 22.

Source: http://www.nbcdfw.com/news/local/FB1-Makes-Arrest-in-Mesh-Mask-Bandit-
Case-212545321.html

. June 21, Softpedia — (International) Information-stealing Fareit malware used

against Wells Fargo customers. Bitdefender identified a spam campaign targeting
Wells Fargo customers that uses the Fareit information stealing malware. The malware

-3-
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10.

is also capable of using infected devices for distributed denial of service (DDoS)
attacks and downloading other malware.

Source: http://news.softpedia.com/news/Information-Stealing-Fareit-Malware-Used-
Aaqainst-Wells-Fargo-Customers-362492.shtml

June 21, American Banker — (Georgia) Former Ga. bank exec pleads guilty to fraud.
The former chief executive of the failed Tifton Banking Company pleaded guilty to
falsifying loans after receiving Troubled Asset Relief Program (TARP) funds, costing
the bank, the Small Business Administration, and taxpayers a total of $6.16 million.
Source: http://www.americanbanker.com/issues/178_120/former-georgia-bank-
executive-pleads-quilty-to-fraud-1060074-1.html

For another story, see item 34
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Transportation Systems Sector

11.

12.

13.

14.

15.

June 24, WLWT 5 Cincinnati — (Ohio) South I-71 reopens after fatal motorcycle
crash at Lytle Tunnel. A fatal motorcycle accident closed southbound lanes on
Interstate 71 just before the Lytle Tunnel in Cincinnati for over 3 hours June 23.
Source: http://www.wlwt.com/news/local-news/cincinnati/south-i71-closed-for-serious-
crash-at-lytle-tunnel/-/13549970/20684852/-/x50h08/-/index.html

June 23, KRNV 4 Reno — (Nevada) Two dead after head-on crash on Hwy 50. A fatal
head-on crash closed Highway 50 near Centennial Drive in Carson City for nearly 5
hours June 23.

Source: http://www.mynews4.com/news/local/story/Two-dead-after-head-on-crash-on-
Hwy-50/81eMtsM7jkqpCvkHjVRskw.cspx

June 23, KOAA 5 Pueblo — (Colorado) Hazmat situation closes roads & keeps
neighbors cautious. Roads surrounding the Aspen Townhomes on East Pikes Peak
Avenue and Byron Drive in Colorado Springs were blocked for several hours June 23
following reports of fumes and a chemical smell from the area. HAZMAT crews and
authorities cleared the investigation and found the area safe.

Source: http://www.koaa.com/news/hazmat-situation-closes-roads-and-keeps-
neighbors-cautious/

June 22, Everett Herald — (Washington) Detectives investigating fatal accident on
Highway 529. A fatal accident closed Highway 529 northbound in Everett for several
hours June 21 as authorities investigated the incident.

Source: http://www.heraldnet.com/article/20130622/NEWS01/706229921

June 21, Northwest Florida Daily News — (Florida) Fatal crash on U.S. Highway 98
near Rue Caribe. A fatal two-vehicle accident closed the westbound lanes of U.S.
Route 98 in Miramar Beach for over 4 hours June 21.
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Source: http://www.nwfdailynews.com/local/fatal-crash-on-u-s-highway-98-near-rue-
caribe-gallery-1.161941

16. June 21, Northeast Mississippi Daily Journal — (Mississippi) Wreck caused long
closure on Highway 45. The southbound lane of Highway 45 near Baldwyn was
closed for about 3 hours June 21 following an accident in which a semi-trailer collided
with a tractor.

Source: http://djournal.com/view/full_story/22953873/article-Wreck-caused-long-
closure-on-Highway-45%instance=secondary_stories_left_column

For another story, see item 2
[Return to top]

Food and Agriculture Sector

17. June 24, Food Safety News — (National) Thousands sought vaccines following
Townsend Farms hep A outbreak. More than 10,000 people in the western United
States have received hepatitis A vaccines since news broke on May 31 of an outbreak
linked to Townsend Farms frozen berry mixes sold at Costco stores.

Source: http://www.foodsafetynews.com/2013/06/thousands-sought-vaccines-
following-townsend-farms-hep-a-outbreak/

18. June 22, ABC News — (Oregon) More than 25,000 bees die in Oregon. An insecticide
was confirmed to have caused the deaths of 25,000 bees in Wilsonville the week of
June 16, according to the Oregon Department of Agriculture.

Source: http://abcnews.go.com/blogs/headlines/2013/06/more-than-25000-bees-die-in-

oregon/

19. June 21, U.S. Food and Drug Administration — (New Jersey) Taylor Farms New
Jersey issues allergy alert on undeclared tree nuts in Black Forest Ham and
Cheese on a Pretzel Roll with Swiss Cheese and Country Dijon Honey Mustard. A
limited quantity of Black Forest Ham and Cheese on a Pretzel Roll with Swiss Cheese
and Country Dijon Honey Mustard is being recalled by Taylor Farms New Jersey Inc.
because the products have the potential of containing an undeclared tree nut allergen.
Source: http://www.fda.gov/Safety/Recalls/ucm358191.htm

[Return to tog]

Water and Wastewater Systems Sector

20. June 21, U.S. Environmental Protection Agency — (Minnesota) EPA and MPCA to
provide more than $3 million to restore the St. Louis River. The U.S.
Environmental Protection Agency reported June 21 that they would provide $2.2
million in Great Lakes Restoration Initiative funds and the Minnesota Pollution Control
Agency would provide $1.1 million through the Minnesota Clean Water Fund to
support cleanup assessments for three sites, develop plans for the restoration of seven
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sites, and evaluate area solutions for local habitat restoration projects within the St.
Louis River Area of Concern.

Source:
http://yosemite.epa.gov/opa/admpress.nsf/0/025F3BEDAF7B8DEB85257B910053F9B
4

For another story, see item 2

Healthcare and Public Health Sector
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21.

22.

23.

June 23, KATU 2 Portland — (Oregon) Vandals cut break lines, graffiti homes at
country club in Woodburn. Authorities are searching for suspects connected with the
vandalism of Senior Estates Golf and Country Club June 22. The suspects also
removed lug nuts and cut brake lines from some of the vehicles parked at the
Woodburn senior community.

Source: http://www.katu.com/news/local/Dozens-of-homes-cars-vandalized-at-country-
club-in-Woodburn-212677151.html

June 22, Associated Press — (lllinois) Logan County senior center destroyed by fire.
Oasis Senior Center in Lincoln was destroyed after a fire broke out at the facility June
21. Three firefighters suffered minor injuries as crews trucked water to the scene after
nearby hydrants could not meet the demand for water.

Source: http://abclocal.go.com/wls/story?section=news/local/illinois&id=9148437

June 21, Monte Vista Journal — (Colorado) Bomb threat closes M.V. clinic. Edward
M. Kennedy Health Clinic in Monte Vista was closed June 20 after receiving a bomb
threat. Police gave the all-clear after conducting a search and the clinic reopened June
21.

Source:
http://www.montevistajournal.com/v2_news_articles.php?heading=0&page=72&story
1d=3647

Government Facilities Sector

24,

June 24, KUSA 9 Denver — (Colorado) West Fork Complex fire rages on, Colorado
town braces for long evacuation. Firefighters continued to battle Colorado’s West
Fork Complex fire that consists of the West Fork Fire, Windy Pass Fire, and Papoose
Fire burning on the San Juan and Rio Grande national forests. The fire burned 75,150
acres by June 24 as officials estimated full extinguishment will most likely take
months.

Source: http://www.9news.com/news/local/article/341973/222/\West-Fork-Complex-
Fire-grows-to-over-70000-acres
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26.
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30.

June 23, WRBL 3 Columbus — (Georgia) Woman dies in Marion County after car
crash starts fire. Half of Marion Middle School in Buena Vista was destroyed when a
car crashed into the building June 21 killing the driver and injuring a 3-year-old in the
car.

Source: http://www.wrbl.com/story/22662209/fire-destroys-part-of-marion-middle-
school

June 23, Fresno Bee — (California) Mariposa County’s Carstens Fire is 90%
contained. Firefighters reached 90 percent containment of the Carstens Fire in
Mariposa County June 23. The fire burned 1,708 acres as evacuation orders for 500
homes were lifted.

Source: http://www.fresnobee.com/2013/06/23/3357029/mariposa-countys-carstens-
fire.html

June 22, Quad-City Times — (lowa) Campers evacuated after flooding at lowa park.
Over 80 campers were evacuated from Yellow River State Forest in lowa June 22 after
more than 3 inches of rain fell and caused flooding along the Little Pain Creek.
Source: http://gctimes.com/news/state-and-regional/iowa/campers-evacuated-after-
flooding-at-iowa-park/article 29b55e61-8c11-5613-92a9-893abd1860d6.html

June 21, NewsOK.com — (Oklahoma) Classes to resume at OSU-OKC following
bomb threat. Oklahoma State University-Oklahoma City was evacuated for 8 hours
June 21 while police investigated a phoned bomb threat. Officials cleared the school
after conducting a search and classes resumed after the campus reopened.

Source: http://newsok.com/update-osu-okc-evacuated-due-to-bomb-threat-friday-
morning/article/3854932

June 21, KMGH 7 Denver — (Colorado) Front Range Community College campus in
Westminster reopens Friday after bomb threat. Students and staff were evacuated
and classes were dismissed at Front Range Community College in Westminster,
Colorado June 20 after a bomb threat was written on a bathroom wall. Police did not
find any suspicious devices after conducting a search and the campus reopened June
21.

Source: http://www.thedenverchannel.com/news/local-news/front-range-community-
college-campus-in-westminster-reopens-friday-after-nomb-threat

June 21, CNN — (Virginia) Officials: 430 should be tested after TB outbreak at
Virginia school. Health officials in Fairfax County contacted 430 people who may
have been exposed to and require testing as a result of coming into contact with three
individuals from Robert E. Lee High School that tested positive for tuberculosis. The
school reopened their December 2012 investigation after an additional two students
tested positive for the bacteria in June.

Source: http://www.cnn.com/2013/06/20/health/virginia-tb-
outbreak/index.html?hpt=he_c2

For another story, see item 4
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Emergency Services Sector

Nothing to report
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Information Technoloqy Sector

31.

32.

33.

34.

35.

36.

June 24, V3.co.uk — (International) Android Fakedefender malware attacks Google
smartphone and tablet users. Researchers at Sympantec discovered a new piece of
ransomware affecting Android phones that poses as a legitimate security app, dubbed
Android.Fakedefender.

Source: http://www.v3.co.uk/v3-uk/news/2276963/android-fakedefender-malware-
attacks-google-smartphone-and-tablet-users

June 24, The H — (International) WordPress hardened with XSS, DoS and SSRF
fixes. WordPress released an update to its open source blogging software that closes 12
bugs, 7 of which are security issues. The developers strongly encouraged all users to
update to the new version.

Source: http://www.h-online.com/security/news/item/WordPress-hardened-with-XSS-
DoS-and-SSRF-fixes-1895188.html

June 22, Softpedia — (International) DNS provider Zerigo hit by DDOS attack.
Cloud-based DNS provider Zerigo was the target of a distributed denial of service
(DDoS) attack that took servers offline June 21.

Source: http://news.softpedia.com/news/DNS-Provider-Zerigo-Hit-by-DDOS-Attack-
362771.shtml

June 22, Softpedia — (International) DirtJumper malware version dubbed “Drive”
sports powerful DDOS engine. Researchers at Arbor Networks identified a new
variant of the DirtJumper malware dubbed “Drive” with much more powerful
distributed denial of service (DDoS) capabilities. It has been observed in attacks against
commercial and financial targets.

Source: http://news.softpedia.com/news/DirtJumper-Malware-Version-Dubbed-Drive-
Sports-Powerful-DDOS-Engine-362833.shtml

June 21, The Register — (International) Facebook bug leaks contact info of 6 million
users. An error in Facebook’s Download Your Information (DY) tool caused the
contact information of potential contacts to be associated with other users’ data, which
would be downloaded along with an individual user’s information through the tool.
Source: http://www.theregister.co.uk/2013/06/21/facebook_contact_leak/

June 21, Help Net Security — (International) Phishing attacks impacted 37.3 million
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users last year. Research from Kaspersky Lab found that phishing attacks increased 87
percent in 2012, affecting 37.3 million users.
Source: https://www.net-security.org/secworld.php?id=15120

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: https://www.it-isac.org
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Communications Sector

37.

[Return to tog]

June 21, WPVI 6 Philadelphia — (Pennsylvania) Communication tower damaged by
fire brought down safely in Bensalem. A June 21 communications tower fire in
Bensalem prompted the evacuation of dozens of residents from the Bensalem Woods
apartment complex and the establishment of a safety perimeter as crews let the fire
extinguish itself before successfully bringing down the tower by a crane several hours
later.

Source: http://abclocal.go.com/wpvi/story?section=news/local&id=9146834

Commercial Facilities Sector

38.

39.

40.

June 24, KSHB 41 Kansas City — (Missouri) Shooting at Kansas City club Kills one,
injures eight. Police are investigating a June 23 shooting inside and outside a Kansas
City, Missouri motorcycle club which injured eight and left one dead. Nearly 300
people fled the area once gunshots were fire.

Source: http://www.kshb.com/dpp/news/crime/nine-people-shot-at-club-in-kansas-city-
at-least-three-in-critical-condition

June 23, Associated Press; Valdosta Daily Times — (Georgia) 5 hurt in south Ga.
restaurant explosion. Lowndes County authorities reported a propane explosion at a
restaurant caused severe damage to the building and injured five people June 22 after
workers installing a new air conditioning unit turned on a propane line at the Lake Park
building, prompting the explosion, after initially smelling gas and turning off the line.
Source: http://www.macon.com/2013/06/23/2529688/5-hurt-in-south-ga-
restaurant.html

June 23, WVEC 13 Hampton — (Virginia) 1 dead, 4 injured in town center shooting.
Police are investigating a shooting near the Virginia Beach Town Center, near
Guadalajara Restaurant, which left one dead and four others injured June 23.

Source: http://www.wvec.com/news/local/1-dead-4-injured-in-Town-Center-shooting-
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41.

42.

43.

44,

45.

46.

212669741.html

June 22, Associated Press — (California) Man who ordered tie gets Soc. Sec.
numbers instead. Banana Republic representatives are looking into their processes
after a San Francisco couple received personally identifiable information on 20 former
Banana Republic employees after they ordered items from the company’s Web site.
Source: http://news.msn.com/us/man-who-ordered-tie-gets-soc-sec-numbers-instead

June 22, Associated Press — (Maryland) Fake bomb forces evacuations of car rental
center. An Anne Arundel County Avis car rental facility was evacuated for over 4
hours June 22 after a suspicious package was discovered. Bomb crews determined the
device was a hoax and cleared the scene to ensure the grounds were safe.

Source: http://www.wbal.com/article/100772/3/template-story/Fake-Bomb-Forces-
Evacuation-Of-Car-Rental-Center

June 22, New York Post — (New York) Three firefighters, two residents injured in
Central Park apartment fire. Five people, including three firefighters, were injured in
a June 22 candle fire at a Central Park South hi-rise apartment building in New York
which prompted the evacuation of the floor but not the entire building.

Source:
http://www.nypost.com/p/news/local/manhattan/three_firefighters_two_residents e4G
NGikhZdwkMh0OQC8b9pK

June 21, Fairfield Minuteman — (Connecticut) Buildings evacuated after gas line
erupts in fireball. Firefighters evacuated three commercial buildings for several hours
near a construction site in Westport after a private construction company working on a
natural gas line reported the line developed a leak and erupted into a fireball damaging
trees, a vehicle, and construction tools June 21.

Source:
http://www.minutemannewscenter.com/articles/2013/06/21/westport/news/doc51c4bcl
f1b37d753060065.txt

June 21, Associated Press — (North Carolina) Suspect shoots four before being shot
by police in North Carolina. A shooter shot and wounded one person at the Kellum
Law Fire in Greenville before shooting three others in a nearby Wal-Mart June 21.
Officers later shot and arrested the gunman at the entrance of the Wal-Mart.

Source: http://www.foxnews.com/us/2013/06/21/north-carolina-gunman-shoots-four-
before-being-shot-by-police/?test=latestnews

June 21, KMSP 9 Minneapolis — (Minnesota) Mounds View stabbing: 1 dead, 1
injured at apartment complex. Police are investigating the June 20 stabbing of two
men at a Mounds View apartment complex in Minnesota that left one dead and another
wounded.

Source: http://www.myfoxtwincities.com/story/22652524/mounds-view-stabbing-
apartment-complex
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[Return to tog]

47.

48.

June 20, Westchester News 12 — (New York) AMC Theater at Palisades Center
evacuated after fire. A popcorn maker malfunctioned at the AMC Theater in Palisades
Center Mall in Nyack, causing a fire and prompting the evacuation of the theater June
20. The smoke seeped into other stores in the mall and remained inside the building for
hours.

Source: http://westchester.news12.com/news/amc-theater-at-palisades-center-
evacuated-after-fire-1.5534737

June 20, Wichita Business Journal — (Kansas) Fire causes evacuation, damage at
Wichita apartments. Firefighters believe careless smoking was the cause of a June 19
fire at the Aspen Park Apartments in Wichita which caused $130,000 in damages and
prompted the evacuation of dozens of people.

Source: http://www.bizjournals.com/wichita/morning_call/2013/06/fire-causes-
evacuation-damage-at.html

For another story, see item 37

Dams Sector

[Return to tog]

49. June 21, KSBW 8 Salinas — (California) Carmel River dam to be torn down; biggest

dam demolishing project in Calif. history. The biggest dam removal project in
California’s history began June 21 after State inspectors reported deposits of silt made
the Sam Clemente Dam in Carmel unusable and unable to withstand a major
earthquake. The dam will be torn down by 2016 with a project cost of $84 million.
Source: http://www.ksbw.com/news/central-california/monterey/carmel-river-dam-to-
be-torn-down-biggest-dam-project-in-calif-history/-/5738820/20668228/-/k8kimbz/-
/index.html
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