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Top Stories
e The New York City Metropolitan Transportation Authority plans to close a key subway

tunnel linking Brooklyn and Manhattan for at least a year to repair lingering damage from
Superstorm Sandy. — Wall Street Journal (See item 12)

o Approximately 49 people have been infected by Hepatitis A linked to a frozen berry mix
sold nationwide. — Food Safety News (See item 19)

o A four-story apartment building undergoing demolition in Philadelphia collapsed onto a
Salvation Army store, trapping up to ten people. - WFMZ 69 Allentown (See item 42)

e A June 3 shootout at the Sunset Plaza Apartments in Jackson, Mississippi, left 1 dead and 4
injured after more than 100 shots were fired. — Associated Press (See item 46)
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Enerqy Sector

1. June 5, Associated Press — (Wisconsin) Wis. foundry cited for health, safety
violations. Castalloy Inc., a Waukesha steel foundry, was cited for 14 alleged safety
and health violations and fined $83,160 by the U.S. Occupational Safety and Health
Administration after a November 2012 inspection determined workers were using
inadequate safety equipment and employees were exposed to harmful chemicals for
over 8 hours.

Source: http://www.fox11online.com/dpp/news/wisconsin/wis-foundry-cited-for-
health-safety-violations

2. June 4, Associated Press — (Colorado) Fire burns Xcel power plant’s conveyor belt
system in Pueblo. A June 1 fire that ignited on a conveyor belt system at Xcel
Energy’s coal-fired Comanche power plant in Pueblo caused roughly $1 million in
damages. Authorities are investigating initial reports stating the blaze was sparked by
welding work conducted on conveyor belts which had coal and coal residue on them.
Source: http://denver.cbslocal.com/2013/06/04/fire-burns-xcel-power-plants-conveyor-
belt-system-in-pueblo/

3. June 4, Wisconsin State Journal — (Wisconsin) Cassville biomass power plant
operator fined for pollution violations. DTE Stoneman in Cassville, a biomass power
plant operator, was fined $150,000 for violating air pollution laws stemming from
noncompliance with several Wisconsin Department of Natural Resources rules from
June 2010 through June 2012.

Source: http://host.madison.com/wsj/news/local/cassville-biomass-power-plant-
operator-fined-for-pollution-violations/article_3788a18b-199b-57b3-8608-
9833f9a7b54b.html

For another story, see item 37

[Return to top]

Chemical Industry Sector

4. June 4, Associated Press — (lllinois) Evacuation lifted after Ill. chemical plant fire.
Fire officials in Seward lifted an evacuation and allowed residents to return to their
homes after nearly 2 days following a June 2 explosion at the Nova-Kem chemical
facility.

Source: http://www.enquirerherald.com/2013/06/04/2513492/evacuation-lifted-after-
ill-chemical.html

For another story, see item 14

[Return to top]
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Nuclear Reactors, Materials, and \Waste Sector

5. June 4, Associated Press — (North Carolina) Feds OK restart of Shearin Harris
nuclear plant. The U.S. Nuclear Regulatory Commission gave approval for the
Shearon Harris nuclear power plant near Raleigh to restart a reactor that was shut down
in May when a quarter-inch area of corrosion and cracking was found on the reactor
vessel head.

Source: http://www.rockymounttelegram.com/news/ncwire/feds-ok-restart-shearin-
harris-nuclear-plant-2067905

[Return to top]

Critical Manufacturing Sector

6. June 5, Reuters — (National) Toyota says to recall 242,000 vehicles for brake glitch.
Toyota announced the recall of 242,000 Prius and Lexus HS 250h vehicles worldwide
manufactured during 2009 due to mechanical design flaw that could cause greater
braking distances.

Source: http://www.reuters.com/article/2013/06/05/us-toyota-recall-
idUSBRE95406D20130605

7. June 4, Associated Press — (Wisconsin) Waukesha foundry cited for health, safety
violations. The Occupational Safety and Health Administration cited Castalloy Inc. for
14 alleged safety and health violations at its Waukesha facility, with fines totaling
$83,160.
Source: http://www.todaystmj4.com/news/local/210216791.html

For another story, see item 37
[Return to top]

Defense Industrial Base Sector

Nothing to report
[Return to top]

Financial Services Sector

Nothing to report
[Return to top]

Transportation Systems Sector

8. June 5, Tampa Bay Times — (Florida) Eastbound Interstate 4 shut down following
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FedEXx truck crash. A traffic crash involving a FedEx truck closed all eastbound lanes
of Interstate 4 in Polk County for around 5 hours. The truck’s packages were scattered
across the lanes and nearly 150 gallons of fuel were spilled onto the highway.

Source: http://www.tampabay.com/news/publicsafety/accidents/eastbound-interstate-4-
shut-down-following-fedex-truck-crash/2124922

June 5, South Jersey Times — (New Jersey) Greenville Bridge in Pittsgrove re-opened
for travel following flooding in 2011. The Greenville Bridge in Pittsgrove Township
reopened after a heavy storm dumped 11 inches of rain and severely damaged the
bridge nearly 2 years ago.

Source:

http://www.nj.com/salem/index.ssf/2013/06/greenville bridge_in_pittsgrov.html

June 4, Colusa County Sun-Herald — (California) 8 hospitalized following highway
accident. A June 2 accident in which 8 people were injured and sent to the hospital
closed both directions of Highway 20 in Williams City for 2 hours.

Source: http://www.colusa-sun-herald.com/articles/hospitalized-10769-people-
accident.html

June 4, KSBY 6 San Luis Obispo — (California) Accident closes Highway 154
Tuesday morning. A traffic accident involving an overturned semi-truck on Highway
154 near Painted Cave Road in Santa Barbara County prompted officials to close the
highway in both directions from Highway 246 to Highway 192 for 3 hours.

Source: http://www.ksby.com/news/accident-closes-highway-154-tuesday-morning/#

June 4, Wall Street Journal — (New York) Subway Tunnel to close. The New York
City Metropolitan Transportation Authority plans to close the Montague tube, a key
subway tunnel linking Brooklyn and Manhattan, for at least a year to repair lingering
damage from Superstorm Sandy.

Source:
http://online.wsj.com/article/SB10001424127887324563004578525602849939578.htm
I

June 4, Stamford Advocate — (Connecticut) Bridge repair causes 2-hour delays on I-
95. A crew accidently damaged a bridge on Interstate 95 in Stamford, necessitating
emergency repairs that resulted in a 19 mile backup during the morning commute, up to
2 hour travel delays, and southbound lane closures lasting 4 hours.

Source: http://www.stamfordadvocate.com/news/article/Bridge-repair-causes-2-hour-
delays-on-1-95-4574763.php

June 4, WISH 8 Indianapolis — (Indiana) SR 44 closed until Wednesday after tanker
overturns. A tanker truck overturned on State Road 44 in Fayette County spilling 700-
800 gallons of paint thinner. Fire officials closed the road and evacuated 3 to 4 homes
while responding to the incident.

Source: http://www.wishtv.com/dpp/news/local/east_central/tanker-overturned-
prompts-evacuation
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[Return to top]

June 4, KRIV 26 Houston — (Texas) Overturned tanker truck, chemical spill causes
traffic mess. An accident that left an 18-wheeler tanker truck overturned on the 610
West Loop northbound lanes near the U.S. Highway 59 exit ramp in Houston closed
the northbound and southbound lanes of the loop for around 8 hours.

Source: http://www.myfoxhouston.com/story/22498549/2013/06/04/overturned-tanker-
truck-causes-traffic-mess-on

Food and Agriculture Sector
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June 5, Oklahoma City Oklahoman — (National) Corn farmers across lowa, Midwest
face tough decisions. According to the U.S. Department of Agriculture 91 percent of
the nation’s corn crop is in the ground, but just 74 percent of the plants have emerged
due to wet spring weather.

Source: http://newsok.com/corn-farmers-across-iowa-midwest-face-tough-
decisions/article/3841913

June 5, Food Safety News — (Minnesota) Single-Serve Cinnamon Toast Crunch
recalled for Salmonella Risk. Approximately 168 cases of single-serve reduced-sugar
Cinnamon Toast Crunch was recalled by General Mills because the product has the
potential to be contaminated with Salmonella.

Source: http://www.foodsafetynews.com/2013/06/single-serve-cinnamon-toast-crunch-
recalled-for-salmonella-risk/

. June 5, Food Safety News — (National) Listeria killed 1 in 5 infected in recent years.

Listeria killed approximately one-in-five Americans it infected between 2009 and 2011,
according to a report released by the U.S. Centers for Disease Control and Prevention.
Source: http://www.foodsafetynews.com/2013/06/listeria-killed-1-in-5-infected-in-

recent-years/

June 4, Food Safety News — (National) Case Count rises to 49 in Hepatitis A
Outbreak linked to Frozen Berries. The Center for Disease Control and Prevention
reported that 49 people have been infected by Hepatitis A linked to a frozen berry mix
sold nationwide.

Source: http://www.foodsafetynews.com/2013/06/case-count-rises-to-49-in-hepatitis-a-
outbreak-linked-to-frozen-berries/

June 4, U.S. Food and Drug Administration — (National) Townsend Farms
voluntarily recalls limited lots of Frozen Organic Antioxidant Blend products due
to possible health risk. Certain lots of frozen Organic Antioxidant Blend have been
voluntarily recalled by Townsend Farms Inc. because it has the potential to be
contaminated with Hepatitis A, based on an ongoing epidemiological and traceback
investigation by the U.S. Food and Drug Administration and the Centers for Disease
Control.
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Source: http://www.fda.gov/Safety/Recalls/ucm355166.htm

June 4, Portland Oregonian — (Oregon) Firefighters battle 2-alarm fire at Pacific
Seafood plant in Warrenton. A 2-alarm fire at a Pacific Seafood plant in Warrenton
prompted fire officials to take a defense posture due to ammonia in the plant. Around
130 workers were in the plant when the fire broke out and no injuries were reported.
Source: http://www.oregonlive.com/pacific-northwest-
news/index.ssf/2013/06/firefighters_battle 2-alarm_fi.html

June 3, U.S. Food and Drug Administration — (National) Food Co. recalls Gouda
Cheeses because of possible health risk. Approximately 12 wheels of Gouda cheese
manufactured on December 20, 2012 have been recalled by Finger Lakes Farmstead
Cheese Company, LLC. after a U.S. Food and Drug Administration product sampling
revealed the product was contaminated with Listeria monocytogenes Type 1.

Source: http://www.fda.gov/Safety/Recalls/ucm355047.htm

Water and Wastewater Systems Sector

23.

[Return to top]

June 4, Frederick News-Post— (Maryland) Officials: 7,000-gallon sewage spill in
Brunswick caused no problems. The city of Brunswick announced a 7,000 gallon
sewage sludge spill from the Brunswick Wastewater Treatment Plant was contained
and posed no problems June 1. The spill was caused by a number of problems
including equipment setting protocols, pump, and emergency notification system
failures.

Source:
http://www.fredericknewspost.com/news/environment/natural_resource/article_6e950f
d0-06c5-5e86-a0bf-4199ce82eb8b.html

Healthcare and Public Health Sector
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June 5, WPVI 6 Philadelphia — (Pennsylvania) Pa. dentist cited for unsanitary tools.
After Pennsylvania Health Department authorities suspended the license of a York
County dentist April 29, when they discovered she did not follow protocol to clean,
disinfect, and sterilize devices in her office, they urged her patients to be tested for
several dangerous infections.

Source: http://abclocal.go.com/wpvi/story?section=news/health&id=9126004

June 4, Detroit Free Press — (Michigan) Highland Park apartment building fire
under investigation. Residents and staff were evacuated from a Highland Park
apartment building for senior citizens June 3 when a fire began on the seventh floor.
Four residents were taken to the hospital for injuries.

Source: http://www.freep.com/article/20130604/NEWS05/306040034/Highland-Park-



http://www.fda.gov/Safety/Recalls/ucm355166.htm
http://www.oregonlive.com/pacific-northwest-news/index.ssf/2013/06/firefighters_battle_2-alarm_fi.html
http://www.oregonlive.com/pacific-northwest-news/index.ssf/2013/06/firefighters_battle_2-alarm_fi.html
http://www.fda.gov/Safety/Recalls/ucm355047.htm
http://www.fredericknewspost.com/news/environment/natural_resource/article_6e950fd0-06c5-5e86-a0bf-4199ce82eb8b.html
http://www.fredericknewspost.com/news/environment/natural_resource/article_6e950fd0-06c5-5e86-a0bf-4199ce82eb8b.html
http://abclocal.go.com/wpvi/story?section=news/health&id=9126004
http://www.freep.com/article/20130604/NEWS05/306040034/Highland-Park-apartment-fire

26.

27.

[Return to top]

apartment-fire

June 4, KYTV 3 Springfield — (Missouri) Bomb threat at Rolla medical building was
hoax. Phelps County Regional Medical Center in Rolla was evacuated for 3 hours
while police searched the facility after a phoned bomb threat June 4. Officials cleared
the building and determined the threat was a hoax when they did not find anything
suspicious.

Source: http://www.ky3.com/news/ky3-rolla-police-highway-patrol-investigating-
bomb-threat-20130604,0,7278938.story

June 4, KSTU 13 Salt Lake City — (Utah; Nevada) Police investigating spree of
pharmacy burglaries in southern Utah. Authorities are searching for three suspects
believed to be responsible for a series of burglaries of local pharmacies in southern
Utah and Nevada within hours of each other June 1. The suspects took prescription
narcotics from the pharmacies and did not appear to take any money.

Source: http://fox13now.com/2013/06/04/police-investigating-spree-of-pharmacy-
burglaries-in-southern-utah/

Government Facilities Sector
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June 5, Los Angeles Times — (California) Forest Service has aircraft set to start
firefighting at night. The U.S. Forest Service re-instated the policy to allow
helicopters and fixed-wing planes to battle wildfires at night in California. Specially
trained crews began fighting fires May 31 during the massive Powerhouse fire.
Source: http://www.latimes.com/news/local/la-me-night-fire-20130605,0,360908.story

June 5, Pittsburgh Tribune-Review — (Pennsylvania) Bus crash injures 2 Laurel
Highlands students. A Laurel Highlands Middle School bus accident left two students
with minor injuries June 4 in Uniontown. The uninjured students remained on the bus
which resumed its route.

Source: http://triblive.com/news/adminpage/4138379-74/bus-hit-
students#taxzz2VLJEfBQZ

June 4, WVEC 13 Hampton — (Virginia) Contractor hits gas line in Suffolk. The
Municipal Building in Suffolk County was closed and the police headquarters and 9-1-
1 center evacuated for 2 hours June 4 after a contractor hit a gas line causing a leak.
Source: http://www.wvec.com/my-city/suffolk/Contractor-hits-gas-line-in-Suffolk-
210071111 .html

June 4, Reuters — (New York) Possible gas blast at NY college hurts 7 faculty.
Authorities are investigating a possible natural gas explosion at Nyack College, north
of New York City June 4. Seven faculty members were taken to a local hospital for
injuries as the campus was mostly empty due to students’ dismissal following
graduation in May.

Source: http://news.msn.com/us/possible-gas-blast-at-ny-college-hurts-7-faculty
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32. June 3, Associated Press; WTRF 7 Wheeling — (West Virginia; Washington, D.C.)
W.Va. man charged with threatening U.S. President, family. Authorities arrested a
West Virginia man June 3 after he wrote a letter threatening to kill the U.S. President
and the president’s family. Officials believe the suspect may also be tied to two
previous threatening letters sent to the U.S. President and are continuing to investigate.
Source: http://www.usatoday.com/story/news/nation/2013/06/03/wva-man-charged-
with-threatening-obama-family/2385113/

For another story, see item 41
[Return to top]

Emergency Services Sector

33. June 4, Oakland Tribune — (California) Oakland police headquarters closed to
public Tuesday due to water leak. A malfunctioning toilet caused severe flooding to
the Oakland, California police headquarters building prompting authorities to close the
facility to the public June 4. Staff reported to work while crews cleaned up the damage.
Source: http://www.mercurynews.com/breaking-news/ci_23384777/oakland-police-
headquarters-closed-public-due-water-leak

34. June 4, WCIV 4 Charleston — (South Carolina) Prison to remain on lockdown after
overnight riot, officials say. A riot that left one inmate and one correctional officer
injured at the Ridgeland Correctional Institute in Jasper County, began after an inmate
tried to grab a package that was thrown over the outer fence and onto prison grounds.
Over 100 inmates exited their cells due to a lack of guards on duty and were placed on
lockdown after negotiations and tear gas.

Source: http://www.abcnews4.com/story/22492431/officer-injured-in-sc-prison-

uprising

For another story, see item 41

[Return to tog]

Information Technoloqy Sector

35. June 5, Softpedia — (International) Systems of DNSimple and easyDNS abused for
DNS amplification attack. Recent distributed denial of service (DDoS) attacks against
DNS providers DNSimple and easyDNS were in fact part of a DNS amplification
attack that abused the targets’ systems to power an attack against another target.
Source: http://news.softpedia.com/news/Systems-of-DNSimple-and-easyDNS-Abused-
for-DNS-Amplification-Attack-358492.shtml

36. June 5, Softpedia — (International) Experts identify source code of ransomware,
Zeu$S and IRC worm on torrent site. Researchers from Malware Must Die discovered
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the source code from several pieces of older malware on a torrent site and are willing to
share the information with trusted researchers.

Source: http://news.softpedia.com/news/Experts-ldentify-Source-Code-for-
Ransomware-ZeuS-and-IRC-Worm-on-Torrent-Site-358651.shtml

37. June 5, The H — (International) 2011 SCADA flaw finally fixed. Schneider Electric
distributed a fix for a vulnerability in their Quantum Ethernet Module discovered in
2011 that involved hardcoded passwords.

Source: http://www.h-online.com/security/news/item/2011-SCADA-flaw-finally-fixed-
1883064.html

38. June 5, The H — (International) Security update for Chrome 27. Google released a
security update for its Chrome browser, closing one critical security vulnerability and
ten lower-ranked vulnerabilities.

Source: http://www.h-online.com/security/news/item/Security-update-for-Chrome-27-
1882885.html

39. June 5, Computerworld — (International) Apple fixes irritating Mountain Lion bugs,
firms up Java defenses. Apple released updates for several versions of its OS X
operating system, including security updates closing several vulnerabilities.

Source:
http://www.computerworld.com/s/article/9239810/Apple_fixes_irritating_Mountain_Li
on_bugs_firms_up_Java_defenses

40. June 4, The H — (International) Google researcher discloses zero-day exploit for
Windows. A Google researcher discovered a security vulnerability in Windows that
can be exploited to obtain administrator privileges, and has now published an exploit
for the vulnerability.

Source: http://www.h-online.com/security/news/item/Google-researcher-discloses-
zero-day-exploit-for-Windows-1876170.html

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: https://www.it-isac.org

[Return to tog]

Communications Sector

41. June 4, Henderson Times-News — (North Carolina) Cut cable cripples Internet access
for hours. Internet communications in Henderson County suffered an 8 hour outage
after an AT&T fiber-optic cable was cut by a third-party contractor. The error affected
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businesses, the city government, and emergency personnel.

Source:
http://www.blueridgenow.com/article/20130604/ARTICLES/130609943/1008/sports?T
itle=Cut-cable-cripples-Hendersonville-Internet-service

Commercial Facilities Sector

42.

43.

44,

45.

46.

June 5, WFMZ 69 Allentown — (Pennsylvania) Apartment building collapses in
Philadelphia. A four-story apartment building undergoing demolition in Philadelphia
collapsed onto a Salvation Army store, trapping up to ten people. Thirteen individuals
were sent to area hospital for injuries.

Source: http://www.wfmz.com/news/news-regional-southeasternpa/apartment-building-
collapses-in-philadelphia/-/121434/20432146/-/flmvowz/-/index.html

June 4, Los Angeles Times — (California) Luxury apartments evacuated as minivan
plows into building. Residents of luxury apartments at the Promontory Point complex
in Newport Beach were evacuated June 3 for several hours after a vehicle plowed into
the building snapping off a gas meter and water line. Southern California Gas Company
crews investigated and worked to mitigate the leak’s damage but could not estimate
when residents could return to their homes.

Source: http://www.latimes.com/local/lanow/la-me-In-luxury-apartments-evacuated-
20130604,0,3824151.story

June 4, KABC 7 Los Angeles — (California) Bomb scare prompts evacuation at Van
Nuys hotel. Officers executing a narcotics search warrant June 4 discovered an item
resembling a pipe bomb, prompting a two-hour evacuation of the Studio 6 hotel in Van
Nuys while a bomb squad detonated the device. Three suspects were arrested.

Source:
http://abclocal.go.com/kabc/story?section=news/local/los_angeles&id=9126882

June 4, Associated Press; WABC-TV 7 New York City — (New York) 5 injured after
second floor balcony collapses at beachside apartment building on Long Island. A
second-floor cement balcony collapsed June 3, injuring five people and prompted an
investigation. A structural engineer was expected to examine all balconies at the Long
Beach apartment building and residents were urged to stay off the balconies.

Source:
http://www.tribtown.com/view/story/bc293ff45d5f45ce995ed3e7b1ddd030/NY --
Balcony-Collapse

June 4, Associated Press — (Mississippi) 1 dead and 4 injured in shootout at Jackson
apartments; police say more than 100 shots fired. A June 3 shootout at the Sunset
Plaza Apartments in Jackson left 1 dead and 4 injured after more than 100 shots were
fired.

Source:
http://www.therepublic.com/view/story/e817736fe867413¢c99c1f96dd232666f/MS--
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Jackson-Shooting
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Dams Sector

47. June 4, KMOX 1120 AM St. Louis — (Missouri) New levee breach affecting West
Alton. St. Charles County emergency management officials announced a new breach
June 4 near the northernmost tip of the Consolidated North County Levee. The breach
occurred on the Mississippi side of the levee system and has prompted a voluntary
evacuation of an estimated 43 homes.

Source: http://stlouis.cbslocal.com/2013/06/04/new-levee-breach-affecting-west-alton/
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