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Top Stories 

 Police in Frierson, Louisiana are searching for three suspects in connection with the $1 

million theft of copper wire from Trinidad Drilling Co. in a series of six separate incidents. 

– Alexandria Town Talk (See item 1)  

 A number one subway train derailed at 125th Street and Broadway in the Harlem 

neighborhood in New York City prompting authorities to spend several hours evacuating 

400 passengers and attempting to remove the train. – WABC 7 New York (See item 11)  
 

 The U.S. Department of Agriculture is investigating how a non-approved strain of 

genetically engineered wheat ended up growing in an Oregon field as it could pose a threat 

to trade with countries that have concerns about genetically modified foods. – Associated 

Press (See item 19)  

 A former U.S. Navy civilian employee pled guilty to leading a kickback scheme involving 

5 others in which government contractors funneled millions of dollars back to him and 

other people. – Associated Press (See item 35)  
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Energy Sector 
 

1. May 29, Alexandria Town Talk – (Louisiana) Police seek three suspects in Frierson 

million dollar copper theft. Police in Frierson are searching for three suspects in 

connection with the $1 million theft of copper wire from Trinidad Drilling Co. in a 

series of six separate incidents. 

Source: http://www.thetowntalk.com/article/20130529/NEWS01/130529017/Police-

seek-three-suspects-Frierson-million-dollar-copper-wire-theft 

 

2. May 29, Lower Hudson Valley Journal News – (New York) 3 Westchester gas 

stations settle over price-gouging. Three Westchester gas stations, Sunoco of RBJ 

Service Station, Shell of DJ’s Auto Delicious Inc., and A&S Texaco Inc., agreed to pay 

more than $10,000 in fines to settle claims that they unfairly raised prices following 

Superstorm Sandy. 

Source: http://www.lohud.com/article/20130528/NEWS03/305280054/3-Westchester-

gas-stations-settle-over-price-gouging-claims 

 

3. May 29, Associated Press – (California) 2 injured in N. Calif. power plant accident. 

A mechanical failure caused a boiler at the Buena Vista Biomass Power plant in Ione to 

rupture and left two workers injured May 29.  

Source: http://www.mercurynews.com/news/ci_23348849/2-injured-n-calif-power-

plant-accident 

 

Return to top[ ]  

 

Chemical Industry Sector 

See item 17 

 

[Return to top] 

 

Nuclear Reactors, Materials, and Waste Sector 
 

4. May 29, Energy Business Review – (Pennsylvania) Generator malfunction shuts 

down unit 2 at Beaver Valley nuclear plant in US. An unplanned outage occurred at 

the Beaver Valley nuclear power plant's Unit 2 reactor near Shippingport after a 

generator had to be temporarily shut down due to vibration.  

Source: http://nuclear.energy-business-review.com/news/generator-malfunction-shuts-

down-unit-2-at-beaver-valley-nuclear-plant-in-us-290513 

 

5. May 29, Richmond Times-Dispatch – (Virginia) 2nd attempt to restart North Anna 

nuclear unit fails. Dominion Virginia Power operators manually shut down the Unit 2 

reactor at North Anna nuclear power plant in Louisa County during a second attempted 

restart following a refueling outage due to a feed water valve closure.  

Source: http://www.newsadvance.com/news/state/article_b7616698-c88b-11e2-9edf-

0019bb30f31a.html 

http://www.thetowntalk.com/article/20130529/NEWS01/130529017/Police-seek-three-suspects-Frierson-million-dollar-copper-wire-theft
http://www.thetowntalk.com/article/20130529/NEWS01/130529017/Police-seek-three-suspects-Frierson-million-dollar-copper-wire-theft
http://www.lohud.com/article/20130528/NEWS03/305280054/3-Westchester-gas-stations-settle-over-price-gouging-claims
http://www.lohud.com/article/20130528/NEWS03/305280054/3-Westchester-gas-stations-settle-over-price-gouging-claims
http://www.mercurynews.com/news/ci_23348849/2-injured-n-calif-power-plant-accident
http://www.mercurynews.com/news/ci_23348849/2-injured-n-calif-power-plant-accident
http://nuclear.energy-business-review.com/news/generator-malfunction-shuts-down-unit-2-at-beaver-valley-nuclear-plant-in-us-290513
http://nuclear.energy-business-review.com/news/generator-malfunction-shuts-down-unit-2-at-beaver-valley-nuclear-plant-in-us-290513
http://www.newsadvance.com/news/state/article_b7616698-c88b-11e2-9edf-0019bb30f31a.html
http://www.newsadvance.com/news/state/article_b7616698-c88b-11e2-9edf-0019bb30f31a.html
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6. May 28, Beaver County Times – (Pennsylvania) Pa. man charged with stealing 

copper from nuclear power plant. A former contractor who worked at the Beaver 

Valley Nuclear Power Station and his mother were charged with allegedly stealing 

1,400 pounds of copper from the plant and then selling it to scrap dealers.  

Source: http://www.securityinfowatch.com/news/10931412/pa-man-charged-with-

stealing-copper-from-nuclear-power-plant 

 

[Return to top]  

 

Critical Manufacturing Sector 

Nothing to report 

 

[Return to top]  

 

Defense Industrial Base Sector 
 

Nothing to report 

 

[Return to top]  

 

Financial Services Sector 

7. May 30, The H – (International) PayPal vulnerability finally closed. PayPal closed a 

vulnerability reported by a student researcher that allowed the injection of arbitrary 

JavaScript code into the Web site, allowing attackers to collect users' access 

credentials.  

Source: http://www.h-online.com/security/news/item/PayPal-vulnerability-finally-

closed-1873322.html 

 

8. May 29, Washington Examiner – (Virginia) 11 guilty of massive real estate fraud. 

Eleven individuals pleaded guilty to running a real estate settlement alteration scheme 

that defrauded banks of several million dollars.  

Source: http://washingtonexaminer.com/11-guilty-of-massive-real-estate-

fraud/article/2530726 

 

9. May 29, SC Magazine – (International) "Beta Bot" marks the latest banking 

malware to hit the online underground. A researcher at RSA reported the discovery 

of a new financial and root access malware dubbed Beta Bot. The malware has been 

seen for sale on underground forums and appears to have been created by a skilled 

programmer.  

Source: http://www.scmagazine.com/beta-bot-marks-the-latest-banking-malware-to-

hit-the-online-underground/article/295408/ 

 

10. May 29, IDG News Service – (International) Nasdaq settles US SEC charges for 

Facebook's IPO. Nasdaq agreed to pay $10 million to settle U.S. Securities and 

Exchange Commission charges that the exchange violated securities law in poorly 

http://www.securityinfowatch.com/news/10931412/pa-man-charged-with-stealing-copper-from-nuclear-power-plant
http://www.securityinfowatch.com/news/10931412/pa-man-charged-with-stealing-copper-from-nuclear-power-plant
http://www.h-online.com/security/news/item/PayPal-vulnerability-finally-closed-1873322.html
http://www.h-online.com/security/news/item/PayPal-vulnerability-finally-closed-1873322.html
http://washingtonexaminer.com/11-guilty-of-massive-real-estate-fraud/article/2530726
http://washingtonexaminer.com/11-guilty-of-massive-real-estate-fraud/article/2530726
http://www.scmagazine.com/beta-bot-marks-the-latest-banking-malware-to-hit-the-online-underground/article/295408/
http://www.scmagazine.com/beta-bot-marks-the-latest-banking-malware-to-hit-the-online-underground/article/295408/
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handling Facebook's initial public offering in 2012.  

Source: http://www.networkworld.com/news/2013/052913-nasdaq-settles-us-sec-

charges-270252.html 

 

[Return to top]  

 

Transportation Systems Sector 

11. May 29, WABC 7 New York – (New York) 1 train derailed at 125th Street and 

Broadway. A number one subway train derailed at 125th Street and Broadway in the 

Harlem neighborhood in New York City prompting authorities to spend several hours 

evacuating 400 passengers and attempting to remove the train. 

Source: http://abclocal.go.com/wabc/story?section=resources/traffic&id=9120422 

 

12. May 29, KSWB 69 San Diego – (California) CHP: Texting teen causes crash injuring 

cop. A May 29 three-vehicle accident, possibly caused by a driver distracted by text-

messaging, left 3 injured including a police motorcycle officer, and closed a stretch of 

State Route 78 near Ramona Community Park for several hours. 

Source: http://fox5sandiego.com/2013/05/29/chp-distracted-teen-driver-causes-crash-

injuring-cop/#axzz2UmOC4YcE 

 

13. May 29, Greater Alexandria Patch – (Virginia) Police: Two-car accident reported on 

Richmond Highway Wednesday. A two-car accident on Richmond Highway in 

Fairfax County blocked the northbound lanes for nearly 2 hours as authorities 

responded to the incident.  

Source: http://greateralexandria.patch.com/articles/police-two-car-accident-reported-

on-richmond-highway-wednesday 

 

14. May 29, KYLE 28 Bryan/College Station – (Texas) Multiple accidents on Highway 6 

keeps traffic backed up. Multiple accidents, occurring throughout May 29, closed 

both lanes of Highway 6 in Robertson County for nearly 6 hours and sent 5 people to 

the hospital with injuries. 

Source: http://www.kwkt.com/news/multiple-accidents-highway-6-keeps-traffic-

backed 

 

15. May 29, Seattle Times – (Washington) Semi hits abutment, catches fire on I-5. Lanes 

on Interstate 5 in Seattle were closed at different times after multiple accidents May 29. 

Traffic was congested for nearly 6 hours as authorities responded to the accidents, one 

of which involved a FedEx semi-truck that jackknifed on wet pavement, hit an 

abutment and caught fire.  

Source: http://seattletimes.com/html/localnews/2021083083_trafficmessxml.html 

 

16. May 29, USA Today – (International) Fire-damaged cruise ship faces six weeks of 

repairs. Royal Caribbean's fire-damaged Grandeur of the Seas will be out of service 

and 5 more sailings of the vessel were cancelled so the ship can undergo repair work at 

a shipyard in the Bahamas. The ship is expected to be operational by July 12. 

Source: http://www.usatoday.com/story/travel/news/2013/05/29/royal-caribbean-

http://www.networkworld.com/news/2013/052913-nasdaq-settles-us-sec-charges-270252.html
http://www.networkworld.com/news/2013/052913-nasdaq-settles-us-sec-charges-270252.html
http://abclocal.go.com/wabc/story?section=resources/traffic&id=9120422
http://fox5sandiego.com/2013/05/29/chp-distracted-teen-driver-causes-crash-injuring-cop/#axzz2UmOC4YcE
http://fox5sandiego.com/2013/05/29/chp-distracted-teen-driver-causes-crash-injuring-cop/#axzz2UmOC4YcE
http://greateralexandria.patch.com/articles/police-two-car-accident-reported-on-richmond-highway-wednesday
http://greateralexandria.patch.com/articles/police-two-car-accident-reported-on-richmond-highway-wednesday
http://www.kwkt.com/news/multiple-accidents-highway-6-keeps-traffic-backed
http://www.kwkt.com/news/multiple-accidents-highway-6-keeps-traffic-backed
http://seattletimes.com/html/localnews/2021083083_trafficmessxml.html
http://www.usatoday.com/story/travel/news/2013/05/29/royal-caribbean-cruises-fire/2370515/
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cruises-fire/2370515/ 

 

17. May 29, WNWO 24 Toledo – (Ohio) SR 163 closed following chemical spill. State 

Route 163, between Graytown Road and Stange Road in Harris Township remained 

closed for an undetermined time after a car rear-ended a truck carrying chemicals 

which caused chemical herbicides to spill onto the road and into the surrounding fields 

May 29. 

Source: http://www.northwestohio.com/news/story.aspx?id=903698#.Uac5cUCkr44 

 

[Return to top]  

 

Food and Agriculture Sector 

18. May 29, Food Safety News – (Pennsylvania) Raw milk from PA Dairy sickens 5 with 

Campylobacter. The Pennsylvania Department of Agriculture and Health determined 

at least 5 people who drank raw milk purchased from The Family Cow dairy in 

Chambersburg have fallen ill with Campylobacter infection and requested the farm stop 

selling milk indefinitely. 

Source: http://www.foodsafetynews.com/2013/05/raw-milk-from-pa-dairy-sickens-5-

with-campylobacter/#.Uac1sECkr44 

 

19. May 29, Associated Press – (Oregon) Non-approved strain of genetically engineered 

wheat found in Oregon. The U.S. Department of Agriculture is investigating how a 

non-approved strain of genetically engineered wheat ended up in an Oregon field and 

whether there was any criminal wrongdoing and if the growth may be widespread. A 

potential growth in non-approved genetically engineered wheat could pose a threat to 

trade with countries that have concerns about genetically modified foods. 

Source: http://science.nbcnews.com/_news/2013/05/29/18590957-non-approved-strain-

of-genetically-engineered-wheat-found-in-oregon?lite 

 

20. May 29, U.S. Food and Drug Administration – (New York; West Virginia) Win Luck 

Trading Inc. issues allergy alert on undeclared eggs in Lam Sheng Kee’s Shrimp 

Balls, Lobster Balls and Fish Package Eggs and Fresh Fish Cakes. All lots of Lam 

Sheng Kee’s 7 ounce packages of Shrimp Balls, Lobster Balls, Fish Package Eggs, and 

Fresh Fish Cakes were recalled by Win Luck Trading Inc. because the products may 

contain undeclared eggs.  

Source: http://www.fda.gov/Safety/Recalls/ucm354334.htm  

 

21. May 29, U.S. Food and Drug Administration – (National) Limited number of 

Lightlife Farmer’s Market Veggie Burgers recalled due to undeclared milk 

allergen. A limited number of packages of Lightlife Farmer’s Market Veggie Burgers 

were voluntarily recalled by Lightlife Foods in cooperation with the U.S. Food and 

Drug Administration because the products may contain an undeclared allergen, milk.  

Source: http://www.fda.gov/Safety/Recalls/ucm354453.htm 

 

22. May 28, U.S. Food and Drug Administration – (California) Ebproduce SA de RL 

recalls fresh Thai peppers due to possible health risk. Approximately 43 boxes of 

http://www.usatoday.com/story/travel/news/2013/05/29/royal-caribbean-cruises-fire/2370515/
http://www.northwestohio.com/news/story.aspx?id=903698#.Uac5cUCkr44
http://www.foodsafetynews.com/2013/05/raw-milk-from-pa-dairy-sickens-5-with-campylobacter/#.Uac1sECkr44
http://www.foodsafetynews.com/2013/05/raw-milk-from-pa-dairy-sickens-5-with-campylobacter/#.Uac1sECkr44
http://science.nbcnews.com/_news/2013/05/29/18590957-non-approved-strain-of-genetically-engineered-wheat-found-in-oregon?lite
http://science.nbcnews.com/_news/2013/05/29/18590957-non-approved-strain-of-genetically-engineered-wheat-found-in-oregon?lite
http://www.fda.gov/Safety/Recalls/ucm354334.htm
http://www.fda.gov/Safety/Recalls/ucm354453.htm
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fresh Thai Peppers were recalled by Fruit Treasure because it has the potential to be 

contaminated with Salmonella.  

Source: http://www.fda.gov/Safety/Recalls/ucm354345.htm 

 

[Return to top]  

 

Water and Wastewater Systems Sector 

23. May 30, Mansfield News Journal– (Ohio) EPA eyes conditions in Sandusky River. 

The Ohio Environmental Protection Agency reported the Sandusky River is one of six 

rivers in the State which will receive additional scrutiny in an effort to cut back on 

manure and fertilizer runoff from farms and discharge from sewage treatment plants.  

 Source: http://www.mansfieldnewsjournal.com/article/20130529/NEWS01/305290010 

 

24. May 30, Louisville Courier-Journal – (Kentucky) MSD pays fine for 135 million 

gallons in illegal sewage overflows. The U.S. Environmental Protection Agency and 

Kentucky regulators fined the Louisville Metropolitan Sewer District $161,000 for 

allowing more than 100 million gallons of sewage to spill into local waterways in 

nearly 400 illegal sewage discharges from 2011 to 2012. 

Source : http://www.courier-journal.com/article/20130529/GREEN/305290106/MSD-

pays-fine-135-million-gallons-illegal-sewage-overflows 

 

25. May 29, Saginaw News – (Michigan) Saginaw Township Wastewater Treatment 

Plant: Rain causes discharge of 4.7 million gallons of treated water. More than 1.5 

inches of rainfall May 29 led to a discharge of 4,682,926 gallons of treated water from 

the Saginaw Township’s Center Road retention basin. A final report is expected to be 

released when the discharge is completed similar to an April report which showed 261 

million gallons of water were released over the course of 3 weeks after heavy rainfall.  

 Source: 

http://www.mlive.com/news/saginaw/index.ssf/2013/05/saginaw_township_wastewater

_tr_7.html 

 

26. May 29, Nebraska City News Press – (Iowa) Wastewater discharge at Beaman in 

Grundy County, Iowa. An ongoing discharge of untreated wastewater since May 26 

into Wolf Creek was reported May 29 by the city of Beaman in Grundy County. 

Source: http://www.ncnewspress.com/article/20130529/NEWS/130529938 

 

For another story, see item 51 

 

[Return to top]  

 

Healthcare and Public Health Sector 
 

27. May 30, Newport News Daily Press – (Virginia) Electronic health records breach 

reported. Bon Secours May Immaculate Hospital in Newport News notified 5,000 

patients of a potential data breach May 29 after they terminated two certified nursing 

http://www.fda.gov/Safety/Recalls/ucm354345.htm
http://www.mansfieldnewsjournal.com/article/20130529/NEWS01/305290010
http://www.courier-journal.com/article/20130529/GREEN/305290106/MSD-pays-fine-135-million-gallons-illegal-sewage-overflows
http://www.courier-journal.com/article/20130529/GREEN/305290106/MSD-pays-fine-135-million-gallons-illegal-sewage-overflows
http://www.mlive.com/news/saginaw/index.ssf/2013/05/saginaw_township_wastewater_tr_7.html
http://www.ncnewspress.com/article/20130529/NEWS/130529938
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assistants for improper use of the hospital’s electronic medical records system.  

Source: http://www.dailypress.com/health/dp-nws-electronic-records-breach-0530-

20130530,0,2904197.story 

 

28. May 29, Associated Press – (Oklahoma) Tornado-damaged Moore Medical Center 

to be demolished. After suffering extensive damage due to a tornado, health officials 

decided to demolish Moore Medical Center in Oklahoma after determining the building 

was unsalvageable.  

Source: http://www.newson6.com/story/22445923/tornado-damaged-moore-medical-

center-to-be-demolished 

 

29. May 29, Charleston Post and Courier – (South Carolina) DHEC broadens scope of 

hepatitis B investigation at North Charleston clinic to include more patients who 

may be affected. South Carolina health officials are advising all patients who received 

any type of injection at the Tri-County Spinal Care Center in North Charleston to be 

tested for hepatitis B, hepatitis C, and HIV after three patients who received spinal 

injections at the center tested positive for hepatitis B. 

Source: http://www.postandcourier.com/article/20130529/PC16/130529147/1268/dhec-

broadens-scope-of-hepatitis-b-investigation-at-north-charleston-clinic-to-include-more-

patients-who-may-be-affected 

 

30. May 29, Gainesville Sun – (Florida) UF alerts parents of some pediatric patients 

about possible identity theft. All 5,682 pediatric patients from the University of 

Florida’s Health Pediatrics-Tower Square were notified the week of May 27 of a 

potential breach of data after they discovered a former employee may be tied to an 

identity theft ring. The former employee may have illegally accessed patients’ personal 

information. 

Source: 

http://www.gainesville.com/article/20130529/ARTICLES/130529587/1002/news?Title

=UF-alerts-parents-of-some-pediatric-patients-about-possible-identity-theft&tc=ar 

  

31. May 29, New Hampshire Union Leader – (New Hampshire) 10 cars parked at 

Rochester hospital damaged. Ten vehicles at Frisbie Memorial Hospital in Rochester, 

New Hampshire were broken into May 29. Police are searching for the suspect after he 

fled when he was approached by a hospital security officer. 

Source: 

http://www.unionleader.com/article/20130529/NEWS03/130529172/0/FRONTPAGE 

 

32. May 29, Houston Chronicle – (Texas) League City man charged in theft of drugs 

from ambulances. Authorities charged a La Porte Emergency Medical Services 

captain for taking drugs from ambulances from August 2012 to January 2013 and 

forging the name of the medical director on paperwork to access the drugs. 

Source: http://www.chron.com/news/houston-texas/houston/article/League-City-man-

charged-in-theft-of-drugs-from-4557800.php 

[Return to top]  

 

http://www.dailypress.com/health/dp-nws-electronic-records-breach-0530-20130530,0,2904197.story
http://www.dailypress.com/health/dp-nws-electronic-records-breach-0530-20130530,0,2904197.story
http://www.newson6.com/story/22445923/tornado-damaged-moore-medical-center-to-be-demolished
http://www.newson6.com/story/22445923/tornado-damaged-moore-medical-center-to-be-demolished
http://www.postandcourier.com/article/20130529/PC16/130529147/1268/dhec-broadens-scope-of-hepatitis-b-investigation-at-north-charleston-clinic-to-include-more-patients-who-may-be-affected
http://www.postandcourier.com/article/20130529/PC16/130529147/1268/dhec-broadens-scope-of-hepatitis-b-investigation-at-north-charleston-clinic-to-include-more-patients-who-may-be-affected
http://www.gainesville.com/article/20130529/ARTICLES/130529587/1002/news?Title=UF-alerts-parents-of-some-pediatric-patients-about-possible-identity-theft&tc=ar
http://www.unionleader.com/article/20130529/NEWS03/130529172/0/FRONTPAGE
http://www.chron.com/news/houston-texas/houston/article/League-City-man-charged-in-theft-of-drugs-from-4557800.php
http://www.chron.com/news/houston-texas/houston/article/League-City-man-charged-in-theft-of-drugs-from-4557800.php
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Government Facilities Sector 
 

33. May 30, Associated Press; Rapid City Journal – (South Dakota; Wyoming) US Forest 

Service says pine beetles make falling trees a danger in Black Hills National 

Forest. Officials are warning the public of the danger of falling trees in the Black Hills 

National Forest of western South Dakota and northeastern Wyoming due to mountain 

pine beetles killing pine trees on hundreds of thousands of acres causing them to decay 

and tumble. 

Source: 

http://www.therepublic.com/view/story/c0d2d12996824b65b40de9fb278713b3/SD--

Falling-Trees-Warning 

 

34. May 30, Softpedia – (Illinois) University of Illinois computer science department 

hacked, abused by cybercriminals. A Russian hacktivist group is believed to be 

behind a malware campaign that targeted several machines from the Department of 

Computer Science at the University of Illinois causing them to host malicious domains 

and IP addresses. The university was notified by a cyber expert that discovered the 

campaign. 

Source: http://news.softpedia.com/news/University-of-Illinois-Computer-Science-

Department-Hacked-Abused-by-Cybercriminals-357135.shtml 

 

35. May 29, Associated Press – (Georgia; Rhode Island) Former Navy employee admits 

to kickback scheme. A former U.S. Navy civilian employee changed his plea to guilty 

and admitted he led a kickback scheme involving 5 others in which government 

contractors funneled millions of dollars back to him and other people. The former Navy 

employee, his girlfriend, his father, and 3 executives with Advanced Solutions for 

Tomorrow took part in a plot to approve payments to the contractor and in return, 

receive kickbacks. 

Source: http://www.cbsnews.com/8301-201_162-57586697/former-navy-employee-

admits-to-kickback-scheme/ 

 

36. May 29, Hartford Courant – (Connecticut) Bomb squad called to Stratford, package 

was not a bomb. The Stratford town hall was evacuated for nearly 3 hours after 

someone saw an individual place a package under an overturned garbage can near the 

town hall and Stratford High School May 29. After inspecting the package, police gave 

the all-clear and lifted the evacuation order. 

Source: http://articles.courant.com/2013-05-29/community/hc-stratford-bomb-scares-

0530-20130529_1_stratford-police-bomb-squad-town-hall 

 

37. May 29, Associated Press – (New York; Washington, D.C.) Letters to NYC mayor 

contained ricin. Two letters addressed to the New York City mayor were found at a 

Manhattan mail facility and at the mayor’s nonprofit Washington, D.C. gun-control 

group’s office. Preliminary testing indicated the presence of ricin in both letters and the 

threats are believed to be connected to the mayor’s stance on gun-control laws. 

Source: http://news.msn.com/us/letters-to-nyc-mayor-bloomberg-contained-ricin 

 

http://www.therepublic.com/view/story/c0d2d12996824b65b40de9fb278713b3/SD--Falling-Trees-Warning
http://news.softpedia.com/news/University-of-Illinois-Computer-Science-Department-Hacked-Abused-by-Cybercriminals-357135.shtml
http://news.softpedia.com/news/University-of-Illinois-Computer-Science-Department-Hacked-Abused-by-Cybercriminals-357135.shtml
http://www.cbsnews.com/8301-201_162-57586697/former-navy-employee-admits-to-kickback-scheme/
http://www.cbsnews.com/8301-201_162-57586697/former-navy-employee-admits-to-kickback-scheme/
http://articles.courant.com/2013-05-29/community/hc-stratford-bomb-scares-0530-20130529_1_stratford-police-bomb-squad-town-hall
http://articles.courant.com/2013-05-29/community/hc-stratford-bomb-scares-0530-20130529_1_stratford-police-bomb-squad-town-hall
http://news.msn.com/us/letters-to-nyc-mayor-bloomberg-contained-ricin


 - 9 - 

38. May 29, Reuters – (National) Some IRS employees misuse travel credit cards, 

watchdog says. The U.S. Internal Revenue Service (IRS) discovered about 1,000 

employees who misused their travel cards during the 2010 and 2011 fiscal years. The 

IRS stated they were implementing recommendations to correct the problems after the 

U.S. treasury inspector general issued a report recommending the agency increase 

penalties against workers who misuse their cards  

Source: http://news.msn.com/us/some-irs-employees-misuse-travel-credit-cards-

watchdog-says 

 

39. May 29, Los Angeles Times – (California) Wildfire in Santa Barbara County now 

80% contained, officials say. Crews reached 80 percent containment of the White fire 

in the Los Padres National Forest May 29. The wildfire burned over 1,800 acres and 

while residents were allowed to return to their homes, several campgrounds and roads 

remained closed. 

Source: http://www.latimes.com/local/lanow/la-me-ln-white-fire-update-

20130529,0,6995136.story 

 

40. May 29, Associated Press – (International) Air Force grounds F-15s on Okinawa for 

inspections after crash. After a crash May 28 that forced the pilot of an F-15 fighter to 

eject over the Pacific Ocean, the U.S. Air Force grounded all F-15 fighters on the 

southern Japan island of Okinawa for a safety review.  

Source: http://www.foxnews.com/us/2013/05/29/air-force-grounds-f-15s-on-okinawa-

for-inspections-after-crash/?cmpid=prn_aol&icid=maing-

grid7%7Cmain5%7Cdl38%7Csec3_lnk2%26pLid%3D319689 

 

41. May 29, Associated Press – (North Carolina) NC man gets prison time for tweeting 

U.S. President threats. After posting 5 threats on Twitter against the U.S. President, a 

Charlotte man was sent to prison after pleading guilty May 29. 

Source: http://www.vcstar.com/news/2013/may/29/nc-man-gets-prison-time-for-

tweeting-obama/ 

[Return to top]  

 

Emergency Services Sector 
 

See item 45 

 [Return to top]  

 

Information Technology Sector 

42. May 30, The H – (International) Drupal.org compromised. Drupal.org's 

security team discovered unauthorized access that exposed user names, 

countries, emails, and hashed passwords. Drupal.org reset all user passwords 

and was continuing to investigate to find out if other kinds of user information 

were also exposed.  

Source: http://www.h-online.com/security/news/item/Drupal-org-compromised-

http://news.msn.com/us/some-irs-employees-misuse-travel-credit-cards-watchdog-says
http://news.msn.com/us/some-irs-employees-misuse-travel-credit-cards-watchdog-says
http://www.latimes.com/local/lanow/la-me-ln-white-fire-update-20130529,0,6995136.story
http://www.latimes.com/local/lanow/la-me-ln-white-fire-update-20130529,0,6995136.story
http://www.foxnews.com/us/2013/05/29/air-force-grounds-f-15s-on-okinawa-for-inspections-after-crash/?cmpid=prn_aol&icid=maing-grid7%7Cmain5%7Cdl38%7Csec3_lnk2%26pLid%3D319689
http://www.foxnews.com/us/2013/05/29/air-force-grounds-f-15s-on-okinawa-for-inspections-after-crash/?cmpid=prn_aol&icid=maing-grid7%7Cmain5%7Cdl38%7Csec3_lnk2%26pLid%3D319689
http://www.vcstar.com/news/2013/may/29/nc-man-gets-prison-time-for-tweeting-obama/
http://www.vcstar.com/news/2013/may/29/nc-man-gets-prison-time-for-tweeting-obama/
http://www.h-online.com/security/news/item/Drupal-org-compromised-1873388.html
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1873388.html 

 

43. May 30, Softpedia – (International) Kelihos botnet used for "Only 24 hours 

left to shop" pharma spam campaign. Cisco researchers discovered a 

pharmaceuticals spam campaign using the Kelihos botnet. The campaign sends 

out massive amounts of spam instead of trying to bypass spam filters, and the 

site linked to in the emails uses various means to track users.  

Source: http://news.softpedia.com/news/Kelihos-Botnet-Used-for-Only-24-

Hours-Left-to-Shop-Pharma-Spam-Campaign-356997.shtml 

 

For additional stories, see items 9, 34 

 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 

visit their Web site: http://www.us-cert.gov 

 

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 

Analysis Center) Web site: https://www.it-isac.org  

 

[Return to top]  

 

Communications Sector 

44. May 29, Bloomberg Bureau of National Affairs– (National) FCC: Company will pay 

$16 million over possible misuse of Federal Disability Fund. May 29, the Federal 

Communications Commission announced a settlement with Sorenson Communications 

Inc., a provider of internet-based telecommunications services for deaf and hard-of-

hearing customers, of $15.75 million after an investigation into their use of the federal 

Telecommunications Relay Service Fund suggested the company used improper billing 

practices.  

 Source: http://www.bna.com/fcc-company-pay-n17179874235/  

 

45. May 29, Government Security News– (National) Cell phone carriers must notify 

customer if they can’t deliver a 911 emergency alert via text message. The Federal 

Communications Commission reported May 29 that the four largest commercial mobile 

radio service providers have agreed to send an instantaneous “bounce back” message to 

users when an emergency text message sent to 9-1-1 is not received by the intended 

emergency services. The rule which also will include providers of software applications 

will become effective June 28 and is part of the transition to Next Generation 911, 

permitting text-to-911 services. 

 Source: 

http://www.gsnmagazine.com/node/29806?c=disaster_preparedness_emergency_respo

nse 

 

46. May 29, WCIV 4 Charleston – (South Carolina) Comcast service restored for most of 

Lowcountry. A cut fiber line was the reported cause for an outage which affected 

Lowcountry-area businesses and individual customers of Comcast’s internet services 

http://www.h-online.com/security/news/item/Drupal-org-compromised-1873388.html
http://news.softpedia.com/news/Kelihos-Botnet-Used-for-Only-24-Hours-Left-to-Shop-Pharma-Spam-Campaign-356997.shtml
http://news.softpedia.com/news/Kelihos-Botnet-Used-for-Only-24-Hours-Left-to-Shop-Pharma-Spam-Campaign-356997.shtml
mailto:soc@us-cert.gov
http://www.us-cert.gov/
https://www.it-isac.org/
http://www.bna.com/fcc-company-pay-n17179874235/
http://www.gsnmagazine.com/node/29806?c=disaster_preparedness_emergency_response
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for several hours May 29 before being mostly restored in the evening. 

Source : http://www.abcnews4.com/story/22451196/comcast-outage-has-lowcountry-

residents-venting-on-social-media 

 

[Return to top]  

 

Commercial Facilities Sector 

47. May 30, NBCDFW 5 Dallas- Fort Worth – (Texas) Fort Worth apartment fire 

displaces residents. 17 people were displaced after a two-alarm fire began May 29 at 

the Horizon Sunridge Apartments in Fort Worth. The cause and damage estimate were 

not yet known. 

Source: http://www.nbcdfw.com/news/local/Fort-Worth-Apartment-Fire-Displaces-

Residents-209484101.html 

 

48. May 29, Associated Press – (California) Arrest made in Disneyland dry ice blast. A 

Disney outside vendor was arrested May 29 on suspicion of placing a dry ice bomb in a 

trash can at the theme park after police searched social media and surveillance footage. 

The suspect was reportedly cooperating with authorities. 

Source: http://news.msn.com/crime-justice/arrest-made-in-disneyland-dry-ice-blast 

 

49. May 29, Washington Post– (Virginia) Woman with knife fatally shot by deputy at 

Costco in Loudoun County. A Costco female employee became agitated and engaged 

in aggressive movements with a knife, prompting a Loudoun County sheriff’s deputy to 

use a Taser to attempt to subdue her before shooting and killing the woman May 29. A 

second deputy was injured in the shooting. 

 Source: http://www.washingtonpost.com/local/deputy-woman-shot-at-costco-in-

loudoun-county/2013/05/29/e5c4656a-c897-11e2-9245-773c0123c027_story.html  

 

50. May 29, KERO 23 Bakersfield– (California) Bakersfield apartment fire on Miller 

Street displaces 2 families. Two Bakersfield families were displaced after a May 28 

fire in a multi-unit apartment complex caused $150,000 worth of damages to the 

building. 

 Source: http://www.turnto23.com/news/local-news/bakersfield-apartment-fire-on-

miller-street-displaces-2-families 

 

 [Return to top]  

 

Dams Sector 

 
51. May 30, Fort Wayne Journal Gazette– (Indiana) 1930s clay pipe fails; wastewater 

erodes levee soil. A 1930s era 24-inch clay sewer pipe failed and created a large 

sinkhole in the Pemberton Dike, which was identified May 28. Crews expect to 

complete repairs by May 31 and set up pumps to drain the pipe and sinkhole.  

 Source: http://www.journalgazette.net/article/20130530/LOCAL/305309976 

 

http://www.abcnews4.com/story/22451196/comcast-outage-has-lowcountry-residents-venting-on-social-media
http://www.abcnews4.com/story/22451196/comcast-outage-has-lowcountry-residents-venting-on-social-media
http://www.nbcdfw.com/news/local/Fort-Worth-Apartment-Fire-Displaces-Residents-209484101.html
http://www.nbcdfw.com/news/local/Fort-Worth-Apartment-Fire-Displaces-Residents-209484101.html
http://news.msn.com/crime-justice/arrest-made-in-disneyland-dry-ice-blast
http://www.washingtonpost.com/local/deputy-woman-shot-at-costco-in-loudoun-county/2013/05/29/e5c4656a-c897-11e2-9245-773c0123c027_story.html
http://www.washingtonpost.com/local/deputy-woman-shot-at-costco-in-loudoun-county/2013/05/29/e5c4656a-c897-11e2-9245-773c0123c027_story.html
http://www.turnto23.com/news/local-news/bakersfield-apartment-fire-on-miller-street-displaces-2-families
http://www.turnto23.com/news/local-news/bakersfield-apartment-fire-on-miller-street-displaces-2-families
http://www.journalgazette.net/article/20130530/LOCAL/305309976
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52. May 29, Quincy Herald-Whig; Associated Press – (Illinois; Missouri) Region bracing 

for more ‘major flooding’; forecast calls for as much as 6 inches of rain. Forecasted 

heavy rainfall and thunderstorms through June 1 threaten areas throughout west central 

Illinois and northeast Missouri as levees overtopped during April flooding have not yet 

been repaired. 

Source : http://www.whig.com/story/22452566/region-bracing-for-some-more-major-

flooding 

 

53. May 29, WAGA 5 Atlanta– (Georgia) Dam breach changes color of water along 

Lake Lanier. The U.S. Army Corps of Engineers and the Georgia Environmental 

Protection Division are investigating the discoloration of Lake Lanier after a dam 

failure around May 19 when 20 tons of dirt and debris turned the water an orange hue 

and reduced visibility. 

 Source: http://www.myfoxatlanta.com/story/22450527/dam-breach-turns-water-along-

lake-lanier-orange 

 

54. May 29, USA Today – (Iowa) Iowa rivers can't hold incessant rainfall. The National 

Weather Service expects moderate to minor flooding across major and minor 

population centers across Iowa as forecasted rain could force water levels to rise near 

historic flood levels.   

Source: http://www.usatoday.com/story/weather/2013/05/29/iowa-heavy-rainfall-

floods/2369351/ 
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