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Daily Open Source Infrastructure Report 

29 May 2013 
 

Top Stories 

 U.S. law enforcement authorities seized virtual currency provider LibertyReserve and filed 

charges against its founder and five others for allegedly facilitating money laundering and 

other criminal activity totaling $6 billion. – Krebs on Security (See item 4)  
 

 A Union Pacific train hit the side of a Burlington Northern Santa Fe train at a rail 

intersection in Scott County May 25 which caused rail cars to derail then hit columns 

supporting the Highway M overpass, causing the collapse and injury of seven people and 

$3 million in estimated damages. – Associated Press (See item 10)  

 A fire broke out aboard a Royal Caribbean cruise ship prompting officials to order 

passengers to evacuate their rooms and take shelter in the ship’s casino May 27. The ship 

remained docked in the Bahamas while passengers determined whether they would 

continue on the cruise. – Associated Press (See item 13)  
 

 Firefighters reached 5 percent containment May 28 of a wildfire that scorched 1,000 acres 

in the Los Padres National Forest and caused the evacuation of 4,000 to 6,000 campers. 

Between 50 and 75 residents were evacuated as the fire threatened about 50 homes. – 

Associated Press (See item 28)  
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Energy Sector 
 

1. May 26, Santa Maria Times– (California) Produced water leak travels mile over oil 

field. A wastewater line leak at ERG Operating Company May 26 led to a produced 

water leak of approximately 15 barrels on an oil field which spread a mile over land 

and 300 feet in a dry creek.   

 Source: http://santamariatimes.com/news/local/produced-water-leak-travels-mile-over-

oil-field/article_81a629de-c666-11e2-8331-0019bb2963f4.html  

 

[Return to top]  

 

Chemical Industry Sector 

2. May 24, Tulsa World – (Oklahoma) Acid leak closes section of North Peoria Avenue 

overnight. A suspicious white cloud coming from the Brainerd Chemical Company 

was determined to be a leak related to the transfer of hydrochloric acid from a rail car 

to a storage apparatus May 23. Several blocks of North Peoria Avenue in Tulsa were 

closed for hours as crews responded to the leak. 

Source: 

http://www.tulsaworld.com/article.aspx/Acid_leak_closes_section_of_North_Peoria_A

venue_overnight/20130524_11_0_Severa755502?subj=298  

 

[Return to top] 

 

Nuclear Reactors, Materials, and Waste Sector 
 

3. May 24, New York Times – (Kentucky) Kentucky operator to cease enrichment of 

uranium. The USEC uranium enrichment plant in Paducah will shut down in June. The

closure may affect U.S. nuclear weapons supplies in the future, though uranium for 

nuclear power plants will be supplied by other sources.  

 

http://santamariatimes.com/news/local/produced-water-leak-travels-mile-over-oil-field/article_81a629de-c666-11e2-8331-0019bb2963f4.html
http://santamariatimes.com/news/local/produced-water-leak-travels-mile-over-oil-field/article_81a629de-c666-11e2-8331-0019bb2963f4.html
http://www.tulsaworld.com/article.aspx/Acid_leak_closes_section_of_North_Peoria_Avenue_overnight/20130524_11_0_Severa755502?subj=298
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Source: http://www.nytimes.com/2013/05/25/business/usec-to-shut-uranium-

enrichment-plant-in-kentucky.html 

 

[Return to top]  

 

Critical Manufacturing Sector 

Nothing to report 

 

[Return to top]  

 

Defense Industrial Base Sector 
 

See item 3 

 

[Return to top]  

 

Financial Services Sector 

4. May 28, Krebs on Security – (International) U.S. government seizes 

LibertyReserve.com. U.S. law enforcement authorities seized virtual currency 

provider LibertyReserve and filed charges against its founder and five others for 

allegedly facilitating money laundering and other criminal activity totaling $6 billion.  

Source: http://krebsonsecurity.com/2013/05/u-s-government-seizes-libertyreserve-com/ 

 
5. May 24, WATE 6 Knoxville – (Tennessee) Indictment details investment scheme that 

cost investors $18M. Four individuals were indicted for allegedly running an 

investment fraud scheme under three company names in Knoxville that lost investors 

more than $18 million.  

Source: http://www.wate.com/story/22416022/4-indicted-in-investment-scheme-that-

cost-investors-18m 

 

6. May 24, Reuters – (Virginia) Ex-Virginia bank executives guilty in financial crisis 

case. The former chief executive of Bank of the Commonwealth and three others were 

convicted of conspiracy to commit bank fraud and other charges relating to their 

actions at the failed Norfolk bank.  

Source: http://articles.chicagotribune.com/2013-05-24/business/sns-rt-us-

bankofthecommonwealth-guiltybre94n0y5-20130524_1_southern-bank-bank-fraud-

bank-customer 

 

7. May 24, Pacific Business News – (Hawaii) Maui owners of The Mortgage Store 

charged with operating Ponzi scheme. The two owners of The Mortgage Store based 

in Maui were charged with allegedly running a Ponzi scheme that stole $8.6 million 

from investors over 5 years.  

Source: http://www.bizjournals.com/pacific/blog/morning_call/2013/05/maui-owners-

of-the-mortgage-store.html 

http://www.nytimes.com/2013/05/25/business/usec-to-shut-uranium-enrichment-plant-in-kentucky.html
http://www.nytimes.com/2013/05/25/business/usec-to-shut-uranium-enrichment-plant-in-kentucky.html
http://krebsonsecurity.com/2013/05/u-s-government-seizes-libertyreserve-com/
http://www.wate.com/story/22416022/4-indicted-in-investment-scheme-that-cost-investors-18m
http://www.wate.com/story/22416022/4-indicted-in-investment-scheme-that-cost-investors-18m
http://articles.chicagotribune.com/2013-05-24/business/sns-rt-us-bankofthecommonwealth-guiltybre94n0y5-20130524_1_southern-bank-bank-fraud-bank-customer
http://articles.chicagotribune.com/2013-05-24/business/sns-rt-us-bankofthecommonwealth-guiltybre94n0y5-20130524_1_southern-bank-bank-fraud-bank-customer
http://www.bizjournals.com/pacific/blog/morning_call/2013/05/maui-owners-of-the-mortgage-store.html
http://www.bizjournals.com/pacific/blog/morning_call/2013/05/maui-owners-of-the-mortgage-store.html


 - 4 - 

8. May 24, IDG News Service – (International) Researchers warn of increased Zeus 

malware activity this year. Researchers from Trend Micro warned that activity 

associated with the Zeus/ZBot financial malware has increased in recent months, with 

new Zeus variants and capabilities.  

Source: http://www.networkworld.com/news/2013/052413-researchers-warn-of-

increased-zeus-270142.html 

 

[Return to top]  

 

Transportation Systems Sector 

 
9. May 28, Akron Beacon Journal – (Ohio) Turkish group hacks into Akron-Canton 

Airport website. A cyber group from Turkey hacked into Ohio’s Akron-Canton 

Airport Web site May 25 and leaked the personal information of about 15,000 

customers online that had entered a contest for travel giveaways. Social Security 

numbers and financial information were not exposed. 

Source: http://www.ohio.com/news/break-news/turkish-group-hacks-into-akron-

canton-airport-website-1.400738 

 

10. May 27, Associated Press – (Missouri) Freight trains collide in Scott County 

damaging highway overpass. A Union Pacific train hit the side of a Burlington 

Northern Santa Fe train at a rail intersection in Scott County May 25 which caused rail 

cars to derail then hit columns supporting the Highway M overpass, causing the 

collapse and injury of seven people and $3 million in estimated damages.          
Source: http://www.ksdk.com/news/article/382168/3/Freight-trains-collide-in-Scott-

County-damaging-highway-overpass- 

 

11. May 27, Los Angeles Times – (California) 5 killed when car smashes into tree in 

Newport Beach. An accident in which five people were killed prompted authorities to 

close Jamboree Road in both directions between Santa Barbara and Back Bay drives in 

Newport Beach for several hours.  

Source: http://www.latimes.com/news/local/la-me-newport-crash-

20130528,0,487509.story 

 

12. May 27, GlobalPost – (Oregon) Passenger on flight from Alaska restrained after 

trying to open emergency exit. A man attempted to open an emergency exit door on a 

flight from Anchorage to Portland at an altitude of 10,000 feet and about 10 minutes 

before the flight was scheduled to land. He was subdued by passengers and arrested by 

authorities. 

Source: http://www.alaskadispatch.com/article/20130527/passenger-flight-alaska-

restrained-after-trying-open-emergency-exit 

 

13. May 27, Associated Press – (International) Fire breaks out aboard Royal Caribbean 

cruise ship. A fire broke out aboard a Royal Caribbean cruise ship prompting officials 

to order passengers to evacuate their rooms and take shelter in the ship’s casino May 

27. The ship remained docked in the Bahamas while passengers determined whether 

http://www.networkworld.com/news/2013/052413-researchers-warn-of-increased-zeus-270142.html
http://www.networkworld.com/news/2013/052413-researchers-warn-of-increased-zeus-270142.html
http://www.ohio.com/news/break-news/turkish-group-hacks-into-akron-canton-airport-website-1.400738
http://www.ohio.com/news/break-news/turkish-group-hacks-into-akron-canton-airport-website-1.400738
http://www.ksdk.com/news/article/382168/3/Freight-trains-collide-in-Scott-County-damaging-highway-overpass-
http://www.ksdk.com/news/article/382168/3/Freight-trains-collide-in-Scott-County-damaging-highway-overpass-
http://www.latimes.com/news/local/la-me-newport-crash-20130528,0,487509.story
http://www.latimes.com/news/local/la-me-newport-crash-20130528,0,487509.story
http://www.alaskadispatch.com/article/20130527/passenger-flight-alaska-restrained-after-trying-open-emergency-exit
http://www.alaskadispatch.com/article/20130527/passenger-flight-alaska-restrained-after-trying-open-emergency-exit
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they would continue on the cruise. 

Source: http://www.cbsnews.com/8301-201_162-57586282/fire-breaks-out-aboard-

royal-caribbean-cruise-ship/ 

 

14. May 26, Associated Press – (California) One dead, several hurt in car-party bus 

crash on Highway 101. A fatal accident in which a car crashed into a party bus closed 

the southbound direction of Highway 101 in Burlingame for about 2 hours. Ten people 

were hospitalized and one was killed in the crash. 

Source: http://abclocal.go.com/kgo/story?section=news/local/peninsula&id=9116702 

 

15. May 26, KGBT 4 Harlingen – (Texas) Highway 77 chemical leak sends firefighters 

to hospital. Southbound lanes of Highway 77 in Kenedy County were shut down for 

several hours after a truck, carrying multiple chemicals caught fire and spilled chlorine 

tablets and calcium hypochlorite onto the road May 25. Three firefighters were 

admitted to a hospital in Corpus Christi because of chemical exposure. 

Source: http://www.valleycentral.com/news/story.aspx?id=902287#.UaSdmECkr44 

 

16. May 26, Washington Post – (Virginia) Accident on Rte. 50 causes sewage spill, road 

closure and delays. A sewage truck accident May 26 shut down eastbound Route 50 in 

Arlington, Virginia for about 3 hours as fire officials worked to contain the sewage 

spill. Residents were advised to avoid South Four Mile Run from Columbia Pike south 

county line’s waters until May 29. 

Source: http://www.washingtonpost.com/blogs/dr-gridlock/wp/2013/05/26/route-50-

eastbound-closed-at-fillmore-street/ 

 

17. May 25, Associated Press – (California) Power restored after outage at San Diego 

airport. A high-voltage transformer outage at a San Diego Airport terminal caused 

minor flight delays and forced security workers to hand-screen luggage and passengers 

May 26. The cause of the transformer failure is under investigation. 

Source: http://www.orovillemr.com/ci_23326933/power-outage-causes-delays-at-san-

diego-airport?source=most_viewed 

 

18. May 24, Atlanta Journal-Constitution – (Georgia) Hotel shuttle bus wrecks at 

Hartsfield; at least 16 injuries reported. Over a dozen people were taken to the 

hospital after their airport shuttle rear-ended an 18-wheeler May 24. The ramp from 

Interstate 85 northbound to Loop Road in Hartsfield was shut down for about 3 hours 

due to the crash.  

Source: http://www.ajc.com/news/news/local/hotel-shuttle-bus-wrecks-at-hartsfield-

several-inj/nX2t5/ 

 

19. May 24, Mason City Globe Gazette – (Iowa) About 49,000 gallons of ethanol leaked 

from derailed tankers. A washout of rail lines on the Canadian Pacific Railroad in 

Charles City, Iowa caused approximately 49,000 gallons of ethanol to escape from two 

of three derailed tanker cars May 20. Approximately 300 to 400 gallons of diesel fuel 

and roughly 100 pounds of lubricating oil went into Little Cedar River. 

Source: http://globegazette.com/news/local/about-gallons-of-ethanol-leaked-from-

http://www.cbsnews.com/8301-201_162-57586282/fire-breaks-out-aboard-royal-caribbean-cruise-ship/
http://www.cbsnews.com/8301-201_162-57586282/fire-breaks-out-aboard-royal-caribbean-cruise-ship/
http://abclocal.go.com/kgo/story?section=news/local/peninsula&id=9116702
http://www.valleycentral.com/news/story.aspx?id=902287#.UaSdmECkr44
http://www.washingtonpost.com/blogs/dr-gridlock/wp/2013/05/26/route-50-eastbound-closed-at-fillmore-street/
http://www.washingtonpost.com/blogs/dr-gridlock/wp/2013/05/26/route-50-eastbound-closed-at-fillmore-street/
http://www.orovillemr.com/ci_23326933/power-outage-causes-delays-at-san-diego-airport?source=most_viewed
http://www.orovillemr.com/ci_23326933/power-outage-causes-delays-at-san-diego-airport?source=most_viewed
http://www.ajc.com/news/news/local/hotel-shuttle-bus-wrecks-at-hartsfield-several-inj/nX2t5/
http://www.ajc.com/news/news/local/hotel-shuttle-bus-wrecks-at-hartsfield-several-inj/nX2t5/
http://globegazette.com/news/local/about-gallons-of-ethanol-leaked-from-derailed-tankers/article_6d331018-c4ed-11e2-8290-0019bb2963f4.html
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derailed-tankers/article_6d331018-c4ed-11e2-8290-0019bb2963f4.html 

[Return to top]  

 

Food and Agriculture Sector 

20. May 27, Food Safety News – (National) Cold smoked salmon recalled in ten states 

for Listeria. Salmolux voluntarily recalled about 4,930 pounds of their various cold 

smoked salmon products over concerns about Listeria monocytogenes. A routine 

sampling determined the finished products contained the bacteria.  

Source: http://www.foodsafetynews.com/2013/05/cold-smoked-salmon-recalled-for-

listeria/#.UaSXPECkr44 

 

21. May 27, Fort Worth Star-Telegram – (Texas) Ammonia leak forces evacuation of 

Fort Worth plant. Five Star Custom Foods, a food processing and packaging plant in 

Fort Worth, was forced to evacuate May 26 due to an ammonia leak. Plant workers 

were allowed back into the building after several hours once the leak was repaired. 

Source: http://www.star-telegram.com/2013/05/27/4885309/ammonia-leak-forces-

evacuation.html 

 

22. May 27, Food Safety News – (National) Recall of brownie and other food mixes 

expanded. Eco-Cuisine expanded its recall to include all lots of certain food mixes due 

to the potential of being contaminated with Salmonella. 

Source: http://www.foodsafetynews.com/2013/05/recall-of-brownie-and-other-food-

mixes-expanded/#.UaSW6UCkr44 

 

[Return to top]  

 

Water and Wastewater Systems Sector 

23. May 28, WNBC 4 New York City – (New Jersey) Water main, electrical pipe breaks 

create hazmat situation in New Jersey. Officials urged local River Edge residents to 

avoid an oily mix that spilled in Bergen County streets after a water main and 

underground electrical pipe containing mineral oil broke May 28. A cordoned area was 

expected to be closed for 24 hours to permit repairs.  

 Source: http://www.nbcnewyork.com/news/local/Water-Main-Break-Mineral-Oil-Pipe-

New-Jersey-209141091.html 

 

24. May 27, WHNS 21 Greenville – (South Carolina) 100,000 gallons of wastewater flows 

into Spartanburg creek. Approximately 112,500 gallons of wastewater flowed into 

Spartanburg creek after a wastewater pump failed May 27, prompting officials to warn 

people to stay away from the water until further notice.   

 Source: http://www.foxcarolina.com/story/22430975/over-100000-gallons-of-

wastewater-flows-into-spartanburg-creek  

 

25. May 26, KENS 5 San Antonio – (Texas) SAWS: 100,000 gallons of sewage and storm 

water poured into San Antonio River. Record rainfall in the San Antonio area May 

http://globegazette.com/news/local/about-gallons-of-ethanol-leaked-from-derailed-tankers/article_6d331018-c4ed-11e2-8290-0019bb2963f4.html
http://www.foodsafetynews.com/2013/05/cold-smoked-salmon-recalled-for-listeria/#.UaSXPECkr44
http://www.foodsafetynews.com/2013/05/cold-smoked-salmon-recalled-for-listeria/#.UaSXPECkr44
http://www.star-telegram.com/2013/05/27/4885309/ammonia-leak-forces-evacuation.html
http://www.star-telegram.com/2013/05/27/4885309/ammonia-leak-forces-evacuation.html
http://www.foodsafetynews.com/2013/05/recall-of-brownie-and-other-food-mixes-expanded/#.UaSW6UCkr44
http://www.foodsafetynews.com/2013/05/recall-of-brownie-and-other-food-mixes-expanded/#.UaSW6UCkr44
http://www.nbcnewyork.com/news/local/Water-Main-Break-Mineral-Oil-Pipe-New-Jersey-209141091.html
http://www.nbcnewyork.com/news/local/Water-Main-Break-Mineral-Oil-Pipe-New-Jersey-209141091.html
http://www.foxcarolina.com/story/22430975/over-100000-gallons-of-wastewater-flows-into-spartanburg-creek
http://www.foxcarolina.com/story/22430975/over-100000-gallons-of-wastewater-flows-into-spartanburg-creek
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26 led to a spill in a 54-inch sewer line of more than 100,000 gallons of mixed sewage 

and storm water which flowed into the San Antonio River. 

 Source: http://www.kens5.com/news/SAWS-100000-gallons-of-sewage-and-storm-

water-poured-in-to-the-San-Antonio-River-209014791.html   

 

For additional stories, see items 1, 19 

 

[Return to top]  

 

Healthcare and Public Health Sector 
 

26. May 27, Associated Press – (Florida) Jackson Health System has lost medical 

records for 1,400 patients since January. Officials from Florida’s Jackson Health 

System notified 1,400 patients May 24 that their medical records have been missing 

since January. Authorities determined the records were lost in transit while they were 

on their way to or returning from being scanned electronically and did not include 

Social Security numbers or financial information. 

Source: http://www.wptv.com/dpp/news/state/jackson-health-system-has-lost-medical-

records-for-1400-patients-since-january 

 

27. May 24, Associated Press – (Tennessee) Health officials are investigating 

complications with compounded drugs from Tennessee pharmacy. Main Street 

Family Pharmacy in Newbern agreed to recall their sterile products after seven patients 

who received steroid injections from the compounding pharmacy suffered 

complications. Health officials have not yet determined if the products are 

contaminated, but are treating them as though they are and continuing to investigate. 

Source: 

http://www.therepublic.com/view/story/ca1a8b13f606490d9b64abd0d1a2d93e/US-

Contaminated-Injections 

[Return to top]  

 

Government Facilities Sector 
 

28. May 28, Associated Press – (California) California wildfire forces thousands to 

evacuate. Firefighters reached 5 percent containment May 28 of a wildfire that 

scorched 1,000 acres in the Los Padres National Forest and caused the evacuation of 

4,000 to 6,000 campers. Between 50 and 75 residents were evacuated as the fire 

threatened about 50 homes.  

Source: http://news.msn.com/us/california-wildfire-forces-thousands-to-evacuate 

 

29. May 28, Associated Press – (Tennessee) Two fires a Knoxville College. Fire 

inspectors are investigating two fires at Knoxville College that appear to have been 

intentionally set. Both small fires were found in a stairwell of the Martin Luther King 

Building May 28. 

Source: http://www.wcyb.com/news/two-fires-at-knoxville-college/-

http://www.kens5.com/news/SAWS-100000-gallons-of-sewage-and-storm-water-poured-in-to-the-San-Antonio-River-209014791.html
http://www.kens5.com/news/SAWS-100000-gallons-of-sewage-and-storm-water-poured-in-to-the-San-Antonio-River-209014791.html
http://www.wptv.com/dpp/news/state/jackson-health-system-has-lost-medical-records-for-1400-patients-since-january
http://www.wptv.com/dpp/news/state/jackson-health-system-has-lost-medical-records-for-1400-patients-since-january
http://www.therepublic.com/view/story/ca1a8b13f606490d9b64abd0d1a2d93e/US-Contaminated-Injections
http://news.msn.com/us/california-wildfire-forces-thousands-to-evacuate
http://www.wcyb.com/news/two-fires-at-knoxville-college/-/14590844/20324858/-/3h6u2/-/index.html
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/14590844/20324858/-/3h6u2/-/index.html 

 

30. May 27, Reuters – (Oregon) Teen had ‘detailed checklist’ for Columbine-style 

school attack. A student from West Albany High School in Oregon was arrested May 

23 after police received a tip that he was planning an attack on the school and had 

produced a bomb. Authorities found 6 homemade bombs and diagrams of the school at 

his home, which led officials to the conclusion that the student was planning a 

massacre-style attack. 

Source: http://news.msn.com/crime-justice/teen-had-detailed-checklist-for-columbine-

style-school-attack 

 

31. May 26, Missoulian – (Montana; Idaho) U.S. Forest Service drops plans to use 

drones in Montana, north Idaho. Due to a lengthy approval process with the Federal 

Aviation Administration, the U.S. Forest Service dropped plans to use unmanned aerial 

systems to survey forest fires in Montana and north Idaho after they determined it 

would not be possible to fly a drone in visual range of its pilot if it was flying into a 

smoke column too thick to see through.  

Source: http://missoulian.com/news/state-and-regional/u-s-forest-service-drops-plans-

to-use-drones/article_5d2a4c6e-c5b4-11e2-a357-001a4bcf887a.html 

  

32. May 25, Altoona Mirror – (Pennsylvania) Threat closes Williamsburg school. A hoax 

bomb threat in the woods bordering Williamsburg Elementary School in Pennsylvania 

caused a district wide evacuation May 25. Investigators determined there was no 

danger after they discovered a child told a friend the fabricated threat. 

Source: http://www.altoonamirror.com/page/content.detail/id/571941/Threat-closes-

Williamsburg-school.html?nav=742 

 

33. May 25, WFTX 36 Cape Coral – (Florida) Charlotte County brush fire contained. 

Crews reached full containment May 25 of a brush fire that burned through 120 acres in 

the Rotunda West area of Charlotte County, Florida. 

Source: http://www.fox4now.com/news/local/208970471.html 

 

34. May 25, Houghton Daily Mining Gazette – (Michigan) No injuries in Tech fire. Nine 

students were displaced after a fire ignited at the Daniell Heights apartments on the 

campus of Michigan Technological University May 24 and the building sustained 

severe water damage. Authorities are investigating the incident.  

Source: http://www.mininggazette.com/page/content.detail/id/529943/No-injures-in-

Tech-fire.html?nav=5006 

 

35. May 24, Washington Examiner– (Virginia) Fairfax standardized tests rescheduled 

after Internet outage. Over 10,000 Fairfax County students had their annual statewide 

standardized test delayed or rescheduled after a May 23 Internet outage affecting 59 out 

of 196 system schools. 

Source: http://washingtonexaminer.com/fairfax-standardized-tests-rescheduled-after-

internet-outage/article/2530512 

[Return to top]  

http://www.wcyb.com/news/two-fires-at-knoxville-college/-/14590844/20324858/-/3h6u2/-/index.html
http://news.msn.com/crime-justice/teen-had-detailed-checklist-for-columbine-style-school-attack
http://news.msn.com/crime-justice/teen-had-detailed-checklist-for-columbine-style-school-attack
http://missoulian.com/news/state-and-regional/u-s-forest-service-drops-plans-to-use-drones/article_5d2a4c6e-c5b4-11e2-a357-001a4bcf887a.html
http://missoulian.com/news/state-and-regional/u-s-forest-service-drops-plans-to-use-drones/article_5d2a4c6e-c5b4-11e2-a357-001a4bcf887a.html
http://www.altoonamirror.com/page/content.detail/id/571941/Threat-closes-Williamsburg-school.html?nav=742
http://www.altoonamirror.com/page/content.detail/id/571941/Threat-closes-Williamsburg-school.html?nav=742
http://www.fox4now.com/news/local/208970471.html
http://www.mininggazette.com/page/content.detail/id/529943/No-injures-in-Tech-fire.html?nav=5006
http://www.mininggazette.com/page/content.detail/id/529943/No-injures-in-Tech-fire.html?nav=5006
http://washingtonexaminer.com/fairfax-standardized-tests-rescheduled-after-internet-outage/article/2530512
http://washingtonexaminer.com/fairfax-standardized-tests-rescheduled-after-internet-outage/article/2530512
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Emergency Services Sector 
 

36. May 27, Associated Press – (Kentucky) Kentucky police officer ambushed, 

authorities say. Officials are requesting the public’s help with finding suspects after a 

Kentucky State police officer was shot to death after he got out of his vehicle to clean 

up debris on the Bluegrass Parkway in Nelson County May 25. Investigators 

determined the fatal shooting was an ambush and premeditated. 

Source: http://news.msn.com/crime-justice/kentucky-police-officer-ambushed-

authorities-say 

 

37. May 25, Firehouse.com – (Florida) Four Fla. firefighters treated after pesticide 

exposure. After responding to an accident involving a truck carrying pesticides in 

Manatee County May 24, four firefighters were transported to a local medical center to 

be treated for exposure to the hazardous gas. 

Source: http://www.firehouse.com/news/10949583/four-fla-firefighters-treated-after-

pesticide-exposure 

 

38. May 24, Las Vegas Review-Journal – (Nevada) Nevada prison guard arrested in Las 

Vegas bank robbery. A sergeant with the Southern Desert Correctional Center in 

Indian Springs was arrested May 23 for robbing a Wells Fargo ATM while it was being 

serviced. Authorities are investigating the incident and believe the veteran prison guard 

conspired with a bank guard to commit the crime. 

Source: http://www.reviewjournal.com/news/crime-courts/nevada-prison-guard-

arrested-las-vegas-bank-robbery 

 

For another story, see item 15 

[Return to top]  

 

Information Technology Sector 

39. May 28, The H – (International) PayPal vulnerable to cross-site scripting 

again. A student in Germany disclosed a cross-site scripting (XSS) vulnerability 

in PayPal’s German language version of the site.  

Source: http://www.h-online.com/security/news/item/PayPal-vulnerable-to-

cross-site-scripting-again-1871763.html 

 

40. May 28, Softpedia – (International) Experts find multiple security flaws in 

Trend Micro’s DirectPass 1.5.0. A researcher from Vulnerability Lab found 

two vulnerabilities in Trend Micro’s DirectPass password management software 

that could allow arbitrary code injection, hijack sessions, or perform other 

actions.  

Source: http://news.softpedia.com/news/Experts-Find-Multiple-Security-Flaws-

in-Trend-Micro-s-DirectPass-1-5-0-356425.shtml 

 

41. May 28, SC Magazine – (International) ITV and Sky both hit by the Syrian 

Electronic Army. Members of the Syrian Electronic Army hacktivist group 

http://news.msn.com/crime-justice/kentucky-police-officer-ambushed-authorities-say
http://news.msn.com/crime-justice/kentucky-police-officer-ambushed-authorities-say
http://www.firehouse.com/news/10949583/four-fla-firefighters-treated-after-pesticide-exposure
http://www.firehouse.com/news/10949583/four-fla-firefighters-treated-after-pesticide-exposure
http://www.reviewjournal.com/news/crime-courts/nevada-prison-guard-arrested-las-vegas-bank-robbery
http://www.reviewjournal.com/news/crime-courts/nevada-prison-guard-arrested-las-vegas-bank-robbery
http://www.h-online.com/security/news/item/PayPal-vulnerable-to-cross-site-scripting-again-1871763.html
http://www.h-online.com/security/news/item/PayPal-vulnerable-to-cross-site-scripting-again-1871763.html
http://news.softpedia.com/news/Experts-Find-Multiple-Security-Flaws-in-Trend-Micro-s-DirectPass-1-5-0-356425.shtml
http://news.softpedia.com/news/Experts-Find-Multiple-Security-Flaws-in-Trend-Micro-s-DirectPass-1-5-0-356425.shtml
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compromised the Twitter account of U.K. broadcaster ITV News and hacked at 

least six Android apps for U.K. broadcaster Sky in the Google Play Store. 

Google later removed the compromised apps. 

Source: http://www.scmagazineuk.com/itv-and-sky-both-hit-by-the-syrian-

electronic-army/article/295053/ 

 

42. May 27, The H – (International) 0-days in Novell Client for Windows. Two 

zero day vulnerabilities were discovered by eEye researchers in Novell Client 

for Windows that can allow local code execution within the kernel.  

Source: http://www.h-online.com/security/news/item/0-days-in-Novell-Client-

for-Windows-1870712.html 

 

43. May 24, IDG News Service – (International) Researchers find unusual 

malware targeting Tibetan users in cyberespionage operation. ESET 

researchers found a piece of cyberespionage malware dubbed 

Win32/Syndicasec that bypasses Windows User Account Control (UAC) to run 

arbitrary commands without prompting users to confirm. 

Source: http://www.networkworld.com/news/2013/052413-researchers-find-

unusual-malware-targeting-270133.html 

 

44. May 24, SC Magazine – (International) Attackers use Skype, other IM apps 

to spread Liftoh trojan. The Liftoh trojan is being spread via shortened links 

in Skype instant messages, with malicious links being clicked more than 

170,000 times, according to Symantec researchers.  

Source: http://www.scmagazine.com/attackers-use-skype-other-im-apps-to-

spread-liftoh-trojan/article/294860/ 

 

For additional stories, see items 8, 9 

 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 

visit their Web site: http://www.us-cert.gov 

 

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 

Analysis Center) Web site: https://www.it-isac.org  

 

[Return to top]  

 

Communications Sector 

45. May 23, Duluth News Tribune– (Minnesota) 911 service disrupted in northern St. 

Louis County. A fiber optic line cut in St. Louis County left six areas without long 

distance and 9-1-1 emergency services with an unknown time for service restoration. 

Fire departments added staff for in-person emergencies and recommended those in 

emergencies use their cell phone or contact other posted local numbers.  

Source: http://www.duluthnewstribune.com/event/article/id/268016/group/homepage/ 

 

http://www.scmagazineuk.com/itv-and-sky-both-hit-by-the-syrian-electronic-army/article/295053/
http://www.scmagazineuk.com/itv-and-sky-both-hit-by-the-syrian-electronic-army/article/295053/
http://www.h-online.com/security/news/item/0-days-in-Novell-Client-for-Windows-1870712.html
http://www.h-online.com/security/news/item/0-days-in-Novell-Client-for-Windows-1870712.html
http://www.networkworld.com/news/2013/052413-researchers-find-unusual-malware-targeting-270133.html
http://www.networkworld.com/news/2013/052413-researchers-find-unusual-malware-targeting-270133.html
http://www.scmagazine.com/attackers-use-skype-other-im-apps-to-spread-liftoh-trojan/article/294860/
http://www.scmagazine.com/attackers-use-skype-other-im-apps-to-spread-liftoh-trojan/article/294860/
mailto:soc@us-cert.gov
http://www.us-cert.gov/
https://www.it-isac.org/
http://www.duluthnewstribune.com/event/article/id/268016/group/homepage/
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For another story, see item 35 

 

[Return to top]  

 

Commercial Facilities Sector 

46. May 28, KABB 29 San Antonio – (Texas) 2-Alarm apartment fire causes $200,000 in 

damages. A 2-alarm fire started near dumpsters at the Lakeside Villas in San Antonio 

and caused several residents to be displaced, five apartment units to be affected, and 

four vehicles to be destroyed.  Damages were estimated at between $200,000 and 

$300,000. 

 Source: http://www.foxsanantonio.com/newsroom/top_stories/videos/vid_15682.shtml 

 

47. May 27, Associated Press – (North Carolina) 10 fans injured when TV cable falls on 

race track. Ten fans at the Coca-Cola 600 held at the Charlotte Motor Speedway May 

26 were injured when a nylon rope holding an overhead television camera fell. Of the 

ten injured, three were reportedly sent to the hospital for further treatment and released.   

 Source: http://host.madison.com/sports/auto-racing/fans-injured-when-tv-cable-falls-

on-race-track/article_abf7ad79-9168-5645-aba0-29c5792b5ca5.html 

 

48. May 27, Dearborn Press & Guide Newspapers – (Michigan) Dearborn: Pressure 

cooker found in hotel restroom; it wasn’t a bomb. A pressure cooker left in a 

bathroom at the Adoba Hotel in Dearborn May 27 prompted several floors of the hotel 

to be evacuated. 

 Source: 

http://www.pressandguide.com/articles/2013/05/27/news/doc51a3a401370a492267742

5.txt 

 

49. May 27, Lubbock Avalanche-Journal – (Texas) At least 90 displaced in 2-alarm 

apartment fire in east Lubbock. Electrical problems were believed to be the cause of 

a 2-alarm fire in Lubbock that firefighters fought for over 5 hours May 27 and which 

destroyed 8 units and left their 31 residents homeless. 60 residents of unaffected units 

were asked to temporarily relocate as power was cut off to the complex. 

Source: http://lubbockonline.com/local-news/2013-05-27/least-90-displaced-2-alarm-

apartment-fire-east-lubbock 

 

50. May 27, CBS 2 Los Angeles– (California) 3-Alarm fire damages Glendale apartment 

building. Three people were injured, including two firefighters, May 27, in a 3-alarm 

fire at an eight-unit Glendale apartment building with businesses on its lower levels. 

Although a damage estimate was not reported, the building suffered a partial roof 

collapse and smoke damage to first floor businesses from the blaze.  

 Source: http://losangeles.cbslocal.com/2013/05/27/3-alarm-fire-damages-glendale-

apartment-building/  

 

51. May 26, South Florida Sun Sentinel – (Florida) Bomb squad disables pipe bomb 

behind Dania Beach grocery store. The Broward Sheriff’s Office bomb squad 

disabled a pipe bomb May 26 discovered by an employee behind a Dania Beach Publix 

http://www.foxsanantonio.com/newsroom/top_stories/videos/vid_15682.shtml
http://host.madison.com/sports/auto-racing/fans-injured-when-tv-cable-falls-on-race-track/article_abf7ad79-9168-5645-aba0-29c5792b5ca5.html
http://host.madison.com/sports/auto-racing/fans-injured-when-tv-cable-falls-on-race-track/article_abf7ad79-9168-5645-aba0-29c5792b5ca5.html
http://www.pressandguide.com/articles/2013/05/27/news/doc51a3a401370a4922677425.txt
http://lubbockonline.com/local-news/2013-05-27/least-90-displaced-2-alarm-apartment-fire-east-lubbock
http://lubbockonline.com/local-news/2013-05-27/least-90-displaced-2-alarm-apartment-fire-east-lubbock
http://losangeles.cbslocal.com/2013/05/27/3-alarm-fire-damages-glendale-apartment-building/
http://losangeles.cbslocal.com/2013/05/27/3-alarm-fire-damages-glendale-apartment-building/
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Super Market grocery store. Authorities were unsure of how long the device was 

behind the store but indicated there was no threat to residents or others in the area. 

 Source: http://www.sun-sentinel.com/news/broward/fl-dania-beach-pipe-bomb-

20130526,0,6330579.story 

 

52. May 26, Marin Independent Journal – (New Jersey) Fire at Mill Valley apartment 

complex forces evacuation of 103 residents. Roughly 35 firefighters responded to a 

Mill Valley apartment building fire which displaced 103 and caused $250,000 in 

damages. The cause of the fire which began in two unoccupied, recently renovated 

units is under investigation. 

 Source: http://www.marinij.com/millvalley/ci_23327630/fire-at-apartment-complex-

mill-valley-results-evacuation  

 

53. May 26, Palo Alto Online News – (California) San Antonio Shopping Center 

evacuation lifted. A pressure cooker located in bushes near the lobby doors of a San 

Antonio Shopping Center prompted the evacuation of nearby residents and businesses 

for nearly 3 hours as a perimeter around the shopping center and surrounding streets 

was established as a precaution. 

 Source: http://www.paloaltoonline.com/news/show_story.php?id=29762 

 

54. May 26, WXIA 11 Atlanta – (Georgia) 2 firefighters, 1 victim hospitalized after 

Lenox Road apartment fire. A fire at the Metropolitan Apartments in Atlanta 

destroyed more than 30 apartments and displaced more than 50 residents. Two 

firefighters and a resident were injured due to the fire. 

 Source: http://www.11alive.com/news/article/294138/40/2-firefighters-hospitalized-

fighting-Lenox-Road-apartment-fire  

 

55. May 25, Palm Springs Desert Sun – (California) Copper theft investigation in Indio 

leads to two arrests. Two California men were arrested May 24 for their alleged ties to 

copper thefts following a brief standoff. Authorities estimate the thefts caused $45,000 

in damages to affected businesses. 

Source: http://www.mydesert.com/article/20130525/NEWS0801/305250009/Copper-

theft-investigation-in-Indio-leads-to-two-arrests 

[Return to top]  

 

 

Dams Sector 
 

Nothing to report 
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