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Energy Sector 

 
1. February 6, Associated Press – (Mississippi) Oil leak near Bay Springs stopped after 

line break. Authorities began a cleanup of a roughly 40-gallon oil spill from a broken 

pipeline in Jasper County. The oil seeped into a creek before it was stopped. 

 Source: http://www.wral.com/oil-leaking-near-bay-springs-after-pipeline 

break/12069807/ 

 

2. February 5, WFMJ 21 Youngstown – (Ohio) Ohio EPA releases document saying 

dumping of drilling waste in Youngstown was intentional. Containment and cleanup 

continued February 4 after nearly 40,000 gallons of oil and oilfield waste were emptied 

into a storm drain. The Ohio Environmental Protection Agency is investigating the 

incident. 

    Source: http://www.wfmj.com/story/20973919/new-info-on-drilling-waste-dumped-in-

youngstown 

 

3. February 4, Casper Star-Tribune – (Wyoming) Wyoming requires fire-resistant 

clothing near oil and gas wells. February 4, the Wyoming Occupational Safety and 

Health Administration mandated that all workers within a 75-foot radius of oil or 

natural gas well bores must be wearing fire-resistant attire. Legislators also enforced a 

rule to implement shutoff devices on diesel engines used on drilling rigs. 

   Source: http://trib.com/business/energy/wyoming-requires-fire-resistant-clothing-near-

oil-and-gas-wells/article_403a26f0-184c-5350-877a-9729e468dd33.html 

 

[Return to top]  

 

Chemical Industry Sector 

4. February 5, Associated Press – (Georgia) Fire reported at Dalton, Ga., chemical 

plant.  Firefighters contained a blaze at the Hacros industrial chemical manufacturing 

plant.  Nearby residents were evacuated from their homes and students in two local 

schools were told to shelter in place. 

Source:  http://www.timesfreepress.com/news/2013/feb/05/fire-reported-dalton-ga-

chemical-plant/ 

 

[Return to top] 

 

Nuclear Reactors, Materials, and Waste Sector 
 

Nothing to report 

 

[Return to top]  

 

Critical Manufacturing Sector 

5. February 5, Milwaukee Journal Sentinel – (Wisconsin) Grede iron foundry cited for 

http://www.wral.com/oil-leaking-near-bay-springs-after-pipeline%20break/12069807/
http://www.wral.com/oil-leaking-near-bay-springs-after-pipeline%20break/12069807/
http://www.wfmj.com/story/20973919/new-info-on-drilling-waste-dumped-in-youngstown
http://www.wfmj.com/story/20973919/new-info-on-drilling-waste-dumped-in-youngstown
http://trib.com/business/energy/wyoming-requires-fire-resistant-clothing-near-oil-and-gas-wells/article_403a26f0-184c-5350-877a-9729e468dd33.html
http://trib.com/business/energy/wyoming-requires-fire-resistant-clothing-near-oil-and-gas-wells/article_403a26f0-184c-5350-877a-9729e468dd33.html
http://www.timesfreepress.com/news/2013/feb/05/fire-reported-dalton-ga-chemical-plant/
http://www.timesfreepress.com/news/2013/feb/05/fire-reported-dalton-ga-chemical-plant/
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28 health, safety violations. The Grede iron foundry in Browntown was cited for 28 

safety and health violations, with fines totaling $274,500.  

Source: http://www.jsonline.com/business/osha-cites-grede-foundry-for-28-health-

safety-violations-gc8lgsa-189837191.html 

 

[Return to top]  

 

Defense Industrial Base Sector 
 

Nothing to report 

 

[Return to top]  

 

Banking and Finance Sector 

6. February 6, Reuters – (International) Fed says internal site breached by hackers, no 

critical functions affected. The Federal Reserve stated that an internal Web site was 

compromised by hackers who obtained information from it before the vulnerability was 

addressed.  

Source: http://www.reuters.com/article/2013/02/06/net-us-usa-fed-hackers-

idUSBRE91501920130206 

 

7. February 5, Associated Press – (International) Feds: 18 charged in $200M global 

credit card fraud. Federal authorities charged 18 people in an international credit card 

ring that used at least 7,000 false identities to steal $200 million.  

Source: http://news.msn.com/us/feds-18-charged-in-dollar200m-global-credit-card-

fraud 

 

8. February 5, Associated Press – (Arizona) Ariz.-based supermarket chain hit by 

cyber attack. The Bashas’ supermarket chain reported that they removed sophisticated 

malware from the company’s computer systems which provided criminals with 

customers’ payment information.  

Source: http://azstarnet.com/business/local/ariz--based-supermarket-chain-hit-by-

cyber-attack/article_c03d1e4a-6fe1-11e2-abed-0019bb2963f4.html 

 

[Return to top]  

 

Transportation Sector 

9. February 6, WMAZ 13 Macon; Associated Press – (Georgia) Official: 3 dead in fiery 

highway crash in Georgia. Officials said that Interstate 16 in Laurens County would 

likely be closed in both directions most of February 6 after a major accident involving 

commercial vehicles and a tanker truck.  

Source: http://www.usatoday.com/story/news/nation/2013/02/06/authorities-3-dead-in-

fiery-highway-crash-in-ga/1895875/ 

 

10.  February 6, South Florida Sun-Sentinel – (Florida) Crews pull dangling box truck 

http://www.jsonline.com/business/osha-cites-grede-foundry-for-28-health-safety-violations-gc8lgsa-189837191.html
http://www.jsonline.com/business/osha-cites-grede-foundry-for-28-health-safety-violations-gc8lgsa-189837191.html
http://www.reuters.com/article/2013/02/06/net-us-usa-fed-hackers-idUSBRE91501920130206
http://www.reuters.com/article/2013/02/06/net-us-usa-fed-hackers-idUSBRE91501920130206
http://news.msn.com/us/feds-18-charged-in-dollar200m-global-credit-card-fraud
http://news.msn.com/us/feds-18-charged-in-dollar200m-global-credit-card-fraud
http://azstarnet.com/business/local/ariz--based-supermarket-chain-hit-by-cyber-attack/article_c03d1e4a-6fe1-11e2-abed-0019bb2963f4.html
http://azstarnet.com/business/local/ariz--based-supermarket-chain-hit-by-cyber-attack/article_c03d1e4a-6fe1-11e2-abed-0019bb2963f4.html
http://www.usatoday.com/story/news/nation/2013/02/06/authorities-3-dead-in-fiery-highway-crash-in-ga/1895875/
http://www.usatoday.com/story/news/nation/2013/02/06/authorities-3-dead-in-fiery-highway-crash-in-ga/1895875/
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away from I-95, one dead. A delivery truck that crashed and dangled over an overpass 

on Interstate 95 near Fort Lauderdale, and an unrelated crash caused several hours of 

delays during the morning commute February 6. 

Source: http://www.sun-sentinel.com/news/broward/sfl-wednesday-0206-traffic-

20130206,0,4951963.story 

 

11.  February 6, Associated Press – (New York) I-84’s westbound lanes in NY reopen 

after crash. A crash on Interstate 84 in Orange County caused the westbound lanes of 

the highway to be shut down for around 5 hours February 6.  

Source: http://www.wpxi.com/ap/ap/pennsylvania/crash-closes-i-84s-westbound-lanes-

in-ny/nWG5m/ 

 

12.  February 5, WPXI 11 Pittsburgh – (Pennsylvania) Tractor-trailer driver following 

outdated GPS collides with train in Bell Township. A tractor trailer collided with a 

train in Bell Township after an outdated GPS led the driver to the wrong area. Several 

train cars derailed and railroad tracks were damaged.  

Source: http://www.wpxi.com/news/news/local/train-crashes-tractor-trailer-bell-

township-driver/nWGHf/ 

 

13.  February 5, Associated Press – (Ohio) 10-truck pileup in Ohio hwy kills 1, injures 

10. Dense fog may have contributed to a crash on U.S. Highway 24 in Paulding County 

February 5 that shut down the highway for much of the day.  

Source: http://www.wtov9.com/news/ap/indiana/patrol-up-to-10-semis-1-dead-in-nw-

ohio-pileup/nWGLr/ 

 

14.  February 5, WHDH 7 Boston – (Massachusetts) Workers evacuated after gas odor 

at Logan Airport. An American Airlines cargo building was evacuated February 5 

after a gas odor caused workers to become sick. Officials believe a faulty forklift was 

to blame.  

Source: http://www1.whdh.com/news/articles/local/12009779738773/workers-

evacuated-after-gas-odor-at-logan-airport/ 

 

For another story, see item 18 

 

[Return to top]  

 

Postal and Shipping Sector 
 

15.  February 5, Cincinnati Enquirer - (Kentucky; Ohio) Fake Super Bowl jerseys are 

seized at hubs for UPS, DHL.  Agents from the U.S. Customs and Border Patrol 

confiscated in excess of $3.4 million is counterfeit merchandise from the express hubs 

of DHL near Cincinnati and UPS in Louisville. 

Source:  http://www.courier-journal.com/article/20130205/NEWS10/302050061/Fake-

Super-Bowl-jerseys-seized-hubs-UPS-DHL 

 [Return to top]  
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Agriculture and Food Sector 

16.  February 6, Food Safety News - (National) FDA data: Slight uptick in animal 

antibiotic use, resistance remains issue in meat.  Two data sets from 2011 released 

by the U.S. Food and Drug Administration show the use of antibiotics in food animal 

production slightly increased, and antibiotic resistant bacteria in meat products remains 

an issue.  

Source:  http://www.foodsafetynews.com/2013/02/fda-data-show-antibiotic-use-in-

food-animal-production-slightly-up-resistance-remains-issue-for-retail-meat-in-

2011/#.URJf3GerjwI 

 

17.  February 5, Poughkeepsie Journal - (New York) State to expand quarantine for 

invasive beetle.  New York expanded its quarantine to contain the emerald ash beetle, 

which will affect the movement of wood over most of the State, effective May 1.     

Source:  

http://www.poughkeepsiejournal.com/article/20130205/NEWS01/130205022/State-

expand-quarantine-invasive-beetle 

 

[Return to top]  

 

Water Sector 

18.  February 5, WKMG 6 Orlando – (Florida) 1.2M gallons of water spilled onto 

Oviedo roadway. A major traffic jam February 5 was caused by a water main break 

that washed out a roadway in Oviedo with 1.2 million gallons of water.   

Source: http://www.clickorlando.com/news/1-2M-gallons-of-water-spilled-onto-

Oviedo-roadway/-/1637132/18410816/-/189kfp/-/index.html 

 

For another story, see item 2 

 

[Return to top]  

 

Public Health and Healthcare Sector 

19.  February 6, Milwaukee Business Journal – (Wisconsin) S-F Analytical Laboratories 

to pay $330,000 for lab violations. New Berlin-based S-F Analytical Laboratories was 

court ordered to pay $330,000 in fines with $20,000 being paid out for violating 

laboratory certifications and the remaining $290,000 being paid out to customers whose 

test results were deemed invalid based on the Wisconsin Department of Natural 

Resources. 

Source: http://www.bizjournals.com/milwaukee/news/2013/02/06/s-f-analytical-

laboratories-to-pay.html 

   

20.  February 5, Nashville Tennessean – (National) Meningitis outbreak: Massachusetts 

cites 32 of 40 drug compounders. The State of Massachusetts has cracked down on 32 

drug compounding pharmacies that have not complied with proper sterilization 

procedures and operations. Regulators have been conducting unannounced quality 

http://www.foodsafetynews.com/2013/02/fda-data-show-antibiotic-use-in-food-animal-production-slightly-up-resistance-remains-issue-for-retail-meat-in-2011/#.URJf3GerjwI
http://www.foodsafetynews.com/2013/02/fda-data-show-antibiotic-use-in-food-animal-production-slightly-up-resistance-remains-issue-for-retail-meat-in-2011/#.URJf3GerjwI
http://www.poughkeepsiejournal.com/article/20130205/NEWS01/130205022/State-expand-quarantine-invasive-beetle
http://www.clickorlando.com/news/1-2M-gallons-of-water-spilled-onto-Oviedo-roadway/-/1637132/18410816/-/189kfp/-/index.html
http://www.clickorlando.com/news/1-2M-gallons-of-water-spilled-onto-Oviedo-roadway/-/1637132/18410816/-/189kfp/-/index.html
http://www.bizjournals.com/milwaukee/news/2013/02/06/s-f-analytical-laboratories-to-pay.html
http://www.bizjournals.com/milwaukee/news/2013/02/06/s-f-analytical-laboratories-to-pay.html
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assurance visits to several facilities and have found unfavorable conditions across the 

board. 

Source: 

http://www.tennessean.com/article/20130205/NEWS07/302050091/Meningitis-

outbreak-Massachusetts-cites-32-40-drug-compounders 

  

21.  February 5, Pittsburgh Tribune-Review – (Pennsylvania) Investigators link 5 

Legionnaires’ deaths to Pittsburgh VA. Pittsburgh VA hospitals are under heavy 

scrutiny after a reported 5 patients died from Legionnaires disease since 2011. Centers 

for Disease Control regulators have voiced concerns over the hospitals’ unsanitary 

health practices and misreporting of data. 

Source: http://triblive.com/news/adminpage/3423500-74/officials-legionnaires-

disease#axzz2K87L3Haj 

For another story, see item 24 

 

[Return to top]  

 

Government Facilities Sector 

22.  February 6, Radford University Tartan – (Virginia) New River flood severely 

damages many students vehicles in Lot Z. After a January 30 storm overfilled the 

Claytor Lake Dam, water levels began to expand and flooded nearly 150 vehicles 

parked in a Radford University parking lot. Concerns were raised over an alert system 

failure as students were not aware of the need to move their vehicles.  

Source : http://www.rutartan.com/wordpress/?p=4882  

23.  February 6, Associated Press – (Florida) 3 charged with hacking Florida A&M 

computer system to obtain fraudulent financial aid payments. Authorities charged 3 

individuals from Florida A&M University after they hacked into the school’s financial 

aid system in 2010 and re-routed students’ financial aid payments into bank accounts 

using other students’ names.  

Source: 

http://www.therepublic.com/view/story/122e9574c58b45c78f3897e2c39113c4/FL--

FAMU-Hacking 

 

24.  February 4, Associated Press – (California) 3 charged with Camp Pendleton 

medical thefts. Three employees at Marine Corps Base Camp Pendleton were charged 

with stealing over $3 million worth of medical supplies and reselling them to medical 

equipment dealers.  

Source: http://www.mysanantonio.com/news/crime/article/3-charged-with-Camp-

Pendleton-medical-thefts-4248888.php 

 

25.  February 4, Albany Times Union – (New York) Water leak causes power outage at 

plaza. A broken heating and air conditioning pipe came loose and led to 8 floors being 

flooded in the Corning Tower building. 

Source: http://www.timesunion.com/local/article/Water-leak-causes-power-outage-at-

 

http://www.tennessean.com/article/20130205/NEWS07/302050091/Meningitis-outbreak-Massachusetts-cites-32-40-drug-compounders
http://triblive.com/news/adminpage/3423500-74/officials-legionnaires-disease#axzz2K87L3Haj
http://triblive.com/news/adminpage/3423500-74/officials-legionnaires-disease#axzz2K87L3Haj
http://www.rutartan.com/wordpress/?p=4882
http://www.therepublic.com/view/story/122e9574c58b45c78f3897e2c39113c4/FL--FAMU-Hacking
http://www.mysanantonio.com/news/crime/article/3-charged-with-Camp-Pendleton-medical-thefts-4248888.php
http://www.mysanantonio.com/news/crime/article/3-charged-with-Camp-Pendleton-medical-thefts-4248888.php
http://www.timesunion.com/local/article/Water-leak-causes-power-outage-at-plaza-4249323.php


 - 7 - 

plaza-4249323.php  

 

For more stories, see items 6  

 

[Return to top]  

 

Emergency Services Sector 

26.  February 6, Associated Press – (Illinois) Inmates attack 3 Illinois prison staffers. A 

February 5 attack that left two Menard Correctional Center guards and a chaplain 

injured, involved about 15 inmates. The prison was placed on lock down as the staff 

was taken to a nearby hospital for treatment. 

Source: http://www.mysanantonio.com/news/crime/article/Inmates-attack-3-Illinois-

prison-staffers-4253087.php 

 

27.  February 5, WCSC 5 Charleston – (South Carolina) 4 charged with rioting at Al 

Cannon Detention Center. Four inmates started a riot at Al Cannon Detention Center 

February 3 when one inmate physically assaulted another for stealing his property. 

Source: http://www.live5news.com/story/20971365/canteen-theft-starts-riot-at-al-

cannon-detention-center 

 

28.  February 4, KTRK 13 Houston – (Texas) Stolen ambulances found at NW Houston 

scrap yard. Over 12 ambulances were found at a Houston scrap yard February 4. 

Police believe the ambulances were stolen over the past month and sold illegally.  

Source: http://abclocal.go.com/ktrk/story?section=news/local&id=8980173 

 [Return to top]  

 

Information Technology Sector 

29.  February 6, Softpedia – (International) Vulnerability in D-Link routers allows 

hackers to execute malicious code. A researcher discovered a vulnerability in some 

D-Link DIR-300 and DIR-600 routers that can allow attackers to execute arbitrary code 

at the root level.  

Source: http://news.softpedia.com/news/Vulnerabilities-in-D-Link-Routers-Allow-

Hackers-to-Execute-Malicious-Code-327246.shtml 

 

30.  February 6, Softpedia – (International) Brazilian banking trojan disguises itself as 

Avast! Antivirus. A banking trojan discovered attacking Brazilian users disguises 

itself as the Avast! Antivirus program and attempts to remove legitimate antivirus 

programs.  

Source: http://news.softpedia.com/news/Brazilian-Banking-Trojan-Disguises-Itself-as-

Avast-Antivirus-327221.shtml 

 

31.  February 6, V3.co.uk – (International) Nap trojan uncovered copying New York 

Times attack methods. FireEye researchers discovered a trojan dubbed Nap with 

advanced capabilities similar to those used to hack into New York Times computers in 

http://www.timesunion.com/local/article/Water-leak-causes-power-outage-at-plaza-4249323.php
http://www.mysanantonio.com/news/crime/article/Inmates-attack-3-Illinois-prison-staffers-4253087.php
http://www.mysanantonio.com/news/crime/article/Inmates-attack-3-Illinois-prison-staffers-4253087.php
http://www.live5news.com/story/20971365/canteen-theft-starts-riot-at-al-cannon-detention-center
http://www.live5news.com/story/20971365/canteen-theft-starts-riot-at-al-cannon-detention-center
http://abclocal.go.com/ktrk/story?section=news/local&id=8980173
http://news.softpedia.com/news/Vulnerabilities-in-D-Link-Routers-Allow-Hackers-to-Execute-Malicious-Code-327246.shtml
http://news.softpedia.com/news/Vulnerabilities-in-D-Link-Routers-Allow-Hackers-to-Execute-Malicious-Code-327246.shtml
http://news.softpedia.com/news/Brazilian-Banking-Trojan-Disguises-Itself-as-Avast-Antivirus-327221.shtml
http://news.softpedia.com/news/Brazilian-Banking-Trojan-Disguises-Itself-as-Avast-Antivirus-327221.shtml
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a recent attack.  

Source: http://www.v3.co.uk/v3-uk/news/2241943/nap-trojan-uncovered-copying-new-

york-times-attack-methods 

 

32.  February 5, Computerworld – (International) Bad Kaspersky antivirus update 

prevents business and home users from accessing websites. An update for 

Kaspersky Endpoint Security (KES) was faulty, causing users to be unable to reach 

legitimate Web sites February 5. 

Source: 

http://www.computerworld.com/s/article/9236525/Bad_Kaspersky_antivirus_update_p

revents_business_and_home_users_from_accessing_websites 

 

33.  February 5, V3.co.uk – (International) Malwarebytes uncovers digital certificate-

spoofing trojan. Researchers at Malwarebytes discovered a banking trojan which uses 

digital certificates from Digicert that are obtained by a fake company.  

Source: http://www.v3.co.uk/v3-uk/news/2241553/malwarebytes-uncovers-digital-

certificatespoofing-trojan 

 

For another story, see item 8 

 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 

visit their Web site: http://www.us-cert.gov 

 

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 

Analysis Center) Web site: https://www.it-isac.org  

 

[Return to top]  

 

Communications Sector 

       Nothing to report 

 

[Return to top]  

 

Commercial Facilities Sector 

34.  February 5, Associated Press – (Nevada) Overheated motor prompted Vegas casino 

evacuation. An overheated ventilation motor caused a smoky smell and led to a 2-hour 

evacuation of the Excalibur casino February 5. 

Source: http://www.idahostatesman.com/2013/02/05/2440044/overheated-motor-

prompted-excalibur.html   

 

35.  February 5, San Francisco Chronicle – (California) $50,000 worth of copper piping 

stolen from Camp Concord in Lake Tahoe. Authorities believe someone familiar 

with Camp Concord, which is closed during the winter, was responsible for stealing 

more than $50,000 worth of copper piping from the camp.  

http://www.v3.co.uk/v3-uk/news/2241943/nap-trojan-uncovered-copying-new-york-times-attack-methods
http://www.v3.co.uk/v3-uk/news/2241943/nap-trojan-uncovered-copying-new-york-times-attack-methods
http://www.computerworld.com/s/article/9236525/Bad_Kaspersky_antivirus_update_prevents_business_and_home_users_from_accessing_websites
http://www.v3.co.uk/v3-uk/news/2241553/malwarebytes-uncovers-digital-certificatespoofing-trojan
http://www.v3.co.uk/v3-uk/news/2241553/malwarebytes-uncovers-digital-certificatespoofing-trojan
mailto:soc@us-cert.gov
http://www.us-cert.gov/
https://www.it-isac.org/
http://www.idahostatesman.com/2013/02/05/2440044/overheated-motor-prompted-excalibur.html
http://www.idahostatesman.com/2013/02/05/2440044/overheated-motor-prompted-excalibur.html
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Source: http://blog.sfgate.com/incontracosta/2013/02/05/50000-worth-of-copper-

piping-stolen-from-camp-concord-in-lake-tahoe/  

 

[Return to top]  

 

National Monuments and Icons Sector 
 

 See item 17 
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Dams Sector 
 

36.  February 6, Charlottesville Newsplex – (Virginia) Damage to Greene County Dam. 

A homeowner’s association encouraged residents to stay out of Shenandoah Lake and 

off of its dam after and outlet pipe on dam number two was leaking. Although the 

dam’s failure is not likely, the lake is expected to be lowered about 10 feet as a 

precaution. 

Source: http://www.newsplex.com/home/headlines/Damage-to-Greene-County-Dam--

189969211.html  

 

37.  February 5, South Jersey Times – (Pennsylvania) $3.7M project to repair Willow 

Grove Lake dam and spillway slated to begin in September. Work on Willow 

Grove Lake’s dam is scheduled to start September 2013 after county representatives 

divided the cost of the $3.7 million project.  

Source: 

http://www.nj.com/cumberland/index.ssf/2013/02/construction_to_repair_willow.html  

 

38.  February 6, Lynchburg News & Advance – (Virginia) Engineer: Dam is ‘high 

hazard’. An engineer working with Liberty University, which owns the dam at Ivy 

Lake in Forest, stated that the dam is severely hazardous and can lead to deaths if it 

fails. The estimated cost to repair and bring the dam into compliance with State 

standards starts at $2 million.  

Source: http://www.newsadvance.com/news/local/article_3161cd14-7014-11e2-a656-

001a4bcf6878.html  

 

For another story, see item 22 

 

 

[Return to top]  

 

 

 

 

http://blog.sfgate.com/incontracosta/2013/02/05/50000-worth-of-copper-piping-stolen-from-camp-concord-in-lake-tahoe/
http://blog.sfgate.com/incontracosta/2013/02/05/50000-worth-of-copper-piping-stolen-from-camp-concord-in-lake-tahoe/
http://www.newsplex.com/home/headlines/Damage-to-Greene-County-Dam--189969211.html
http://www.newsplex.com/home/headlines/Damage-to-Greene-County-Dam--189969211.html
http://www.nj.com/cumberland/index.ssf/2013/02/construction_to_repair_willow.html
http://www.newsadvance.com/news/local/article_3161cd14-7014-11e2-a656-001a4bcf6878.html
http://www.newsadvance.com/news/local/article_3161cd14-7014-11e2-a656-001a4bcf6878.html
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